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Preface

Lattices are geometric objects that can be pictorially described as the
set of intersection points of an infinite, regular n-dimensional grid. Despite their apparent simplicity, lattices hide a rich combinatorial structure, which has attracted the attention of great mathematicians over the
last two centuries. Not surprisingly, lattices have found numerous applications in mathematics and computer science, ranging from number
theory and Diophantine approximation, to combinatorial optimization
and cryptography.
The study of lattices, specifically from a computational point of view,
was marked by two major breakthroughs: the development of the LLL
lattice reduction algorithm by Lenstra, Lenstra and Lovasz in the early
80's, and Ajtai's discovery of a connection between the worst-case and
average-case hardness of certain lattice problems in the late 90's.
The LLL algorithm, despite the relatively poor quality of the solution
it gives in the worst case, allowed to devise polynomial time solutions
to many classical problems in computer science. These include, solving
integer programs in a fixed number of variables, factoring polynomials
over the rationals, breaking knapsack based cryptosystems, and finding
solutions to many other Diophantine and cryptanalysis problems.
Ajtai's discovery suggested a completely different way to use lattices in
cryptography. Instead of using algorithmic solutions to computationally
tractable lattice approximation problems to break cryptosystems, Ajtai's
work shows how to use the existence of computationally intractable-toapproximate lattice problems to build cryptosystems which are impossible to break. Namely, design cryptographic functions that are provably
as hard to break as it is to solve a computationally hard lattice problem.
Whereas in complexity theory we say that a problem is hard if it is
hard for the worst case instance, in cryptography a problem is deemed
hard only if it is hard in the average case (i.e., for all but a negligible
IX

x
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fraction of the instances). The novelty in Ajtai's result, is that he shows
how to build a cryptographic function which is as hard to break on
the average (e.g., over the random choices of the function instance) as
it is to solve the worst case instance of a certain lattice problem. This
achievement is unique to lattice theory at this time, and points to lattices
as an ideal source of hardness for cryptographic purposes.
These new constructive applications of lattices, are deeply rooted in
complexity theory, and were followed by a sharp increase in the study
of lattices from a computational complexity point of view. This led to
the resolution of several long standing open problems in the area. Most
notably, the NP-hardness of the shortest vector problem in its exact and
approximate versions. We present a self contained exposition of this
latter result as well as other results on the computational complexity of
lattice problems.
We did not attempt to cover everything known about lattices, as this
would have filled several volumes. Rather, we selected a few representative topics, based on our personal taste and research experience. Regrettably, a topic which we neglect is duality and transference theorems.
With this notable exception, we believe that most of the current ideas
relevant to lattice based cryptography appear within in some form or
another.
Many research questions regarding lattices and their cryptographic
usage remain open. We hope that this book will help make lattice based
cryptography more accessible to a wider audience, and ultimately yield
further progress in this exciting research area.
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The first author would like to thank also the National Science Foundation and Chris and Warren Hellman for partially supporting this work
under NSF Career Award CCR-0093029 and a 2001-02 Hellman Fellowship.
DANIELE MICCIANCIO

Chapter 1

BASICS

This book is about algorithmic problems on point lattices, and their
computational complexity. In this chapter we give some background
about lattices and complexity theory.

1.

Lattices

Let IRm be the m-dimensional Euclidean space. A lattice in IRm is the
set

.c(bl' ... ' b n )

=

{tXibi:Xi E Z}

(1.1)

t=1

of all integral combinations of n linearly independent vectors b 1 , ... , b n
in IRm (m 2: n). The integers nand m are called the rank and dimension
of the lattice, respectively. The sequence of vectors b 1 , ... , b n is called
a lattice basis and it is conveniently represented as a matrix
(1.2)
having the basis vectors as columns. Using matrix notation, (1.1) can
be rewritten in a more compact form as

.c(B) = {Bx: x E zn}

(1.3)

where Bx is the usual matrix-vector multiplication.
Graphically, a lattice can be described as the set of intersection points
of an infinite, regular (but not necessarily orthogonal) n-dimensional
grid. A 2-dimensional example is shown in Figure 1.1. There, the basis
vectors are
(1.4)

2
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Figure 1.1.

A lattice in R2

and they generate all the intersection points of the grid when combined
with integer coefficients. The same lattice has many different bases. For
example, vectors

(1.5)
are also a basis for lattice .L:(bI, b 2). The grid generated by b~, b~ is
shown in Figure 1.2. Notice that although the two grids are different, the
set of intersection points is exactly the same, i.e., {bI, b 2} and {b~, b~}
are two different bases for the same lattice .L:(b I , b2) = .L:(b~, b~).
Throughout the book, we use the convention that lattice points are
always represented as column vectors. Wherever vectors are more conveniently written as rows, we use transpose notation. For example,
the definition of vector b I , b 2 in (1.4) can equivalently be rewritten as
b i = [1,2]T,b 2 = [1,-I]T, where AT denotes the transpose of matrix
A.
A simple example of n-dimensional lattice is given by the set zn of
all vectors with integral coordinates. A possible basis is given by the
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A different basis

standard unit vectors
n

ei

=

E1i,O, ... ,OY.
i

In matrix notation zn = £(1) where 1 E znxn is the n-dimensional
identity matrix, i.e., the n x n square matrix with 1's on the diagonal
and O's everywhere else.
When n = m, i.e., the number of basis vectors equals the number of
coordinates, we say that £(B) is full rank or full dimensional. Equivalently, lattice £(B) ~ ]Rm is full rank if and only if the linear span of
the basis vectors
span(B) = {Bx: x E ]Rn}
(1.6)
equals the entire space ]Rm. The difference between (1.3) and (1.6) is
that while in (1.6) one can use arbitrary real coefficients to combine the
basis vectors, in (1.3) only integer coefficients are allowed. It is easy
to see that span(B) does not depend on the particular basis B, i.e.,
if Band B' generate the same lattice then span(B) = span(B'). So,
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for any lattice A = C(B), we can define the linear span of the lattice
span(A), without reference to any specific basis. Notice that B is a
basis of span(B) as a vector space. In particular, the rank of lattice
C(B) equals the dimension of span(B) as a vector space over ~ and it
is a lattice invariant, Le., it does not depend on the choice of the basis.
Clearly, any set of n linearly independent lattice vectors B' E C(B) is
a basis for span(B) as a vector space. However, B' is not necessarily a
lattice basis for C(B). See Figure 1.3 for a 2-dimensional example. The
picture shows the lattice C(bl, b2) generated by basis vectors (1.4) and
the grid associated to lattice vectors
(1. 7)
Vectors b~ and b~ are linearly independent. Therefore, they are a basis
for the plane 1R2 = span(b 1 , b 2 ) as a vector space. However, they are
not a basis for C(b 1 , b 2 ) because lattice point b i cannot be expressed as
an integer linear combination of b~ and b~. There is a simple geometric
characterization for linearly independent lattice vectors that generate
the whole lattice. For any n linearly independent lattice vectors B' =
[b~, ... , b~] (with b~ E C(B) c IRm for all i = 1, ... , n) define the half
open parallelepiped

P(B') = {B'x:O:S

Xi

< I}.

(1.8)

Then, B' is a basis for lattice C(B) if and only if P(B') does not contain
any lattice vector other than the origin. Figures 1.1, 1.2 and 1.3 illustrate
the two cases. The lattice in Figures 1.2 and 1.3 is the same as the
one in Figure 1.1. In Figure 1.2, the (half open) parallelepiped P(B')
does not contain any lattice point other than the origin, and therefore
C(B') = C(B). In Figure 1.3, parallelepiped P(B') contains lattice point
b l · Therefore C(B') =1= C(B) and B' is not a basis for C(B).
Notice that since B' is a set of linearly independent vectors, C(B') is a
lattice and B' is a basis for C(B'). Clearly, C(B') ~ C(B), Le., any point
from lattice C(B') belongs also to lattice C(B). When C(B') ~ C(B),
we say that C(B') is a sublattice of C(B). If C(B') = C(B) we say that
bases Band B' are equivalent. If C(B') ~ C(B), but C(B') =1= C(B),
then bases Band B' are not equivalent, and C(B') is a proper sublattice
of C(B).
Equivalent bases (Le., bases that generate the same lattice) can be
algebraically characterized as follows. Two bases B, B' E IRmxn are
equivalent if and only if there exists a unimodular matrix U E znxn (Le.,
an integral matrix with determinant det(U) = ±1) such that B' = BU.
The simple proof is left to the reader as an exercise.
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When studying lattices from a computational point of view, it is customary to assume that the basis vectors (and therefore any lattice vector)
have all rational coordinates. It is easy to see that rational lattices can
be converted to integer lattices (Le., sublattices of zn) by multiplying
all coordinates by an appropriate integer scaling factor. So, without loss
of generality, in the rest of this book we concentrate on integer lattices,
and, unless explicitly stated otherwise, we always assume that lattices
are represented by a basis, Le., a matrix with integer coordinates such
that the columns are linearly independent.
Lattices can also be characterized without reference to any basis. A
lattice can be defined as a discrete nonempty subset A of ~m which is
closed under subtraction, i.e., if x E A and yEA, then also x - YEA.
Here "discrete" means that there exists a positive real>. > 0 such that
the distance between any two lattice vectors is at least >.. A typical
example is the set A = {x E zn: Ax = O} of integer solutions of a
system of homogeneous linear equations. Notice that A always contains
the origin 0 = x - x, it is closed under negation (i.e., if x E A then -x =
0- x E A), and addition (Le., if x, yEA then x + y = x - (-y) E A).
In other words, A is a discrete additive subgroup of ~m •
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Determinant

The determinant of a lattice A = £(B), denoted det(A), is the ndimensional volume of the fundamental parallelepiped P(B) spanned by
the basis vectors. (See shaded areas in Figures 1.1 and 1.2.) The determinant is a lattice invariant, i.e., it does not depend on the particular
basis used to compute it. This immediately follows from the characterization of equivalent bases as matrices B' = BU related by a unimodular transformation U. Geometrically, this corresponds to the intuition
that the (n-dimensional) volume of the fundamental parallelepiped P (B)
equals the inverse of the density of the lattice points in span(B). As an
example consider the bases in Figures 1.1 and 1.2. The areas of the fundamental regions (i.e., the shaded parallelepipeds in the pictures) are
exactly the same because the two bases generate the same lattice. However, the shaded parallelepiped in Figure 1.3 has a different area (namely,
twice as much as the original lattice) because vectors (1. 7) only generate
a sublattice.
A possible way to compute the determinant is given by the usual
Gram-Schmidt orthogonalization process. For any sequence of vectors
hI"'" hn, define the corresponding Gram-Schmidt orthogonalized vectors hi, ... , h~ by
i-I
(1.9a)
hi = hi /-Li,jh;
j=I
(hi, hj)
(1.9b)
/-Li,j =

L

(hj, hj)

where (x, y) = L~I XiYi is the inner product in ]Rm. For every i,
hi is the component of hi orthogonal to hI"'" hi-I. In particular,
span(hI, ... , hi) = span(hi, ... ,hi) and vectors hi are pairwise orthogonal, i.e., (hi, hj) = 0 for all i ¥= j. The determinant of the lattice equals
the product of the lengths of the orthogonalized vectors
n

det(C(B))

= II IIhill

(1.10)

i=I

where IIx" = VLi x~ is the usual Euclidean length. We remark that the
definition of the orthogonalized vectors hi depends on the order of the
original basis vectors. Given basis matrix B = [hI, ... , h n ], we denote by
B* the matrix whose columns are the orthogonalized vectors [hi, ... ,h~].
Clearly, B* is a basis of span(B) as a vector space. However, B* is not
usually a lattice basis for C(B). In particular, not every lattice has a
basis consisting of mutually orthogonal vectors.
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Notice that if the hi'S are rational vectors (i.e., vectors with rational
coordinates), then also the orthogonalized vectors hi are rationals. If
lattice .c(B) is full dimensional (i.e. m = n), then B is a nonsingular
square matrix and det(.c(B)) equals the absolute value of the determinant of the basis matrix det(B). For integer lattices, B is a square
integer matrix, and the lattice determinant det(.c(B)) = det{B) is an
integer. In general, the reader can easily verify that det{.c{B)) equals
the square root of the determinant of the Gram matrix BTB, i.e., the
n x n matrix whose (i,j)th entry is the inner product (hi, hj):
det(.c(B)) = Vdet(BTB).

(1.11)

This gives an alternative way to compute the determinant of a lattice
(other than computing the Gram-Schmidt orthogonalized vectors), and
shows that if B is an integer matrix, then the determinant of .c{B) is
always the square root of a positive integer, even if det(.c(B)) is not
necessarily an integer when the lattice is not full rank.

1.2

Successive minima

Let 8 m {0,r) = {x E IRm : Ilxll < r} be the m-dimensional open
ball of radius r centered in O. When the dimension m is clear from the
context, we omit the subscript m and simply write 8{0, r). Fundamental
constants associated to any rank n lattice A are its successive minima
AI, .. ' , An. The ith minimum Ai{A) is the radius of the smallest sphere
centered in the origin containing i linearly independent lattice vectors
Ai{A)

= inf {r: dim(span(A n 8(0, r)))

~

i}.

(1.12)

Successive minima can be defined with respect to any norm. A norm
is a positive definite, homogeneous function that satisfies the triangle
inequality, i.e., a function II . II: IRn --+ IR such that

• Ilxll ~ 0 with equality only if x = 0
• Ilaxll = lal . Ilxll
• IIx + yll ~ IIxll + Ilyll
for all x, y E IRn and a E lR. An important family of norm functions is
given by the fp norms. For any p ~ 1, the fp norm of a vector x E Rn is

IIxll p = (

t;xf
n

) lip

(1.13a)

8
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Important special cases are the iI-norm
n

//X//l = L lXii,

(1.13b)

i=l

the £2 norm (or Euclidean norm)
(1.13c)
and the

£00

norm (or max-norm)
(1.13d)

We remark that when p < 1, function (1.13) is not a norm because it
does not satisfy the triangle inequality. Notice that the value of the
successive minima >'1, ... ,>'n, and the lattice vectors achieving them,
depend on the norm being used. Consider for example the lattice
(1.14)
generated by basis vectors
(1.15)
Lattice vector b 1 is a shortest (nonzero) vector in C(b 1 , b2) with respect
the £1 norm and >'1 = IlbIl11 = 2 if the £1 norm is used. However, b 1
is not a shortest vector with respect to the £2 or foo because in these
norms lattice vector b 2 is strictly shorter than b 1 giving first minimum
>'1 = //b2//2 = v'2 and >'1 = IIb2// 00 = 1, respectively. In this book we are
primarily concerned with the £2 norm, which corresponds to the familiar
Euclidean distance
n

dist(x, y) = IIx - Yll2 =

2)Xi - Yi)2

(1.16)

i=1

and will consider other norms only when it can be done without substantially complicating the exposition.
In the previous examples, we have seen that lattice (1.14) contains a
vector b such that IIbll = >'1. It turns out that this is true for every
lattice. It easily follows from the characterization of lattices as discrete

9
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subgroups of IRn that there always exist vectors achieving the successive
minima, Le., there are linearly independent vectors Xl, ... , xn E A such
that Ilxi II = ).i for all i = 1, ... , n. So, the infimum in (1.12) is actually
a minimum if B(O,r) is replaced with the closed ball 8(0,r) = {x E
IRm : IIxll ~ r}. In particular, ).l(A) is the length of the shortest nonzero
lattice vector and equals the minimum distance between any two distinct
lattice points
).l(A) = min IIx - yll
xi-yEA

= XEA\{O}
min IIxll·

(1.17)

In the rest of this section we give a proof that any lattice contains
nonzero vectors of minimal length. In doing so, we prove a lower bound
for the first minimum that will be useful later on. The result is easily
generalized to all successive minima to show that there are n linearly
independent vectors VI, ... , V n satisfying II vi II = ).i for all i = 1, ... , n.
Fix some lattice C(B), and consider the first minimum
).1

= inf{lIvll : v E C(B)j{O}}.

We want to prove that there exists a lattice vector v E C(B) such that
IIvll = ).1' We first prove that ).1 is strictly positive.
1.1 Let B be a lattice basis, and let B* be the corresponding
Gram-Schmidt orthogonalization. Then, the first minimum of the lattice
(in the £2 norm) satisfies

THEOREM

).1 ~

min IIbjll
J

> o.

zn

Proof: Consider a generic nonzero lattice vector Bx (where x E
and
x 1= 0) and let i be the biggest index such that Xi 1= O. We show that
IIBxll ~ IIbili ~ minj IIbjll. It follows that the infimum).l = infllBxl1
also satisfies ).1 ~ minj Ilbjll. From basic linear algebra we know that
I(x, y)1 ~ IIxll'lIyll for any two vectors x, y. We prove that I(Bx, bnl ~
IIbi 112, and therefore IIBxll·llbi II ~ Ilbi 112. Since vectors bi'S are linearly
independent, IIbili 1= 0 and IIBxl1 ~ Ilbill follows.
So, let us prove that I(Bx, bi)1 ~ IIbill2. From the definition of i, we
know that Bx = L~=l bjxj. Using the definition of the orthogonalized
vectors (1.9a) we get
i

(Bx, bi) = L(bj, bi)xj

=

j=l

(bi, bi)Xi

10
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Xi

+ LJLijbj, bnXi

=

(bi

=

(bi, bi)Xi

j<i

+L

j<i

JLij(bj, bi)xi

is a nonzero integer,

In particular, the theorem shows that Al > O. We now prove that
there exists a nonzero lattice vector of length AI. By definition of AI,
there exists a sequence of lattice vectors Vi E £(B) such that

lim IIvill = AI.

l-+oo

Since Al > 0, for all sufficiently large i it must be
vector Vi belongs to the closed ball

8(0,2Ad =

{z : IIzll S

II Vi II

S 2A1, i.e., lattice

2Ad·

But set 8(0, 2A) is compact, so, we can extract a convergent subsequence
with limit
W= lim Vi"
j-+oo 1

Vii

Clearly, IIwll = limj-+oo IIVii II = AI. We want to prove that w is a lattice
vector. By definition of w we have limj-+oo IIVii - wll = O. Therefore for
all sufficiently large j, IIVij - wll < A1/2. By triangle inequality, for a
sufficiently large j and all k > j,
IIVij - Vikll S IIVii - wll

+ IIw -

vikll

< AI.

But Vij - ViA: is a lattice vector, and no nonzero lattice vector can have
length strictly less than AI. This proves that Vij - ViA: = 0, i.e., Vik = Vii
for all k > j. Therefore, w == limk ViA: = Vii' and w is a lattice vector.
The above argument can be easily generalized to prove the following
theorem about all successive minima of a lattice.

THEOREM 1.2 Let A be a lattice of rank n with successive minima AI,
... ,An. Then there exist linearly independent lattice vectors VI, ... ,Vn E
A such that IIVili = Ai for all i = 1, ... , n.
Interestingly, the vectors VI,"" vn achieving the minima are not necessarily a basis for A. Examples of lattices for which all bases must contain at least one vector strictly longer than An are given in Chapter 7.
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1.3

Minkowski's theorems

In this subsection we prove an important upper bound on the product
of successive minima of any lattice. The bound is based on the following
fundamental theorem.
THEOREM 1.3 (BLICHFELDT THEOREM.)

For any lattice A and for any
measurable set 8 ~ span(A), if 8 has volume vol(8) > det(A), then there
exist two distinct points Zl, Z2 E 8 such that Zl - Z2 E A.

Proof: Let A = £(B) be a lattice and 8 be any subset of span(A) such
that vol(8) > det(B). Partition 8 into a collection of disjoint regions as
follows. For any lattice point x E A define
8x

= 8n (P(B) + x)

(1.18)

where P(B) is the half open parallelepiped (1.8). Here and below, for
any set A c IRn and vector x E IRn , expression A + x denotes the set
{y + x: YEA}. Notice that sets P(B) + x (with x E A) partition
span(B). Therefore sets Sx (x E A) form a partition of S, i.e., they are
pairwise disjoint and

U8

8=

x·

xEA

In particular, since A is countable,

=L

vol(8)

vol(8x ).

xEA

Define also translated sets
8~

= 8x

-

x

= (8 -

x) n P(B)

Notice that for all x E A, set 8~ is contained in P(B) and vol(8x ) =
We claim that sets 8~ are not pairwise disjoint. Assume, for
contradiction, they are. Then, we have
vol(8~).

L vol(8~) = vol

xEA

(U 8~)

5 vol(P(B)).

(1.19)

xEA

We also know from the assumption in the theorem that

L vol(8~) = L vol(8

x)

xEA

= vol(8) > det(A).

(1.20)

xEA

Combining (1.19) and (1.20) we get det(A) < vol(P(B)), which is a
contradiction because det(A) = vol(P(B)) by the definition of lattice
determinant.
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This proves that set S~ are not pairwise disjoint, i.e., there exist two
sets S~, S~ (for x, yEA) such that S~ n S~ =1= 0. Let Z be any vector in
the (nonempty) intersection S~ n S~ and define
Zl =
Z2

Z+ x
Z + y.

From Z E S~ and Z E S~ we get Zl E Sx ~ Sand Z2 E Sy ~ S.
Moreover, Zl =1= Z2 because x =1= y. Finally, the difference between Zl
and Z2 satisfies
(1.21)
Zl - Z2 = x - YEA,
completing the proof of the theorem. 0
As a corollary to Blichfeldt theorem we immediately get the following
theorem of Minkowski.
THEOREM 1.4 (CONVEX BODY THEOREM)

For any lattice A oj rank n
and any convex set S C span(A) symmetric about the origin, iJvol(S) >
2n det(A), then S contains a nonzero lattice point v E S n A \ {o}.

Proof: Consider the set S'
vol(S')

= {x: 2x E S}.

The volume of S' satisfies

= Tn vol(S) > det(A).

(1.22)

Therefore, by Blichfeldt theorem there exist two distinct points Zl, Z2 E
S' such that Z1- z2 E £, (A). From the defini tion of S', we get 2z 1, 2Z2 E S
and since S is symmetric about the origin, we also have -2Z2 E S.
Finally, by convexity, the midpoint of segment [2Z1' -2Z2] also belongs
to S, i.e.,
2Z1 + (-2Z2)
S
(1.23)
2
= Zl - Z2 E .
This proves that v

= Zl -

Z2 is a nonzero lattice point in S. 0

Minkowski's convex body theorem can be used to bound the length
of the shortest nonzero vector in an rank n lattice as follows. Let S =
8(0, yin det(A)l/n) nspan(A) be the open ball ofradius yin det(A)l/n in
span(A). Notice that S has volume strictly bigger than 2n det(A) because
it contains an n-dimensional hypercube with edges oflength 2 det(A)l/n.
By Minkowski's theorem there exists a nonzero lattice vector v E £'(B) \
{o} such that v E S, i.e., IIvll < ylndet(A)l/n. This proves that for any
rank n lattice A, the length of the shortest nonzero vector (in the 12
norm) satisfies
(1.24)
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This result (in a slightly stronger form) is the well known Minkowski's
first theorem. Minkowski also proved a stronger result involving all successive minima, known as the second theorem of Minkowski. Namely,
y'ndet(A)I/n is an upper bound not only to the first minimum .xl,
but also to the the geometric mean of all successive minima. While
Minkowski's first theorem is easily generalized to any norm, the proof
of the second theorem for general norms is relatively complex. Here we
prove the theorem only for the simple case of the Euclidean norm.

1.5 (MINKOWSKI'S SECOND THEOREM) For any rank n lattice .c(B), the successive minima (in the £2 norm) .xl, ... ,.xn satisfy

THEOREM

{i. 25)
Proof: Let Xl,"" xn be linearly independent lattice vectors achieving the successive minima II xi II = .xi and assume for contradiction that
rr~l.xi ~ (y'n)n det(B). Consider the Gram-Schmidt orthogonalized
vectors xi and define the transformation
(1.26)
that expands each coordinate xi by a factor .xi. Let S '= B(O, 1) n
span(B) be the n-dimensional open unit ball in span(B). If we apply T
to S we get a symmetric convex body T(S) of volume

vol(T( S))

=

(If ~i)

vol( S)

> (vn)n det(B) vol(S)

=

vol( vnS) det(B)

where y'nS is the ball of radius ..;n. The volume of ..;nS is bigger than
2n because ..;nS contains a hypercube with edges of length 2. Therefore,
vol(T(S)) > 2n det(B), and by Minkowski's convex body theorem T(S)
contains a lattice point y different from the origin. Since y E T(S), it
must be y = T(x) for some XES. From the definition of S we get

Ilxil < 1.

Now express x and y in terms of the orthogonalized basis
n

X

= LCixi
i=l

y

= L

.xiCi X ;'
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Since y is nonzero, some Ci is not zero. Let k be the largest index such
that Ci =j; 0, and k' ::; k the smallest index such that )..k' = )..k. Notice that y is linearly independent from Xl, ... ,Xk'-l because (xk' y) =
)..kCkllxkll2 =j; 0 and x k is orthogonal to Xl, ... ,Xk'-l. We now show that

lIyll < )..k·

2
lIyll2 =

L AiCiXi
i~k

L)..~c~lIxiIl2
i<k

< L)..~c~lIxiIl2
i~k

2

=

)..~ LCiXi
i~k

=

A~"x,,2 < )..~.

This proves that XI, ... , Xk' -1, yare k' linearly independent lattice vectors of length strictly less than Ak = )..k', contradicting the definition of
the k'th successive minimum )..k'. 0

2.

Computational problems

Minkowski's first theorem gives a simple way to bound the length )..1
of the shortest nonzero vector in a lattice C(B). Although Minkowski's
bound is asymptotically tight in the worst case (Le., there exist lattices
such that Al > cy'ndet(B)I/n for some absolute constant C independent of n), in general)..1 can be much smaller than y'ndet(B)I/n. For
example, consider the two dimensional lattice generated by orthogonal
vectors bl = €el and bl = (1/€)e2. The determinant of the lattice is I,
giving upper bound )..1 ::; V2. However )..1 = € can be arbitrarily small.
Moreover, the proof of Minkowski's theorem is not constructive, in the
sense that we know from the theorem that a short nonzero vector exists,
but the proof does not give any computational method to efficiently find
vectors oflength bounded by v'n det(A)l/n, leave alone vectors of length
AI. The problem of finding a lattice vector oflength )..1 is the well known
Shortest Vector Problem.
DEFINITION 1.1 (SHORTEST VECTOR PROBLEM, SVP)
B E
find a nonzero lattice vector
(with X E

that

zmxn,

IIBxlI ::; IIByll

for any other

Bx
y E zn \ {OJ.

Given a basis
zn \ {OJ) such
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The lack of efficient algorithms to solve SVP has led computer scientists to consider approximation versions of the problem. In this book
we study this and other lattice problems from a computational point
of view. Throughout the book, we assume the standard computational
model of deterministic Turing machines. The reader is referred to (van
Emde Boas, 1990; Johnson, 1990) or any undergraduate level textbook
on the subject for an introduction to the basic theory of computability
and computational complexity. In the following subsection we simply
recall some terminology and basic definitions. Then, in Subsection 2.2
we describe SVP and other lattice problems in their exact and approximation versions, and in Subsection 2.3 we give some background about
the computational complexity of approximation problems.

2.1

Complexity Theory

An alphabet is a finite set of symbols 1:. A string (over 1:) is a finite
sequence of symbols from 1:. The length of a string y is the number
of symbols in y, and it is denoted Iyl. The set of all strings over 1: is
denoted 1:*, and the set of all strings of length n is denoted 1: n . A Turing
machine M runs in time t{ n) if for every input string w of length n (over
some fixed input alphabet 1:), M{n) halts after at most t{n) steps. We
identify the notion of efficient computation with Turing machines that
halt in time polynomial in the size of the input, i.e., Turing machines
that run in time t(n) = a + n b for some constants a, b independent of n.
A decision problem is the problem of deciding whether the input string
satisfies or not some specified property. Formally, a decision problem is
specified by a language, i.e., a set of strings L ~ 1:*, and the problem
is given an input string w E 1:* decide whether w E L or not. The
class of decision problems that can be solved by a deterministic Turing
machine in polynomial time is called P. The class of decision problem
that can be solved by a nondeterministic Turing machine in polynomial
time is called NP. Equivalently, NP can be characterized as the set of
all languages L for which there exists a relation R ~ 1:* x 1:* such that
(x, y) E R can be checked in time polynomial in lxi, and x E L if and
only if there exists a string y with (x, y) E R. Such string y is called
NP-witness or NP-certificate of membership of x in L. Clearly, P ~ NP,
but it is widely believed that P :/: NP, i.e., there are NP problems that
cannot be solved in deterministic polynomial time.
Let A and B be two decision problems. A (Karp) reduction from A
to B is a polynomial time computable function f : 1:* -+ 1:* such that
x E A if and only if f{x) E B. Clearly, if A reduces to Band B can
be solved in polynomial time, then also A can be solved in polynomial
time. A (decision) problem A is NP-hard if any other NP problem B
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reduces to A. If A is also in NP, then A is NP-complete. Clearly, if
a problem A is NP-hard, then A cannot be solved in polynomial time
unless P = NP. The standard technique to prove that a problem A is
NP-hard (and therefore no polynomial time solution for A is likely to
exists) is to reduce some other NP-hard problem B to A. Another notion
of reduction which will be used in this book is that of Cook reduction.
A Cook reduction from A to B is a polynomial time Thring machine
M with access to an oracle that takes instances of problem B as input.
M reduces A to B, if, given an oracle that correctly solves problem B,
M correctly solves problem A. A problem A is NP-hard under Cook
reductions if for any NP problem B there is a Cook reduction from B
to A. If A is in NP, then we say that A is NP-complete under Cook
reductions. NP-hardness under Cook reductions also gives evidence of
the intractability of a problem, because if A can be solved in polynomial
time then P = NP. The reader is referred to (Garey and Johnson,
1979) for an introduction to the theory of NP-completeness and various
NP-complete problems that will be used throughout the book.
In the rest of this book algorithms and reductions between lattice
problems are described using some informal high level language, and
decision problems are described as sets of mathematical objects, like
graphs, matrices, etc. In all cases, the translation to strings, languages
and Thring machines is straightforward.
Occasionally, we will make use of other complexity classes and different notions of reductions, e.g., randomized complexity classes or nonuniform reductions. When needed, these notions will be briefly recalled, or
references will be given.
Throughout the book, we use the standard asymptotic notation to
describe the order of growth of functions: for any positive real valued
functions f(n) and g(n) we write

• f = O(g) if there exists two constants a, b such that f (n)
for all n ~ b.
• f

= o(g)

if limn-too f(n)/g(n)

• f

= n(g)

if g = aU)

~

a . f (n)

=0

• f = w(g) if g = 0(/)
• f

= 8(g)

if f

= O(g)

and g = 0(/).

A function f is negligible if f

= 0(1/g)

for any polynomial g(n)

= nCo
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Some lattice problems

To date, we do not know any polynomial time algorithm to solve SVP.
In fact, we do not even know how to find nonzero lattice vectors of length
within the Minkowski's bound IIBxll < JTidet(B)l/n. Another related
problem for which no polynomial time solution is known is the Closest
Vector Problem.
DEFINITION 1.2 (CLOSEST VECTOR PROBLEM, CVP) Given a lattice

zmxn

and a target vector t E zm, find a lattice vector Bx
basis B E
closest to the target t, i.e., find an integer vector x E
such that
IIBx - til :S IIBy - til for any other y E

zn.

zn

Studying the computational complexity of these problems is the main
subject of this book. Both for CYP and SYP one can consider different
algorithmic tasks. These are (in decreasing order of difficulty):
• The Search Problem: Find a (nonzero) lattice vector x E A such that
IIx - til (respectively, IIxll) is minimized.
• The Optimization Problem: Find the minimum of
tively, IIxll) over x E A (respectively, x E A \ {O}).

Ilx - til

(respec-

• The Decision Problem: Given a rational r > 0, decide whether there
is a (nonzero) lattice vector x such that IIx - til :S r (respectively,.
Ilxil :S r).
We remark that to date virtually all known (exponential time) algorithms for SYP and CYP solve the search problem (and therefore
also the associated optimization and decision problems), while all known
hardness results hold for the decision problem (and therefore imply the
hardness of the optimization and search problems as well). This suggests that the hardness of solving SVP and CVP is already captured
by the decisional task of determining whether or not there exists a solution below some given threshold value. We will see in Chapter 3 that
the decision problem associated to CYP is NP-complete, and therefore
no algorithm can solve CYP in deterministic polynomial time, unless
P = NP. A similar result holds (under randomized reductions) for SVP
(see Chapter 4).
The hardness of solving SYP and CYP has led computer scientists
to consider approximation versions of these problems. Approximation
algorithms return solutions that are only guaranteed to be within some
specified factor 'Y from the optimal. Approximation versions for the SYP
and CYP search problems are defined below.
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1.3 (ApPROXIMATE SVP) Given a basis B E zmxn, find
a nonzero lattice vector Bx (x E zn \ {OJ) such that IIBxll ~ ,·IIByll
for any other y E zn \ {OJ.
DEFINITION

In the optimization version of approximate SVP, one only needs to
find IIBxll, i.e., a value d such that Al (B) ~ d < ,AdB).
1.4 (ApPROXIMATE CVP) Given a basis B E zmxn and
a target vector t E zm, find a lattice vector Bx (x E zn) such that
IIBx - til ~ ,IIBy - til for any other y E zn.

DEFINITION

In the optimization version of approximate CVP, one only need to find
IIBx - til, Le., a value d such that dist(t, C(B)) ~ d < ,dist(t, C(B)).
Both in the approximate SVP and CVP, the approximation factor,
can be a function of any parameter associated to the lattice, typically
its rank n, to capture the fact that the problem gets harder as this parameter increases. To date, the best known polynomial time (possibly
randomized) approximation algorithms for SVP and CVP achieve worst
case (over the choice of the input) approximation factors ,(n) that are
essentially exponential in the rank n. Finding algorithms that achieve
polynomial approximation factors ,(n) = n C (for some constant c independent of the rank n) is one of the main open problems in this area.
SVP and CVP are the two main problems studied in this book. Chapter 2 describes efficient algorithms to find approximate solutions to these
problems (for large approximation factors). The computational complexity of CVP is studied in Chapter 3. The strongest known hardness
result for SVP is the subject of Chapters 4, 5 and 6. There are many
other lattice problems which are thought to be computationally hard.
Some of them, which come up in the construction of lattice based cryptographic functions, are discussed in Chapter 7. There are also many
computational problems on lattices that can be efficiently solved (in deterministic polynomial time). Here we recall just a few of them. Finding
polynomial time solutions to these problems is left to the reader as an
exercise.
1 Membership: Given a basis B and a vector x, decide whether x belongs to the lattice £(B). This problem is essentially equivalent to
solving a system of linear equations over the integers. This can be
done in polynomially many arithmetic operations, but some care is
needed to make sure the numbers involved do not get exponentially
large.
2 Kernel: Given an integral matrix A E znxm, compute a basis for the
lattice {x E zm: Ax = OJ. A similar problem is, given a modulus M
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and a matrix A E Zr;:m, find a basis for the lattice {x E zm; Ax = 0
(mod MH. Again, this is equivalent to solving a system of (homogeneous) linear equations.
3 Basis: Given a set of possibly dependent integer vectors b l , ... , b n ,
find a basis of the lattice they generate. This can be done in a
variety of ways, for example using the Hermite Normal Form. (See
Chapter 8.)

4 Union: Given two integer lattices C(Bd and C(B 2), compute a basis
for the smallest lattice containing both C(Bd and C(B2). This immediately reduces to the problem of computing a basis for the lattice
generated by a sequence of possibly dependent vectors.
5 Dual: Given a lattice C(B), compute a basis for the dual of C(B),
i.e., the set of all vectors y in span(B) such that (x, y) is an integer
for every lattice vector x E C(B). It is easy to see that a basis for
the dual is given by B(BTB)-l.
6 Intersection: Given two integer lattices C(Bd and C(B2), compute
a basis for the intersection C(B 1) n C(B2). It is easy to see that
C(B I) n C(B 2) is always a lattice. This problem is easily solved using

dual lattices.

7 Equivalence: Given two bases BI and B2, check if they generate the
same lattice C(B 1 ) = C(B2). This can be solved by checking if each
basis vector belongs to the lattice generated by the other matrix,
however, more efficient solutions exist.

8 Cyclic: Given a lattice C(C), check if C(C) is cyclic, Le., if for every
lattice vector x E C( C), all the vectors obtained by cyclically rotating
the coordinates of x also belong to the lattice. This problem is easily
solved by rotating the coordinates of basis matrix C by one position,
and checking if the resulting basis is equivalent to the original one.

2.3

Hardness of approximation

In studying the computational complexity of approximating lattice
problems, it is convenient to formulate them as promise problems. These
are a generalization of decision problems well suited to study the hardness of approximation. A promise problem is a pair (lIYES, lINO) of
disjoint languages, i.e., lIVES, lINO ~ L;* and lIVES n lINO = 0. An algorithm solves the promise problem (lIYES, lINO) if on input an instance
IE lIYESUlINO it correctly decides whether IE lIVES or I E lINO. The
behavior of the algorithm when I (j. lIVES U lINO (Le., when I does not
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satisfy the promise) is not specified, i.e., on input an instance outside
the promise, the algorithm is allowed to return any answer.
Decision problems are a special case of promise problems, where the
set IINO = ~* \ IIYES is implicitly specified and the promise IE IIYES U
IINO is vacuously true. We now define the promise problems associated
to the approximate SVP and CVP. These are denoted GAPSVP-y and
GAPCVP-y.
DEFINITION 1.5 The promise problem GAPSVP-y, where, (the gap
function) is a function of the rank, is defined as follows:
• YES instances are pairs (B, r) where B E zmxn is a lattice basis and
r E Q a rational number such that IIBzl1 ~ r for some z E zn \ {o}.
• NO instances are pairs (B, r) where B E zmxn is a lattice basis and
r E Q is a rational such that IIBzl1 > ,r for all z E zn \ {o}.
DEFINITION 1.6 The promise problem GAPCVP-y, where, (the gap
function) is a function of the rank, is defined as follows:
• YES instances are triples (B, t, r) where B E zmxn is a lattice basis,
t E zm is a vector and r E Q is a rational number such that IIBz til ~ r for some z E zn.
• NO instances are triples (B, t, r) where B E zmxn is a lattice, t E zm
is a vector and r E Q is a rational number such that IIBz - til > ,r
for all z E zn.
Notice that when the approximation factor equals, = 1, the promise
problems GAPSVP -y and GAPCVP -yare equivalent to the decision problems associated to exact SVP and CVP. Occasionally, with slight abuse
of notation, we consider instances (B, r) (or (B, t, r)) where r is a real
number, e.g., r = J2. This is seldom a problem in practice, because
r can always be replaced by a suitable rational approximation. For
example, in the £2 norm, if B is an integer lattice then r can be substituted with any rational in the interval fr, ../r2 + 1). Promise problems
GAPSVP-y and GAPCVP-y capture the computational task of approximating SVP and CVP within a factor, in the following sense. Assume
algorithm A approximately solves SVP within a factor " i.e., on input
a lattice A, it finds a vector x E A such that IIxll ~ ,AI (A). Then A can
be used to solve GAPSVP -y as follows. On input (B, r), run algorithm A
on lattice C(B) to obtain an estimate r' = IIxll E [AI, ,Ad of the shortest
vector length. Ifr' > ,r then Al > r, i.e., (B,r) is not a YES instance.
Since (B, r) E IIYES U IINQ, (B, r) must be a NO instance. Conversely,
if r' < ,r then Al < ,r and from the promise (B, r) E IIYES U IINO one
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deduces that (B, r) is a YES instance. On the other hand, assume one
has a decision oracle A that solves GAPSVP,.. (By definition, when the
input does not satisfy the promise, the oracle can return any answer.)
Let u E Z be an upper bound to 'x(B)2 (for example, let u be the squared
length of any of the basis vectors). Notice that A(B, JU) always returns
YES, while A(B, 0) always returns NO. Using binary search find an integer r E {O, ... ,u} such that A(B, Jr) = YES and A(B, vr=T) = NO.
Then, 'xl (B) must lie in the interval [Jr, 'Y . Jr). A similar argument
holds for the closest vector problem.
The class NP is easily extended to include promise problems. We say
that a promise problem (IIYES, IINO) is in NP if there exists a relation
R ~ ~. x ~* such that (x, y) E R can be decided in time polynomial
in lxi, and for every x E IIYES there exists a y such that (Xl y) E R,
while for every y E IINO there is no y such that (x, y) E R. If the
input x does not satisfies the promise, then R mayor may not contain
a pair (x, y). The complement of a promise problem (IIYES, IINO) is the
promise problem (IINO, IIYES). For decision problems, this is the same
as taking the set complement of a language in ~*. The class of decision
problems whose complement is in NP is denoted coNP. Also coNP can
be extended to include the complements of all NP promise problems.
Reductions between promise problems are defined in the obvious way.
A function f: ~* --+ ~* is a reduction from (IIYES, IINO) to (II yES ' II No )
if it maps YES instances to YES instances and NO instances to NO instances, i.e., f(IIyEs) ~ II yES and f(IINO) ~ II~w. Clearly any algorithm A to solve (II yES ' II No ) can be used to solve (IIYES, IINO) as
follows: on input IE IIYES UIINO, run A on f(I) and output the result.
Notice that f(1) always satisfy the promise f(1) E II yES U II No , and
f (1) is a YES instance if and only if I is a YES instance. A promise
problem A is NP-hard if any NP language (or, more generally, any NP
promise problem) B can be efficiently reduced to A. As usual, proving that a promise problem is NP-hard shows that no polynomial time
solution for the problem exists unless P = NP. In the case of Cook
reductions, the oracle Turing machine A to solve problem (IIYES, IINO)
should work given any oracle that solves (II yES ' IINo). In particular, A
should work no matter how queries outside the promise are answered by
the oracle.

3.

Notes

For a general introduction to computational models and complexity
classes as used in this book, the reader is referred to (van Emde Boas,
1990) and (Johnson, 1990), or any undergraduate level textbook on the
subject. Classical references about lattices are (Cassels, 1971) and (Gru-
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ber and Lekerkerker, 1987}. Another very good reference is (Siegel,
1989). The proof of Minkowski's second theorem presented in Subsection 1.3 is an adaption to the Euclidean norm of the proof given in
(Siegel, 1989) for arbitrary norms. None of the above references address
algorithmic issues related to lattice problems, and lattices are studied
from a purely mathematical point of view. For a brief introduction to
the applications of lattices in various areas of mathematics and science
the reader is referred to (Lagarias, 1995) and (Gritzmann and Wills,
1993), which also touch some complexity and algorithmic issues. A very
good survey of algorithmic application of lattices is (Kannan, 1987a).

Chapter 2

APPROXIMATION ALGORITHMS

In this chapter we describe efficient algorithms to approximately solve
SVP and CVP. For both problems, we solve the search version: we
give polynomial time algorithms to find approximately shortest nonzero
vectors in a lattice, or lattice vectors approximately closest to a given
target point. The approximation factor achieved is exponential in the
rank of the lattice. In Section 1 we start with an algorithm to solve
SVP in dimension 2. For the special case of 2-dimensional lattices,
we are able to solve SVP exactly and find a lattice vector of length
lIall = AI. In fact, we can find a lattice basis [a, b] with lIall = Al
and IIbll = A2. So, the algorithm determines all successive minima of
the lattice. The algorithm works for any (efficiently computable) norm
II . II, and it is, essentially, the generalization to arbitrary norms of an
algorithm of Gauss. Then, in Section 2, we extend Gauss algorithm
to n-dimensional lattices. This is the famous Lenstra-Lenstra-Lovasz
(LLL) lattice reduction algorithm (Lenstra et al., 1982). The extension
comes at a price: the LLL algorithm does not find a lattice vector of
length AI, but only a ,(n) = (2/V3)n approximation, Le., a nonzero
lattice vector of length at most ,( n) . AI. Finally, in Section 3 we use the
LLL algorithm to approximately solve CVP. Also for CVP, the (worst
case) approximation factor achieved is O{(2/V3)n) where n is the rank
of the lattice. Section 4 concludes the chapter with an overview of the
latest developments in the design of approximation algorithms for lattice
problems, and (exponential time) algorithms to solve lattice problems
exactly.
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Solving SVP in dimension 2

1.

In this section we describe an algorithm to solve SVP for lattices in
dimension 2. The algorithm is generic with respect to the norm, i.e., it
correctly computes a shortest vector in the lattice with respect to any
norm II . II, provided II . II can be efficiently evaluated. In the rest of this
section II . II is an arbitrary, but fixed, norm. The input to the algorithm
is a pair of linearly independent (integer) vectors a, b. We want to find
a new basis [a', b'] for £([a, bJ) such that IIa'll = >'1 and IIb'II = >'2,
where >'1 and >'2 are the minima of the lattice with respect to II . II. The
presentation is structured as follows:
• In Subsection 1.1 we introduce a notion of reduced basis (for two
dimensional lattices), and prove that a basis is reduced if and only if
the basis vectors have length >'1 and >'2.
• In Subsection 1.2 we give an algorithm that on input a 2-dimensional
lattice, computes a reduced basis.
• Finally, in Subsection 1.3 we prove that the algorithm terminates in
polynomial time.

1.1

Reduced basis

We define a reduced basis for 2-dimensional lattices as follows.
2.1 Let [a, b] be a lattice basis. The basis is reduced (with
respect to norm II . II) if

DEFINITION

IIall, Ilbll

~

Iia + bll, Iia - bll·

Geometrically, this definition means that the diagonals of the fundamental parallelepiped associated to the basis of the lattice are at least
as long as the edges. (See Figure 2.1.) This definition of reduced basis
is motivated by the fact that a basis is reduced if and only if a and
b have length >'1 and >'2' In order to prove this fact we need the following lemma, which, informally, states that if our distance from some
point increases as we move in a straight line, then the distance will keep
increasing as we keep moving in the same direction.
LEMMA 2.1 Consider three vectors on a line, x, x+y, and x+ay, where
a E (1,00). (See Figure 2.2.) For any norm 11·11, if Ilxll ~ IIx+yll then
IIx+yll ~ IIx+ayll· Moreover, ifllxll < IIx+yll then Ilx+yll < IIx+ayll·

Proof: We prove the lemma for the case in which the inequality is strict.
The proof of the other case is easily obtained replacing all "<" signs with
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a

Figure 2.1.
"~".

A reduced basis in 2 dimensions

Let 8 = l/a. Then

x + y = (1 - 8)x + 8(x + ay)
By triangle inequality

Also, from
(1 -

IIx + yll
IIxll < Ilx + yll

~ (1 -

8)llxll + 811x + ayll·

(2.1)

we get

8)lIxll + 811x + ayll < (1 - 8)llx + yll + 811x + ayll.

(2.2)

Combining (2.1) and (2.2) we get

Ilx + yll < (1 - 8)lIx + yll + 811x + ayll
which, after rearranging and simplifying the terms, gives
(2.3)
811x + yll < 811x + ayll·
divide (2.3) by 8 and get IIx + yll < IIx + aY11 as

Since 8 > 0, we can
claimed in the lemma.

0

We can now establish a relation between reduced bases and the successive minima of the lattice.
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Figure 2.2.

Three points on a line

2.2 Let [a, bJ be a lattice basis, and let Al and A2 be the
successive minima of the lattice. Then, [a, bJ is reduced if and only if a
and b have norm A1 and A2.

THEOREM

Proof: First assume that the lengths of a and b equal the successive
minima of the lattice, and assume, without loss of generality that IIall ~
IIbll, i.e., IIall = Al and IIbll = A2. By definition of Al we know that
Iia - bll and lIa + bll are at least as large as lIali. Moreover, since [a, bJ
is a basis, b is linearly independent from a, and therefore each of a - b
and a + b is linearly independent from a. By definition of the second
minimum A2 we get

and
This proves that

Now assume that II all , IIbll
loss of generality, that lIall ~

~ lIa + bll, lIa - bll. Also assume, without
IIbli. We want to prove that lIall = Al and
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IIbll = >'2. Let r, s E Z, and consider a generic lattice vector
We show that
Iiall < lira + sbll
and

for all (r, s)

IIbll ::; lira + sbll

for all s

ra + sb.

i= (0,0)

(2.4)

i= o.

(2.5)

Notice that (2.4) says that a is at least as short as any other nonzero
lattice vector, i.e., lIall = >'1. Similarly, (2.5) says that b is at least as
short as any lattice vector linearly independent from a. Provided a is
a shortest vector in the lattice, this proves that IIbll = >'2. In order to
prove (2.4) and (2.5) we distinguish three cases:
• If s = 0 then r

i= 0 and lIall ::; IIrall = lira + sbll, proving (2.4).
s i= 0 and lIall ::; IIbll ::; IIsbll = lira + sbll, proving

• If r = 0 then
both (2.4) and (2.5).

• Finally, if r, s i= 0 are both nonzero, assume r ~ s ~ 0 (the other
cases are similar and left to the reader as an exercise). Since s is a
nonzero integer, we have s ~ 1 and therefore

lI(rls)a + bll =

s
::; lira + sbll·
Il ra+sbll

Now consider the three points IIbll, lib + all and lib + {r I s)all. Notice
that IIbll ::; lib + all and rls ~ 1. Therefore by Lemma 2.1

lIall, IIbll ::; lIa + bll ::; lib + {rls)all

::;

lira + sbll

proving (2.4) and (2.5).
This completes the proof that the vectors of a reduced basis are as short
as possible. 0

1.2

Gauss' algorithm

In this subsection we describe an algorithm to find a reduced basis for
any 2-dimensionallattice. The algorithm, given in Figure 2.3, works by
computing a sequence of bases satisfying the following property.
DEFINITION

2.2 A basis

[a, b]

is well ordered if

lIall ::; lIa - bll < IIbli.

Since the input basis [a, b] is not necessarily well ordered, the first
thing to do is to compute a well ordered (or reduced) basis for .c([a, b]).
This is easily accomplished by a simple case analysis. {See part of the
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Input: two linearly independent vectors a and b.
Output: a reduced basis for lattice £([a, b]).
(start): if IIail > IIbil then swap(a, b)
if IIa - bll > IIa + bll then let b := -b
if IIbil ::; IIa - bll then return [a, b]
if IIall ::; IIa - bll then go to (loop)
if lIall = IIbil then return [a, a - b]
let [a, b] := [b - a, a]
(loop): Find J.L E Z such that lib - J.Lall is minimal
if lIa - bll > lIa + bll then let b := -b
swap(a,b)
if [a, b] is reduced
then return [a, b)
else go to (loop)
Figure 2.3.

The generalized Gauss algorithm

code in Figure 2.3 before the (loop) label.) Details follow. Without loss
of generality, assume that lIall ::; IIbil (which can be achieved by possibly
swapping a and b) and lIa - bll ::; IIa + bll (which can be achieved by
possibly changing the sign of b). If IIbil ::; lIa - bll then [a, b] is reduced
and the algorithm immediately terminates. So, we can assume lIa-bll <
IIbli. If IIall ::; lIa - bll then [a, bj is well ordered and we can proceed
to the loop. So, assume IIa - bl! < IIail. If IIail < IIbll, then [b - a, -a]
is a well ordered basis, and we can proceed to the loop after suitably
modifying the basis. The only other case is lIa - bll < lIail = IIbll, but
in this case [a, a - b] is reduced because lIa - (a - b) II = IIbil = IIail and
IIa + (a - b)II = 112a - bll 2: 211all -lIbll = IIall·
At this point, unless a reduced basis has been found, we have a well
ordered basis [a, bj and the algorithm enters a loop which consists of the
following three steps.
1 Find an integer J-l such that the value of lib - J-lall is minimal. In

other words, we make b as short as possible by subtracting an integer
multiple of a. (See below for details.)
2 If lIa - bll > IIa + bll, then let b = -b. Notice that at the end of this
step we always have IIa - bll ::; IIa + bll.
3 If [a, b) is not reduced, then swap a and b and go to the first step.
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The problem of finding an integer /-L such that lib -/-Lall is minimized
needs further explanations. In the following lemma we show how this
can be efficiently done for any efficiently computable norm.
2.3 Let 11·11 an efficiently computable norm, and let a and b be
two vectors such that IIbll > lib - all. Then, one can efficiently find an
integer /-L such that lib - /-Lall is minimal. Moreover, /-L satisfies /-L ~ 1
and /-L 2l1bll/llall·

LEMMA

:s

Proof: Let c = f2l1bll/llalll. By triangle inequality,

lib - call ~ cllall -lIbil ~ IIbll,
and, using Lemma 2.1, we get lib - call :s lib - (c + l)all. So, we see
that lib - kall ::; lib - (k + l)all is true for k = c, but it is false for k = O.
Using binary search we can efficiently find an integer /-L between 1 and c
such that lib - kall ::; lib - (k + l)all is true for k = /-L + 1 and false for
k = /-L, i.e.,
lib - (/-L - l)all > lib - /-Lall :s lib - (/-L + l)all·
We claim that this value of /-L minimizes the norm lib - kall (over all
possible integers k). In fact, by Lemma 2.1, for all k ~ J.L + 1, we have
lib - /-Lall
lib - (/-L + l)all ::; lib - kall· Similarly, for all k ::; /-L - 1,

:s

lib - /-Lall < lib - (/-L - l)all

:s lib -

kall.

0

In order to use Lemma 2.3, we need to show that at the beginning of
each iteration, [a, b] is well ordered, and therefore IIbil > lIa - bll. This
is proved in the next lemma.
2.4 In any execution of the generalized Gauss algorithm, at the
beginning of each iteration basis [a, b] is well ordered.

LEMMA

Proof: We have already seen that the basis is well ordered the first time
the loop is entered. We need to prove that at the end of each iteration
[a, b] is either reduced (in which case the program terminates) or well
ordered (in which case the loop is repeated). Let [a, b] be the (well
ordered basis) at the beginning of the loop, and let [a', b'] be the basis
computed by the body of the loop. We have a' = ±(b -/-La) and b' = a.
From the second step of the loop we know that IIa' - b'II
lIa' + b'lI.
Moreover, we know that lIa' - b'lI = II ± (b -/-La) - all = lib - (/-L ± l)all,
which, by the choice of /-L, is at least II(b - /-La) II = IIa'il. This proves
that lIa'll ::; lIa' - b'lI ::; lIa' + b'II· Now there are two possible cases. If
IIb'lI IIa' - b'II, then [a', b'] is reduced. Otherwise, IIb'II > IIa' - b'II ~
II a'il and [a', b'] is well ordered. 0

:s

:s

We are now ready to prove the correctness of the generalized Gauss
algorithm.
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2.5 On input any two linearly independent vectors [a, b], the
generalized Gauss algorithm shown in Figure 2.3 always terminates and
correctly computes a reduced basis for lattice C([a, bJ).

THEOREM

Proof: The algorithm performs elementary column operations, therefore [a, b] is always a basis of the original lattice. Moreover, if the algorithm terminates then the basis [a, b] is clearly reduced. It only remains
to be proved that the algorithm actually terminates and does not loop
forever. This is easily argued as follows. We know from Lemma 2.4 that
at the beginning of each iteration, [a, b] is well ordered. In particular
lib - all is strictly less than b. Therefore, b is replaced by a new vector
b - J.La strictly shorter than b. This proves that at every iteration one
of the basis vectors gets strictly shorter. In particular, the values taken
by the pairs [a, b] never repeat, and they are all shorter than the input
basis. Since there are only finitely many lattice vectors of length at most
Iiall + IIbll, the algorithm must stop after a finite number of iterations.

o

1.3

Running time analysis

In this section we prove that the generalized Gauss algorithm terminates in polynomial time. We have already proved that the algorithm
always terminates and that each iteration can be performed in polynomial time. We still have to show that the number of iterations is also
polynomial in the size of the input.
Let k be the total number of iterations performed on input [a, b].
Let [ak, ak+l] be the (well ordered) basis at the beginning of the first
iteration. Any subsequent iteration is performed on a well ordered basis
[ai, ai+d, until a reduced basis [aI, a2] is found. (Notice: we are using the
indices in reverse order!) Let (al,a2, ... ,ak,ak+d denote the sequence
of values obtained during the execution of the algorithm.
In order to prove that k is polynomial in the size of the input, we show
that the length of ai decreases at every iteration at least by a factor 2.
LEMMA

2.6 For every i 2: 3, lIaili < 1/2I1ai+lll.

Proof: Consider the subsequence (ai-I, ai, ai+r). In order to keep notation simple, we rename this sequence as (a, b, e). We know that [a, b]
and [b, e] are both well ordered, Iiall < Ilbll < Ilell, and a = f(e - J.Lb)
for some integer J.L 2: 1 and f = ±1. Multiplying both sides by f, we get
e = fa + J.Lb. We prove that Ilell > 211bll by cases:
• Case J.L = 1. This case is not possible because lie - bll = lIall < IIbll
would contradict the assumption that [b, e] is well ordered.
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• Case € = -1,J,L = 2. Also not possible because lie - bll = 11- a+ bll
would contradict either lIa - bll < IIbil or IIbil < lib - ell·
• Case

€

= -1, J,L > 2.

In this case,

lIell = II - a+ J,Lbil
which, by

~

lIall < IIbll, is strictly bigger

J,Lllbll - lIall
than

• Case € = 1, J,L ~ 2. We know that lib - all < IIbll because [a, b]
is well ordered. Therefore, by Lemma 2.1, IIbll < lib + all. Using
lIall :::; lIa- bll we also get lIall < IIb+all, and by repeated application
of Lemma 2.1

lIall < lIa + bll < Iia + 2bll :::; lIa + J,Lbll·
lIell = lIa+/-Lbll ~ 112b+all. We want to prove that
112b + all > 211bll. Consider the point 2b - a. By triangle inequality
and using lIa - bll < IIbll, we get

This proves that

112b - all :::; IIbll + lib - all < IIbil + IIbll
Applying Lemma

2.1

=

112bll·

one last time we get

112b - all < 112bll < 112b + all,
IIell > 211bll.
that Ilell > 211bll,

proving that
This proves

i.e.,

lIai+111 > 2l1aill.

By induction, we immediately get that for all i
In particular, for any input integer vectors a, b,

0

> 1, lIaili 2: 2i-3I1asll.

This proves that k :::; 2+ log2 (II all + II bII), and therefore the running time
of the generalized Gauss algorithm is polynomial in the input size.
2.7 For any efficiently computable norm II . II, there exists a
polynomial time algorithm that on input two linearly independent integer
vectors a, b, outputs a basis [a', b'] for C([a, bJ) such that lIa'll = ).1
and IIb'lI = ).2. In particular, SVP in dimension 2 can be solved in
polynomial time.
THEOREM
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Approximating SVP in dimension n

In the previous section we described a polynomial time algorithm to
find the shortest vector in 2-dimensional lattices. The algorithm was
developed in three steps.
1 We first defined a notion of reduced basis for 2-dimensionallattices,
and showed that the first vector of a reduced basis is a shortest
nonzero vector in the lattice
2 Then we gave an algorithm to compute a reduced basis.
3 Finally, we proved that the algorithm terminates in polynomial time.
In this section we do the same for n-dimensional lattices, although this
time we can only prove that the first vector in a reduced basis is within
an exponential factor "Y(n) = (2/v'3)n from the shortest. So, the algorithm does not necessarily finds the shortest vector in the lattices, but
it computes a lattice vector that is guaranteed to be at most "Y(n),AI
in length. Although the n-dimensional algorithm can also be adapted
to a variety of norms (Lovasz and Scarf, 1992), for simplicity here we
consider only the Euclidean norm £2.

2.1

Reduced basis

The definition of reduced basis for 2-dimensional lattices in the case
of the £2 norm can be reformulated as follows.
DEFINITION

• J.t2,1

~~

• IIbdl

~

2.3 A basis B

= (b l , b 2)

is reduced if

IIb2 11

where J.t2,1 is the Gram-Schmidt coefficient

The reader can easily check that Definition 2.1 and Definition 2.3 are
equivalent when the £2 norm is used. We want to generalize this notion to
n-dimensional lattices. Remember the Gram-Schmidt orthogonalization
process:

bi = b i

-

L J.ti,jbj

where

j<i

We define projection operations
by

7ri

J.ti,j

=

(bi' bj)

(b~ b~)'
J'

J

from IRm onto span(bi, bi+I' ... , b~)
(2.6)
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For any vector x E span{B}, 1l"i{X} is the component of x orthogonal to
bI, ... , bi - 1. In particular, the Gram-Schmidt orthogonalized vectors
can be expressed as bi = 1l"i{bi ).
We can now define reduced bases for n-dimensional lattices. For reasons that will be clarified in the running time analysis of the basis reduction algorithm, we introduce a real parameter 1/4 < J < 1 and
parameterize the definition of reduced bases by J.
DEFINITION 2.4 A basis B = [b i ... b nl E IRmxn is LLL-reduced with
parameter J (JLLL-reduced, for short) if
1 IJ.ti ,j I ~

! for all i > j, where J.ti,j are the Gram-Schmidt coefficients,

2 for any pair of consecutive vectors bi, bH 1,

(2.7)
If J = 1, the above definition says that for any i = 1, ... , n - 1,
the 2-dimensional basis [1l"i{bd,1l"i{bHdl is reduced. In the rest of this
subsection, we prove that the first vector in a JLLL-reduced basis is not
much longer than )'1.

LEMMA 2.8 If B = [bI ... b nl E IRmxn is an 8LLL-reduced basis with
J E (1/4,1), then IIbIlI ~ (2/..)48 _l)n-I AI . In particular, if J =
(1/4) + (3/4)n/(n-I) then IIbIlI ~ (2/V3}n AI.

Proof: Notice that if the basis is LLL reduced, then for all i
811bi 112

=
=
=

JII1l"i {bi} 112 ~ l11l"i (bi+l) 112

IIbi+l + J.tHl,ibi 112
II b i+l1l 2 + J.t;+1,ill b iIl 2

< IIbi+I1I 2 + ~lIbill2
and rearranging the terms
{2.8}
So, the orthogonalized vectors IIbili can get shorter and shorter as i
increases, but not too fast. For example, if 8 = 3/4, then each IIbi+l1l is
at most V2 times as short as IIbili. By induction on i - j, {2.8} implies
that for all i ~ j

{2.9}
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and, in particular,

Using the lower bound
).1

).1 ~

mini IIb;II from Theorem 1.1, we get

~ min IIbili ~

(, -

~)

n-l

-2

IIbl11,

proving that II bIll is at most (8 -1 /4) (l-n) /2 times longer than ).1. Setting
8 = (1/4) + (3/4)n/(n-l), we get IIbIlI ~ {2/V3)n ).1. 0

2.2

The LLL basis reduction algorithm

We know that the first vector of any 8LLL-reduced basis {with 8 =
(1/4) + (3/4)n/(n-l)) is within a factor (2/V3)n from the optimal. In
this subsection we describe an algorithm to compute LLL reduced bases.
This is the LLL basis reduction algorithm of Lenstra, Lenstra and Lovasz
(Lenstra et al., 1982). The 2-dimensionallattice reduction algorithm of
Gauss (specialized to the £2 norm) is essentially the following:
1 Reduction Step: b2 := b2 - cb 1, where c =
2 Swap Step: if IlbIli

r(~::~: J

> IIb211 then swap b I ¢:} b 2.

3 If (bI' b2) is not reduced repeat.
Notice that after the reduction step, we always have 1J1.2,II ~ 1/2. The
LLL algorithm follows the same outline, alternating a reduction step,
after which Illi,jl ~ 1/2 for all i > j, and a swap step, in which pairs of
adjacent vectors are exchanged. The algorithm is shown in Figure 2.4.
In the rest of this subsection we explain the algorithm and argue that if
it ever terminates, the output is correct.
In the reduction step we want to ensure Illi,jl ~ 1/2 for all i > j.
This can be achieved using a simple modification of the Gram-Schmidt
orthogonalization process. Namely, we iteratively define the sequence
of vectors b~, ... ,b~, where b~ = bI and each b~ is obtained subtracting appropriate integer multiples of bj (with j < i) from bi. Since B'
is obtained from B = [b I , ... ,bnl by a sequence of elementary integer
column operations, Band B' are equivalent bases. The only other operation performed on B' (after the reduction step) is rearranging the order
of the columns in the swap step. Therefore at the end of each iteration
B is a basis for the input lattice.

35

Approximation algorithms

Input: Lattice basis B = [b l , ... , bnJ E zmxn
Output: An LLL reduced basis for £(B).
(loop): for i = 1, ... , n
for j = i - 1, ... , 1
bi := bi - ci,jbj where Ci,j = l(bi, bj}/(bj, bj}l
if c51/7ri(bdI1 2 > II7ri(bHdI1 2 for some i
then swap b i and b H1 and go to (loop)
else output B.
Figure 2.4.

The LLL basis reduction algorithm

Notice that the orthogonalized bases B* associated to B before and
after the reduction step are the same, i.e., the transformation B -+ B'
defined above does not change the orthogonalized vectors bi. However,
one can easily check that after the transformation B -+ B' all GramSchmidt coefficients Pi,j (with i > j) of the new basis B' satisfy Ipi,jl ~
1/2.
After the reduction step has been performed (and condition Ipi,jl ~
1/2 is satisfied), we check that the second property of LLL reduced bases
(2.7) holds for all pairs of consecutive vectors bi, b H1 . If for some i
(2.10)
we swap bi and bi+l. Several pairs might violate property (2.7). Which
pair is selected to be swapped does not matter. In the original LLL
algorithm i was chosen to be the smallest index such that (2.10), but
any selection is equally good. Actually, one can even swaps several
disjoint pairs at the same time.
If any two vectors are swapped then the basis is not necessarily length
reduced anymore. (I.e., the Gram-Schmidt coefficients might be Ipi,jl >
1/2.) So, we go back to the reduction step and repeat the whole process.
It is clear that if at some point, after the reduction step, no pair of
consecutive vectors need to be swapped, then B is an LLL reduced basis.
Moreover, the final matrix B is equivalent to the original input matrix
because it has been obtained from it through a sequence of elementary
column operations.
Therefore, if the LLL algorithm ever terminates, the output is an LLL
reduced basis. The termination of the algorithm is proved in the next
section, together with a polynomial bound on the running time.
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Running time analysis

In order to show that the algorithm runs in polynomial time, we have
to prove that the number of iterations is polynomial in the input size,
and each iteration takes polynomial time. We first bound the number
of iterations.
Bounding number of iterations
The number of iterations performed by the algorithm equals the number of times that any two adjacent vectors are exchanged during the
swap step. In order to bound this number we associate a positive integer to the basis B and prove that each time two vectors are swapped
this integer decreases by a factor O. It follows that the number of iterations is logarithmic in the integer associated to the initial basis. For
any k = 1, ... ,n, consider the sublattice Ak = C([b I , ... , bk)) generated
by the first k basis vectors. Since Ak is an integer lattice, det(Ak)2 is a
positive integer. The integer associated to basis B is
d=

n

II det(Ak)2.

(2.11)

i:::: I

Notice that the reduction step does not affect the value of d because
the orthogonalized vectors bi are not modified by the reduction step
and each det (Ak) can be expressed as a function of /I bi /I, ... , /I b k/I. We
want to prove that when two vectors bi, bi+I are swapped, d decreases
by a factor O. Let d and d' be the value of d before and after the swap.
Similarly, let Ak and A~ be the lattice generated by [b I , ... ,bk] before
and after the swap. Recall that vectors bi, bi+I are selected in the swap
step only if (2.10) holds. We observe that when vectors Vi and Vi+!
are exchanged, det(Ak) stays the same for all k 1= i. This is because
for k < i basis [bI,"" bk] is not modified, while for k > i we are only
changing the order of two vectors in [bI,"" b k]. In either case, the
lattice Ak = A~ is unchanged, and det(Ak) = det(A~) is the same before
and after the swap. Therefore we have

=

det([b I , ... , bi-I, bi+I])2
det([b 1 , ... , biJ)2

(n;==~ lib; 112) . II1Ti (bi+I) 112

n;::::l lib; 112

l11Ti(bi+d112
l11Ti(bi)112
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which, by (2.10) is less than O. This proves that d decreases at least by a
factor 0 at each iteration. Let do be the integer associated to the input
matrix, and let dk be the integer associated to B after k iterations. By
induction on k,
dk ~ 8kdo.
Since dk is a positive integer, 8kdo ~ Ok ~ 1 and for any 0 < 1 it must
be
Indo
k ~ In{1/8)"
Since do is computable in polynomial time from B, In do is clearly
polynomial in the input size. If 8 is set to any fixed constant less than
1, then the (In{ 1/8)) -1 factor increases the number of iterations only
by a constant factor. The following lemma shows that one can even set
o to some increasing function of n with limn~oo 0 = 1 and still have a
polynomial number of iterations.
LEMMA 2.9 If 8 = (1/4) + (3/4)n/(n-1), then for all c
sufficiently large n, (In(1/0))-1 ::; nCo

>

1 and all

Proof: Let 0 = (1/4) + (3/4)n/(n-1). We want to prove that (In(1/0))-1
is at most n C , or equivalently 1 - e( -(l/n)C) ~ 1 - 0 for all sufficiently
large n. Notice that 1 - 0 = (3/4)(1 - (3/4)1/(n-1»). We show that the
limit (for n -+ 00) of
1 - e(-(l/ny)

(2.12)

(3/4)(1 - (3/4)1/(n-1»)

is strictly less than 1. It follows that for all sufficiently large n, (2.12)
is less than 1, and 1 - e(-(l/ny) ::; (3/4)(1 - (3/4)1/(n-1»). In fact, we
can prove that the limit of (2.12) is O. Let x = 1/{n -1) and substitute
n = 1 + 1/x in (2.12) to get
1 - e-(x/(1+ x W

(2.13)

~ (1- (~t)
We compute the limit of (2.13) for x -+ O. Both the numerator and the
denominator tend to 0, so we can use L'HopitaI's rule and obtain

r

x~

1 _ -(x/(1+x»C

e

i (1 - (it)

r

= x~

e-(x/(1+ x W ~
\1+xr

(-L)C-1
l+x

i (i) x In{4/3)

0

= .

0

This proves that with polynomially many iterations, the LLL algorithm approximates the shortest vector in a lattice within a factor
{2/V3)n.
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Bounding the running time of each iteration
The number of arithmetic operations performed at each iteration is
clearly polynomial. So, in order to prove a polynomial bound on the
running time we only need to show that the size of the numbers involved
in the entire computation also is bounded by a polynomial in the input
size. The LLL algorithm uses rational numbers, so we need to bound
both the precision required by these numbers and their magnitude.
From the Gram-Schmidt orthogonalization formulas (1.9a), (1.9b) we
know that bi - bi belongs to span(b 1 , ... , bi-d, i.e.,
i-I

bi - bi

=L

Vi,jbj

(2.14)

j=l

for some reals numbers Vi,j. (Notice that these real numbers are different
from the Gram-Schmidt coefficients J.Li,j. In particular IVi,jl can be bigger
than 1/2.) Let t < i and take the scalar product of (2.14) with b t . Since
bi is orthogonal to b t , we get
i-I

(bi' b t )

=L

Vi,j(bj, b t }.

(2.15)

j=l

Let B t = [b 1 , ... , btJ and Vi = [Vi,l, ... , Vi,i-lV. Combining equations
(2.15) for all t = 1, ... ,i - 1, we get

So, Vi is the solution to a system of linear equations with coefficient
matrix (BT-l Bi-d· Let di-l = det(BT-l Bi-d = det(Ai_d 2 , where
Ai-l is the same sublattice defined in the analysis of the number of
iterations. By Cramer's rule di-l Vi is an integer vector. We use this
property to bound the denominators that can occur in the coefficients
J.Li,j and orthogonalized vectors bi. Notice that
i-I

di - 1 • bi

= di-l . bi + L(di-lVi,j)bj
j=l

is an integer combination of integer vectors. So, all denominators that
occur in vector bi are factors of di-l. Let us now evaluate the GramSchmidt coefficients:
J..Li,j

=

(bi' bj)
(bj, bj)
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=
=

dj - 1 (bi , bi)

dj - 1IIbi 112

(bi' dj-l bi)

dj

because dj = n{=l IIb k112. So, the denominator of J-Li,j divides dj. This
proves that the denominators of all rational numbers that occur during
the computation divide d = n?=l di. (Notice that this is the same integer
defined in (2.11).) But we know from the analysis of the number of
iterations that log d is initially bounded by a polynomial in the input size,
and it can only decrease during the execution of the algorithm. So, the
denominators of all rational numbers occurring during the computation
have polynomial size.
It remains to show that also the magnitude of the numbers is polynomial. We already know that J-li,j are at most 1/2 in absolute value. We
now bound the length of the vectors. Notice that for all i > 1, II b i II 2
l/di-l becausedi_lbi is a nonzero integer vector, and IIbill = IIb l 1121.
Moreover, di = n;=l IIbill2. Therefore

IT d~ < d

i-2

di
< d·
Il b*112
t
ni.-1 Ilb~ 112 - 1.
J=l]

J=l

J -

2
•

Finally,
i-I

IIbi ll 2 = Ilbil1 2 + LJ-Lr,jllbjIl2 ~ d 2 + (n/4)d 2 ~ nd2 .
j=l
This proves that all quantities that occur during the execution of the
LLL algorithm can be represented with polynomially many bits. This
completes the proof that the LLL algorithm with t5 = (1/4)+(3/4)n/(n-l)
runs in polynomial time.
2.10 There exists a polynomial time algorithm that on input
a basis B E zmxn, outputs an LLL reduced basis for C(B) with parameter
t5 = (1/4) + (3/4)n/(n-l).

THEOREM

Together with Lemma 2.8 this immediately gives a polynomial time
approximation algorithm for the shortest vector problem.
2.11 There exists a polynomial time algorithm that on input
an integer basis B outputs a nonzero lattice vector x E C(B) \ {O} of
length Ilxll ~ (2/V3)n A1 , where n is the dimension of the lattice.

THEOREM
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Input: An integer basis B E zmxn and a target vector t E
Output: A lattice vector x E C(B) such that
lit - xII ~ 2(2/V3)n dist(t, C(B)).

zm.

run the LLL reduction algorithm on B
let b := t
for j = n, ... , 1
Cj = l{b, bj}/{bj , bj}l
b:= b - cjbj
return t - b
Figure 2.5.

3.

The nearest plane algorithm

Approximating CVP in dimension n

In this section we show how to use LLL reduced bases to approximately solve the closest vector problem within a factor 2(2/ V3)n. In
fact, the algorithm to solve CVP is already contained in the LLL reduction procedure. The idea is the following. Given an LLL reduced basis
B = [b l , ... , b n ] and a target vector t, run the reduction step of the LLL
algorithm on input [B, t] as if we wanted to add vector t to the lattice
basis. This way we find a lattice vector x E C(B) such that t - x can be
expressed as t* + E?=I <;bi where t* is the component of t orthogonal
to span(bl,"" b n ) and 1<;1 ~ 1/2 for all i = 1, ... ,n. Interestingly, one
can show that the distance of x from t is within a factor 2(2/V3)n from
the optimal.
The algorithm to approximately solve the closest vector problem is
given in Figure 2.5. The running time of the algorithm is clearly polynomial. In the next lemma we prove that the algorithm achieves approximation factor 2(2/V3)n. For reasons that will be apparent in the
proof of the lemma, this algorithm is called the nearest plane algorithm.
LEMMA 2.12 When 0 = (1/4) + (3/4)n/(n-I), the nearest plane algorithm approximately solves CVP within a factor ,(n) = 2(2/V3)n.

Proof: Assume that basis B is already LLL reduced. Assume also,
without loss of generality, that target point t belongs to span(B). (If
not, project t orthogonally to span(B), and find the lattice point closest
to the projection.) The proof is by induction on the dimension n of
the lattice and it uses the fact that if B = [b l , ... ,bn ] is LLL reduced
than also [b l , ... , b k ] is LLL reduced for all k = 1, ... , n. Let B* =
[bi, ... , b~] be the Gram-Schmidt orthogonalization of B.
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Then, the nearest plane algorithm can be equivalently described as
follows. (See Figure 2.6.)
• Find an integer c such that hyperplane cb~
as close as possible to t

+ span{bl' ... , bn-d

is

• Recursively find a lattice point x' E £(b 1 , ... ,bn-d approximately
closest to the projection t' of t - cb n on span(b 1 , ... , bn-l).
• Output x

= x' + cbn.

Let y E £(B) be the lattice point closest to t. We want to prove that
lit - xII is at most 2{2/v'3)nllt - YII. There are two cases.
Case 1: If lit - yll < IIb~II/2, then y necessarily belongs to the hyperplane cb~ + span{bl, ... , bn-d because the hyperplanes are IIb~1I
apart from each other, and therefore any other hyperplane is more than
Ilb~1I away from t. Therefore y' = y - cb n is the lattice point in
.c{[b 1 , •.. , b n - 1 ]) closest to t' and by induction hypothesis the recursive call finds a lattice point x' within distance 2(2/v'3)n- 1 1It' - y'li =
2{2/v'3)n- 1 Ilt - yll from t - cb n . It follows that x' + cb n is within
distance 2{2/v'3)n- 1 Ilt - yll from t.
Case 2: This time assume lit - yll ~ Ilb~II/2. We use the properties of
LLL reduced basis to show that the lattice vector found by the nearest
plane algorithm satisfies lit - xii ~ (4/3)nllb~112 and therefore
lit - xII ~ 2(2/13)nllt - yll·
We know that t - x' = L~l /-Lib; for some real numbers /-Li satisfying
I/-Lil ~ 1/2. Remember that, by (2.9), the orthogonalized vectors in an
LLL reduced basis satisfy Ilbill ~ allbi+lll where a = 2/146 -1, and,
by induction on n - i, IIbili ~ an-illb~ll. Therefore,
lit - x'I12

=

n

L /-L;llbiIl 2
i=l

From a = 2/IM - 1 and 8 = (1/4) + (3/4)n/(n-l) we get a n - 1 =
(2//3)71, a 2(1-n) = {3/4)n and a 2 = (4/3)l+l/(n-l), which, substituted
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(c - l)b~

+ span(bl,""

bn -

1)

Ilb~I//2 ~ ...... ,

... ··.-f·

....

...........; I/b~I//2

Figure 2.6.

The nearest plane algorithm

in the last equation give

4.

Notes

A polynomial time algorithm to solve SVP (in the Euclidean norm)
for 2-dimensionallattices is already implicit in (Gauss, 1801). A precise
worst-case analysis of the algorithm is given in (Vallee, 1991), and the
generalization to arbitrary norms presented in Section 1 is due to (Kaib
and Schnorr, 1996). Both (Vallee, 1991) and (Kaib and Schnorr, 1996)
give almost optimal bounds on the number of iterations, improving the
bound of Section 1 by a constant factor.
The algorithm presented in Section 2 is the celebrated LLL basis
reduction algorithm (also known as Lovasz' reduction algorithm) of
(Lenstra et al., 1982). In (Lenstra et al., 1982), the algorithm is formulated and analyzed for the special case of ~ = >/3/2, and it is almost
ubiquitously cited as an algorithm to approximate SVP within a factor
2(n-l)/2. However, (Lenstra et al., 1982) already observes that ~ can be
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replaced by any constant strictly less than 1, resulting in approximation
factors cn - 1 for any c < 2/V'J. Proving that the LLL algorithm terminates in polynomial time when 8 = 1 is a long standing open problem.
Setting 8 = 1 in the LLL algorithm would result in approximation factor
(2/ V'J) n-l. In Section 2 we showed that one can set 8 to an increasing
function of the rank n, keeping the running time of the algorithm polynomial (in the input size and the rank n of the lattice) and resulting in
approximation factor (2/V'J)n, i.e., essentially the same as setting 8 = 1.
Since the invention of the LLL algorithm, the best polynomial time
SVP approximation factor has been improved to slightly subexponential functions of the rank. (Schnorr, 1987) presents a hierarchy of reduction algorithms that includes LLL reduction at one end and KorkineZolotarev reduction (see Chapter 7) at the other. The algorithm of
(Schnorr, 1987), called the Block Korkine-Zolotarev (BKZ) reduction
algorithm, combines Korkine-Zolotarev reduction with LLL, reducing
blocks of consecutive vectors in the sense of Korkine and Zolotarev,
and applying an LLL-like algorithm to the blocks. As the size of the
blocks increases, the quality of the basis returned improves, but the algorithm also gets slower, going from polynomial time to exponential.
Unfortunately, this result of Schnorr is often cited in the literature as an
approximation algorithm to within a 2 m factor for any constant f > 0,
which corresponds to setting the block size to a large, but fixed, constant. In fact, one can set the block size to a slightly increasing function
of the rank, maintaining the running time polynomial, and resulting in a
slightly subexponential approximation factor 20 (n(ln In n)2 / In n) for SVP.
The SVP approximation factor achieved by LLL (and BKZ) reduction is (almost) exponential in the rank of the lattice, still it is quite
an achievement because it is a constant for every fixed dimension, independently of the input size. In particular, LLL allowed for the first
time to solve SVP exactly in fixed dimension. The dependency of the
running time on the dimension is 20 (n 2 ). Better algorithms to solve SVP
exactly are given in (Kannan, 1987b), achieving 20 (nlogn) running time.
Despite the exponential dependency of the running time on the rank,
algorithms to solve SVP exactly are of practical relevance because they
can be applied to low dimensional sublattices (e.g., the blocks of the
BKZ algorithm) to improve the approximation factor of LLL.
Recently, (Ajtai et al., 2001) found a simple and elegant method to
probabilistically solve SVP exactly in time 20 (n). When used in the BKZ
algorithm, (Ajtai et al., 2001) allows to reduce the SVP approximation
factor from 20 (n(ln In n)2 /In n) to 20 (n In In n/ In n), although the output of
the algorithm is only guaranteed to be short with high probability.
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The nearest plane algorithm of Section 3 is one of two CVP approximation algorithms presented and analyzed in (Babai, 1986). The other
algorithm, called the "rounding off" algorithm, simply expresses the target vector t = Bx in terms of the LLL reduced lattice basis B, rounds
each coordinate of x to the closest integer Yi = xd, and outputs lattice
vector By. In (Babai, 1986) it is proved that even this simple rounding procedure result in en approximation factors for CVP, although the
nearest plane algorithm achieves a better constant e. Using Schnorr's
BKZ basis reduction algorithm it is possible to improve the approximation factor for CVP to 20(n(ln In n)2 / In n) (Schnorr " 1987' Kannan ,
1987aj Schnorr, 1994). Using the probabilistic algorithm of (Ajtai et al.,
2001) within Schnorr's BKZ basis reduction, the CVP approximation
factor can be further reduced to 2 0 (n In In n/ In n). For any fixed dimension, CVP can be solved exactly in polynomial time (Kannan, 1987b),
however the dependency of the running time on the rank of the lattice
is again 2n In n. For recent refinements and variants of Babai's and Kannan's CVP algorithms the reader is referred to (BUlmer, 2000j Klein,
2000).
The existence of (deterministic or probabilistic) SVP (or CVP) approximation algorithms that achieve approximation factors polynomial
in the rank n of the lattice is one of the main open problems in the area.
In Chapter 8 we will see that the conjectured difficulty of achieving
polynomial approximation factors can be used to build provably secure
cryptographic functions.

r

Chapter 3

CLOSEST VECTOR PROBLEM

In Chapter 2 we described algorithms to (approximately) solve SVP
and CVP. These algorithms exhibit relatively good performance as far
as the running time is concerned. In particular, they terminate within a
time bound that is polynomial in the size of the input. However, these
algorithms offer very poor guarantees on the quality of the solution returned: the worst-case approximation factor achieved by the best known
polynomial time algorithm is essentially exponential in the rank of the
lattice. To date no efficient algorithm that provably approximates SVP
or CVP within small factors (e.g., factors that are polynomial in the
rank of the lattice) is known. In this chapter we start studying lattices
from a computational complexity point of view, and, in particular we
investigate the hardness of the closest vector problem. We first consider
the problem of solving CVP exactly, and prove that this problem is hard
for NP. Therefore no efficient algorithm to solve CVP exists, unless P
equals NP.
In Chapter 1 we introduced three different formulations of CVP:
• Decisional version: Given integer lattice B, target vector t and a
rational r, determine whether dist(t, B) ~ r or dist(t, B) > r.
• Optimization version: Given integer lattice B and target vector t,
compute dist(t, B).
• Search version: Given integer lattice B and target vector t, find a
lattice vector Bx such that IIBx - til is minimum.
Each of these problems is easily reduced to the next one as follows.
Given a search oracle that finds lattice vectors Bx closest to t, one can
compute the distance of t from the lattice simply evaluating IIBx -
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til. Similarly, given an optimization oracle to compute dist{t, .c{B)),
one can immediately solve the decisional problem (B, t, r) comparing
dist{t, .c{B)) with r.
Interestingly, the search version of CVP is not substantially harder
than the optimization or decisional versions, i.e., given an oracle to solve
the decision problem associated to CVP, one can solve the search problem in polynomial time. One can try to derive this fact from general
principles using the NP-completeness of CVP, but it is interesting to
look for a direct reduction. So, before proving the hardness of CVP, in
Section 1 we establish the polynomial equivalence of the three versions
of this problem. Then, in Section 2 we prove the NP-hardness of (exact)
CVP. In Section 3 we study the relationship between SVP and CVP,
and prove that in some strong sense the former is not harder than the
latter. Finally, we consider variants of CVP, and show that the problem
remains NP-hard even if one allows for approximate solutions (in Section 4), or the input lattice can be arbitrarily preprocessed before the
target vector is revealed (in Section 5).

1.

Decision versus Search

In this section we prove that the search version of CVP can be solved
in polynomial time, making a polynomial number of calls to an oracle
that solves the decisional CVP problem. In other words, we assume that
we have access to a decision oracle A that on input (B, t, r) tells whether
dist(t, .c(B)) ~ r or not, and show how to use this oracle to efficiently
find a lattice point Bx closest to t, for a given input lattice B and target
vector t.
The idea is to recover the coefficients Xl,"" Xn one bit at a time,
but some care is required because the lattice vector closest to t is not
necessarily unique, i.e., there might exist several integer vectors x such
that IIBx - til = dist(t,.c(B)). Therefore, one needs to make sure that
the coefficients Xl, ... , Xn are all consistent with a single CVP solution Bx. But, let us see first how to recover a single coefficient, say
Xl. First we compare the distances of the target t from the original
lattice .c(B) and the sublattice generated by B' = [2bl, b 2, ... , b n ].
Clearly, dist(t, .c(B)) ~ dist(t, .c(B')), because .c(B') is a subset of
.c(B). We want to determine if equality holds. The comparison can
be easily performed using oracle A as follows. We start with an upper
bound R on the squared distance of t from the lattice (e.g., one can
set R = Li IIbll 2 to the sum of the squared lengths of all basis vectors) and perform a binary search in [0, RJ until we find an integer r
such that r < dist(t, .c(B))2 ~ r + 1. Then, we call oracle A on input
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(B', t, vr+T). If the oracle returns NO, then
dist(t, £(B'))

> vr+T ~ dist(t, £(B)).

On the other hand, if the oracle returns

YES,

then we have

..;r < dist(t, £(B)) ::; dist(t, £(B')) ::; vr+T,
and therefore dist(t, £(B)) = dist(t, £(B')) because both dist(t, £(B))2
and dist(t, £(B'))2 are integers. Now notice that if Xl is even for some
closest vector Bx, then dist(t,£(B)) = dist(t,£(B')), while if Xl is odd
for all closest vectors Bx, then dist(t, £(B)) < dist(t, £(B')). Therefore,
comparing dist(t, £(B)) and dist(t, £(B')) allows to determine the parity
of Xl for some closest vector Bx. After the least significant bit of Xl has
been determined, we move to the other bits as follows. We set t' = t if
Xl has been determined to be even, and t' = t - b l otherwise. Then,
we repeat the above procedure on lattice B' and target vector t' to find
the second bit of Xl. Notice that the size of the coefficients Xi can be
easily bounded (e.g., using Cramer's rule) and it is polynomial in the size
of the input (B, t). Therefore, after a polynomial number of iterations
we will have recovered the first coefficient Xl entirely. Once we have
found coefficient Xl, we move on to the second coefficient, but in order
to ensure consistency, we slightly modify the input instance. Instead of
using the original lattice B and target vector t, we consider the sublattice
[b2' ... , bnl and target vector t - Xl b l . In general, after determining the
first k coefficients xl, ... ,Xk, we consider the sublattice [bk+l, ... , bnl
and target vector t -2.::=1 Xibi, and proceed to determine Xk+l. Notice
that at the end of each iteration, we have a sequence of coefficients
Xl, ... ,Xk such that there exists a solution to the original CVP problem
of the form 2.::=1 Xibi + t' for some vector t' E £(bk+l, ... , b m ). In
particular, after n iterations, lattice vector Bx = 2.:~1 Xibi is a solution
to the CVP problem (B, t).
This shows that the decisional, optimization and search versions of
(exact) CVP are polynomially equivalent, and decisional CVP already
captures the hardness of this problem. In the rest of this chapter we
concentrate on the decisional version of CVP.
Interestingly, the above reduction does not adapt to the approximation version of CVP, i.e., given an oracle that solves the promise problem
GAPCVP 'Y' it is not clear how to efficiently find 'Y-approximate solutions
to the CVP search problem. In Section 4 we will see that GAPCVP'Y is
NP-hard for any constant 'Y (or even for certain monotonically increasing functions of the rank). Since CVP (even in its exact version) can
be solved in NP (see next section for details), the CVP search problem
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can be certainly reduced to GAPCVP..,. for any constant "(. However,
these reductions do not give any insight into the relation between the
two versions of the problem. Moreover, they do not work when the approximation factor is sufficiently large (e.g., when,,( is polynomial in the
rank of the lattice). Giving a simple reduction from the "(-approximate
CVP search problem to GAPCVP..,. of the kind shown in this section is
an interesting open problem.

2.

NP-completeness

In this section we show that the decisional version of CVP is NPcomplete. We first show that the problem is in NP, i.e., for every instance
(B, t, r) such that dist(t, C(B)) ~ r, there exists a short witness proving
that dist(t, C(B)) is at most r. The witness is a solution to the search
problem, i.e., a lattice point x E C(B) such that IIx-tll ~ r. Notice that
the size of x is polynomial because x is an integer vector and all entries
of x are bounded in absolute value by IItll + r. Moreover, the witness
can be checked in polynomial time because membership of a vector in
a lattice can be decided in polynomial time. We now prove that CVP
is hard for NP, i.e., any other problem in NP (or, equivalently, some
specific NP-complete problem) can be efficiently reduced to CVP. We
give a reduction from the subset sum problem.
DEFINITION 3.1 The subset sum problem (88) is the following. Given
n+ 1 integers (al, ... ,an,s), find a subset of the ai's (if one exists)
that adds up to s, or equivalently, find coefficients Xi E {O, I} such
that I:i aixi = s. In the decision version of the problem one is given
(al' ... , an, s) and must decide if there exist coefficients Xi E {O, 1} such
that I:i aixi = s.
For a proof of the NP-hardness of subset sum see (Garey and Johnson,
1979).
THEOREM 3.1 For any p ~ 1 (including p = oo), GAPCVPl (i.e., the
decision problem associated to solving CVP exactly) in the ip norm is
NP -complete.
Proof: We already seen that GAPCVP is in NP. We prove that
GAPCVPl is NP-hard by reduction from subset sum. Given a subset
sum instance (al' ... , an, s) we define a lattice basis B with one column
hi for each subset sum coefficient ai. Then we associate a target vector
t to the sum s. Vectors hi and t are defined as follows:
hi

=

i-l
n-i
~~T

[aj, 0, ... ,0,2,0, ... ,OJ

(3.1)
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t

=

[s,!,.. . .. . .. .. .. ,1)T

(3.2)

n'"

In matrix notation, the basis B is easily expressed as

(3.3)
where a is the row vector [al, ... , an] and In is the n x n identity matrix.
The output of the reduction is the triple (B, t, {in). (To be precise, the
third element in the output of the reduction should be a rational number.
The reader can easily check that {in can be substituted by any rational
number t in the interval [{in, rnTI), without affecting the correctness
of the reduction. For p = 00, this value should be limp-+oo n 1/ p = 1.)
We now prove that the reduction is indeed correct, i.e., if (a, s) is a
YES SS instance, then (B, t, {in) is a YES CVP instance, while if (a, s) is
a NO SS instance, then (B, t, {in) is a NO CVP instance. First assume
that there exists a solution to the subset sum problem, i.e., there are
Xi E {O, I} such that L:~=l Xiai = s. Then the distance vector is given
by

= [ L2:;X-.:

Bx - t

~,

I

(3.4)

2x n -1

and the pth power of the ip distance is

IIBx - tll~ =

n

L

i=l

p

aixi -

s

n

+ L 12xi -liP
i=l

(3.5)

which equals n because L:~=l aixi - s = 0 and 2Xi -1 = ±1 for all i. This
proves that the distance of t from .c(B) is at most {in, and therefore
(B, t, {in) is a YES instance of CVP.
Conversely, assume that (B, y, {in) is a YES instance, i.e., the distance
of y from the lattice is at most {in and let x be an integer vector such
that IIBx - yll ~ {in. Notice that also in this case (3.5) holds true, and
the second summand satisfies L:~l 12xi -liP 2: n because a1l2xi -1 are
odd integers. Therefore IIBx-yll ~ {in is possible only if L:i aixi-S =
and 12xi-11P = 1 for all i. This proves that L:~=l aiXi = S and Xi E {O, I}
for all i, i.e., x is a solution to the subset sum problem. 0

°

The reduction from SS to CVP (in the i2 norm) has obvious connections with the Lagarias-Odlyzko algorithm to solve subset sum (Lagarias
and Odlyzko, 1985), or more precisely the improved version of (Coster
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et al., 1992). The (improved) Lagarias-Odlyzko algorithm works as follows: given a subset sum instance (a, s), one builds the lattice basis
(3.6)
where c is a sufficiently large constant and 1 is the all-one column vector.
Notice that if x is a solution to the subset sum problem, then lattice (3.6)
has a vector of length y'n obtained multiplying the first n columns by
x and the last column by -1. Then, (Lagarias and Odlyzko, 1985)
suggests to look for a short(est) nonzero vector in the lattice, e.g., using
a lattice basis reduction algorithm. If a short vector Lx is found, such
that Xn+l = -1 and Xi E {O, I} for all other i = 1, ... , n, then Xl, ... , xn
is a solution to the subset sum problem.
Notice that this algorithm can be succinctly described as follows:
1 Multiply the subset sum problem by some large constant c to obtain
an equivalent subset sum instance (c· al, ... , c· an, c· s)
2 Reduce (c· al, ... , C . an, c . s) to a CVP instance (B, t) using the
reduction described in the proof of Theorem 3.1.
3 Solve the closest vector problem (B, t, y'n) using the following heuristics l : in order to find the lattice vector closest to t, look for a short
vector in the lattice generated by L = [Bit]. If this short vector is of
the form Bx - t, then Bx is a short vector in C(B) close to t.
The reason the first row of the basis matrix is multiplied by a large
constant c is that it is not known how to solve the shortest vector problem
exactly, so in practice an approximation algorithm is used (e.g., the LLL
algorithm, see Chapter 2). If the first row in the matrix is multiplied by
a large constant c, then any moderately short lattice vector must be zero
in the first coordinate, and the coefficients x found by the approximation
algorithm must satisfy E aixi = (-xn+l)s. Still, there is no guarantee
that the variable Xi are all 0 or 1, and that Xn+l = -1. Therefore
the Lagarias-Odlyzko algorithm does not always find a solution to the
subset sum problem. However, if the coefficients al, ... , an are chosen
at random among all numbers satisfying certain constraints, proves that
the Lagarias-Odlyzko heuristics succeeds with high probability.
The condition on the coefficients can be expressed in terms of a parameter, called density, defined below. Given coefficients a = (al, ... ,an),
1 In the cryptanalysis literature this heuristics is sometimes referred to as the "embedding
technique"
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the density 8(a) of the subset sum problem is defined as the ratio
8(a)

=

n
.
maxi==llog ai
n

(3.7)

Notice that the density is proportional to the size of the subset sum
coefficients ai, and it equals 1 when maxi flog ail equals the number n of
coefficient. The meaning of the density parameter is better illustrated
using the modular subset sum problem: given a modulus M = 2m , n
coefficients al, ... , an and a target value b, find a 0-1 combination Ei Xiai
which equals b modulo M. Notice that both the reduction to CVP and
the Lagarias-Odlyzko heuristics can be easily adapted to the modular
subset sum by including one more vector bo = [c . M, 0, ... ,O]T in the
lattice basis. In the modular case, the density of the subset sum problem
is more conveniently defined as the ratio 8 = n/m between the size of
the modulus and the number of coefficients. When n = m, the domain
and the co-domain of the modular subset sum function fa(x) = Ei Xiai
(mod M) have the same size 2n and the density equals 8 = 1. When
8 < 1, then fa is injective with high probability (over the choice of
coefficients a), while when 8 > 1 function fa is likely to be surjective.
In general, if the density is 8, then on the average each point in the
co-domain of fa has 2" preimages under fa.
Using an oracle that solves SVP exactly, (Coster et al., 1992) shows
that it is possible to efficiently solve most subset sum instances with density 8 < 0.9408. Given the exponential approximation factor achieved
by the LLL algorithm, the Lagarias-Odlyzko algorithm provably solves
(with high probability) only subset sum instances with very small density 8 < 1/ O(n), i.e., subset sum instances whose coefficients are O(n2 )
bits each (Frieze, 1986). With the obvious modifications, the analysis in
(Frieze, 1986) also shows that an oracle that approximates SVP within
polynomial factors, would result in an efficient algorithm to solve most
subset sum instances with density 1/ O(logn). Notice that although this
density is much higher than 1/0(n), it is still an asymptotically vanishing function of the dimension n. Interestingly, even an oracle that
solves SVP exactly does not allow to solve most subset sum instances
with density arbitrarily close to 1, and (Coster et al., 1992) points out
that it seems unlikely that their techniques can be extended to densities
higher than 0.9408.
The problem is in the last step of our reformulation of the LagariasOdlyzko reduction: while the first two steps correctly reduce any subset
sum instance (a, s) to a corresponding CVP instance (B, t, r), the last
step transforming the CVP instance into SVP instance ([Bit], r) (in the
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f2 norm) is heuristic, and can only be proved to work in a probabilistic
sense when the density 8 of the subset sum problem is sufficiently small.
Interestingly, if the max norm I/xl/ oo = maxi IXil is used, then any
shortest nonzero vector in the lattice (3.6) yields a solution to the original
subset sum problem, for any value of the density o. In fact, this proves
that SVP in the foo norm is NP-hard.

3.2 GAPSVPl (i.e., the decision problem associated to solving SVP exactly) in the foo norm is NP-complete.

THEOREM

Proof: The problem is clearly in NP because given an instance (B, r),
one can easily guess a short integer vector y with entries bounded by r in
absolute value, and efficiently check that y belongs to the lattice C(B).
The hardness of GAPSVPl immediately follows from the reduction from
subset sum to CVP given in Theorem 3.1 and the reduction from CVP
to SVP in the infinity norm outlined in the discussion of the LagariasOdlyzko algorithm. 0
As we will see in the following chapters, proving the NP-hardness of
SVP in any other norm (and in the Euclidean norm in particular) is a
much harder task.

3.

SVP is not harder than CVP

In the previous section we proved the NP-hardness of CVP by reduction from subset sum, and we observed how the Lagarias-Odlyzko
subset sum algorithm can be described as a reduction from subset sum
to CVP followed by a heuristics to solve CVP using an SVP oracle.
Reducing CVP to SVP is an interesting problem on its own, as it is
widely believed that SVP is not harder than CVP, and many even believe that SVP is strictly easier. Empirical evidence to these beliefs is
provided by the gap between known hardness results for both problems.
Whereas it is easy to establish the NP-hardness of CVP (see Section 2)
and the first proof dates back to (van Emde Boas, 1981), the question
of whether SVP (in the f2 norm) is NP-hard was open for almost two
decades, originally conjectured in (van Emde Boas, 1981) and resolved
in the affirmative in (Ajtai, 1996), and only for randomized reductions.
Furthermore, approximating CVP in n-dimensional lattices is known to
be NP-hard (under deterministic reductions) for any constant approximation factor or even some slowly increasing function of the dimension
(see Section 4), whereas SVP is only known to be NP-hard under randomized reductions for constant approximation factors below V2 (see
Chapter 4).
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Note that for any fp norm (p ~ 1), SVP can be easily reduced to
CVP using the NP-hardness of the latter. However, this general NPcompleteness argument produces CVP instances of dimension much bigger than the original SVP problem. An interesting question is whether
a direct reduction is possible that preserves the dimension. More importantly, the NP-hardness results do not elucidate on the relation between
approximate SVP and approximate CVP when the approximation factor is polynomial (or super-polynomial) in the dimension, or the norm
is not an fp one. We recall that only when the approximation factor is
almost exponential (2 0 (n(lglgn)2/l gn ») the two problems are known to be
solvable in polynomial time. (See Chapter 2.)
In this section we formalize the intuition that SVP is not a harder
problem than CVP giving a reduction between the two problems. Notice that the direction of this reduction is opposite to the one implicitly
required by the Lagarias-Odlyzko algorithm. Finding an equally simple and general reduction from CVP to SVP (as implicitly required in
(Lagarias and Odlyzko, 1985)) is an important open problem.
We show how to reduce the task of finding ,-approximate solutions
to SVP to the task of finding ,-approximate solutions to CVP (in the
same dimension and rank). The results described in this section hold for
any function, (including finding exact solutions, = 1, and polynomial
approximations ,(n) = n C ) for any norm (not necessarily an fp one),
and for the decision, optimization and search versions.

3.1

Deterministic reduction

There are two differences between SVP and CVP. On one hand, SVP
asks for a lattice point close to the all-zero vector, while CVP asks for a
lattice point close to an arbitrary target vector; on the other hand, SVP
disallows the all-zero solution whereas CVP accepts the target vector as
an admissible solution (provided it belongs to the lattice). Thus, the two
problems are not trivially related. In particular, the obvious "reduction"
from SVP to CVP (i.e., f : B t-t (B,O)) does not work since the CVP
oracle would always return the all-zero vector. Our aim is to prevent
this possibility. The intuitive idea is the following (see Figure 3.1 for
a 2-dimensional example). First of all, instead of looking for a lattice
point close to the all-zero vector, we look for a lattice point close to
some other lattice vector tEA (e.g. t = hd. Moreover, to avoid t
being returned as a solution, we run the CVP oracle on a sublattice
A' c A not containing t. The problem is now how to select a sublattice
A' c A without removing all A-vectors closest to t. We start with the
following observation.
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Figure 3.1. Reducing SVP to CVP
PROPOSITION 3.3 Let v = ~~=l Cibj be a shortest nonzero vector in
A = £(B). Then, there exists an i such that Ci is odd.

Proof: Let v = ~~1 Cib j be a shortest lattice vector, and assume for
contradiction that all Ci'S are even. Then!. v = L:?=1 bj is also a
nonzero lattice vector and it is strictly shorter than v. 0

1-

We now show how to reduce the shortest vector problem to the solution of n instances of the closest vector problem.

The reduction. Given a basis B = [bI, ... , b n ], we construct n instances of CVP as follows. The jth instance consists of the basis
(3.8)

and the target vector bj. In the search version we use these n instances
of CVP in n corresponding queries to the CVP -y oracle, and output
the shortest difference returned in all these calls (Le. if Vj is the vector
returned by the jth call on input (B(j), b j ), we return the shortest of
the vectors Vl - bI, ... ,V n - b n ). In the decision version, we augment
these queries by the same parameter r given in the GAPSVP-y instance
(B, r), and return YES if and only if one of the oracle calls was answered
by YES.
The validity of the reduction follows from the correspondence between
solutions to the input SVP instance and solutions to the CVP instances
used in the queries. Specifically:
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3.4 Let v = L~=l Cibj be a lattice vector in C(B) such
1 (2bj) + Lih Cibj is a lattice vector in
that Cj is odd. Then u =
C(B (j)) and the distance of u from the target bj equals the length of v.
PROPOSITION

Cji

Proof: Firstly, note that u E C(B(j)) since
odd). Secondly, observe that
c· + 1
u- bj = T 2 b j

+ LCibj -

bj

Cit is an integer (as

= cjbj + LCibj =

i~j

Cj

is

v

i~j

and the proposition follows. 0
3.5 Let u = cj(2bj} + Li~j Cibj be a vector in C(B(j)}.
Then v = (2cj - l}bj + Lih Cibj is a nonzero lattice vector in C(B)
and the length of v equals the distance of u from the target bj.

PROPOSITION

Proof: Firstly, note that v is nonzero since 2cj - 1 is an odd integer.
Secondly, observe that

v

= (2cj

- l)bj

+

L Cibj = cj(2bj) + L Cibj - bj = u - bj.
ilj

0

i~j

Combining Propositions 3.3 and 3.4, we conclude that one of
CVP-instances has an optimum which is at most the optimum of
given SVP-instance. On the other hand, by Proposition 3.5, the
timum of each of the CVP-instances is bounded from below by
optimum of the given SVP-instance. Details follow.

the
the
opthe

3.6 For every function "I : N I-t {r E ~ : r ~ I}, SVP-y
(resp., GAPSVP-y) is Cook-reducible to CVP-y (resp., GAPCVP-y)' Furthermore, the reduction is non-adaptive2 , and all queries maintain the
rank of the input instance.

THEOREM

Proof: We prove the theorem for the decisional (or, more generally,
promise) version. The search version is analogous. Let (B, r) be a
GAPSVP-y instance, and define GAPCVP-y instances (B(j), bj,r) for j =
1, ... ,n, where B(j) is as in (3.8). We want to prove that if (B, r) is a
YES instance, then (B (j), bj, r) is a YES instance for some j = 1, ... , n,
2 A Cook reduction is non-adaptive if the queries made to the oracle do not depend on the
answers given by the oracle to previous queries, or, equivalently, all the queries are specified
in advance before receiving any answer from the oracle.
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and if (B, r) is a NO instance, then (B(j), bj, r) is a NO instance for all
j = 1, ... ,n.
First assume (B, r) is a YES instance and let v = E?=l Cibi be the
shortest nonzero lattice vector in C(B). We know that IIvll ~ r, and
(by Proposition 3.3) Cj is odd for some j. Then, the vector u as defined
in Proposition 3.4 belongs to C(B(j)) and satisfies lIu - bjll = IIvll ~ r,
proving that (B (j) , bj, r) is a YES instance.
Now assume (B(j), bj, r) is not a NO instance for some j, i.e., there
exists a vector u in C(B(j)) such that Ilu - bjll ~ -y(n) . r. Then, the
vector v defined in Proposition 3.5 is a nonzero lattice vector in C(B)
and satisfies IIvll = IIu - bjll ~ -y(n) . r, proving that (B, r) is not a NO
instance. 0

3.2

Randomized Reduction

In the previous section we showed that any GAPSVP/, instance can
be deterministically reduced to solving n instances of GAPCVP /" where
n is the rank of the lattices. A natural question is whether it is possible to reduce a GAPSVP problem to a single instance of GAPCVP,
i.e., if a Karp reduction exists between the two problems. The proof
of Theorem 3.6 suggests that this is possible for randomized reductions.
Randomized reductions generalize Karp reductions allowing the mapping
function f : GAPSVP/, --+ GAPCVP/, to be computable in polynomial
time by a probabilistic algorithm. The output of the reduction is only
required to be correct with sufficiently high probability. Of special interests are probabilistic reductions in which either YES or NO instances
are always mapped correctly. In (Johnson, 1990), these are called
• Unfaithful random reductions (UR-reductions for short). These are
reductions that always map YES instances to YES instances, and map
NO instances to NO instances with probability p. The reduction is
called unfaithful because it can produce a YES instance with probability 1 - p, even if the answer to the original instance was NO. The
quantity 1 - p (called the soundness error) is required to be at least
an inverse polynomial in the input length, i.e., 1 - p ~ l/n c where n
is the input size and C is a constant independent of n .
• Reverse unfaithful random reductions (RUR-reductions for short).
These are reductions that map YES instances to YES instances with
probability p, and always map NO instances to NO instances. The
quantity 1 - p (called the completeness error) is required to be at
least an inverse polynomial in the input length, i.e., 1 - p ~ l/n c
where n is the input size and C is a constant independent of n.
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The Cook reduction in the proof of Theorem 3.6 can be transformed
into a RUR-reduction as follows. On input (B, r), choose j E {I, ... ,n}
at random and output (B(j), hj, r). We notice that YES instances are
mapped to YES instances with probability at least l/n, and NO instances
are always mapped to NO instances. So, this is a RUR-reduction with
completeness error I-1/n. We now show that it is possible to do better
than that, and reduce the completeness error to 1/2.

3.7 For every function, : N ~ {r E IR : r ~ I}, there is a
RUR-reduction SVP1' (resp., GAPSVP1') to CVP/, (resp., GAPCVP/,)
that has completeness error bounded above by 1/2. Furthermore, the
CVP instance produced has the same dimension and rank as the original
SVP problem.

THEOREM

Proof: Again, we prove the theorem for the decisional version, as the
search version is analogous. Let (B, r) be an SVP instance, where B =
[hI, ... ,hnl· Output CVP instance (B', hI. r) where B' = [hi,···, h~l
is defined as follows. Let Cl = 1 and choose q E {O, I} (i = 2, ... , n)
uniformly and independently at random. For all i, let hi = hi + qh l .
We want to prove that if (B, r) is a YES instance then (B', hI, r) is a YES
instance with probability at least 1/2, while if (B, r) is a NO instance
then (B', hI, r) is always a NO instance. Notice that C(B') is a sublattice
of C(B) and that hI is not in C(B').
Let us start with the NO case. Assume (B', hI, r) is not a NO instance.
By definition, there exists a vector u in C(B') such that Ilu - hIlI ::;
,(n) . r. Since C(B') is a sublattice of C{B) and hI is not in C{B'),
v = u - hI is a nonzero vector in C(B) of length at most ,(n) . r,
proving that (B, r) is not a NO instance.
Now assume (B, r) is a YES instance and let v = L~=l xihi be the
shortest vector in C{B). From Proposition 3.4, Xj is odd for some j. Let
a = Xl + 1 - Li>l CiXi. Notice that if Xi is even for all i > 1, then Xl
must be odd and a is even. On the other hand, if Xi is odd for some
i > 1 then a is even with probability 1/2. In both cases, with probability
at least 1/2, a is even and u = ~hi + Li>l xihi is a lattice vector in
C(B'). Finally notice that
u - hI

=

(ahl

+ ~ xi(hi + CihI))

- hI

&>1

=

(Xl -

LCiXi)
i> 1

and therefore
D

lIu -

hI

+ LXihi + LXiCihI =
i>l

v

i>l

bIll ::; r, proving that (B', bI,r) is a YES instance.
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Inapproximability of CVP

The NP-hardness of CVP shows that efficient algorithms to solve this
problem exactly are unlikely to exist. However, the hardness result presented in Section 2 does not say much about the existence of efficient
algorithms to find approximate solutions. In this section we show that
even if one allows for solutions which are within a small factor from the
optimal, CVP is still hard for NP. As in section 2, the inapproximability
results presented in this section hold for any ip norm. In Subsection 4.1
we prove that for any fixed p, G APCVP 'Y is hard for some polylogarithmic function
= O((logn)C), where c is a constant independent
of n. Then, in Subsection 4.2 we extend the result to any polylogarithmic factor. Under the assumption that NP is not contained in QP
(quasi polynomial time, i.e., the class of decision problems solvable in
time 210gC n), Subsection 4.2 also shows that CVP cannot be approximated within even higher factors 21og1-tn (for any fixed € > 0). These
factors, although asymptotically smaller than any polynomial n C , are
bigger than any polylogarithmic function and they are sometime called
"quasi-polynomial" approximation factors.

,en)

4.1

Polylogarithmic factor

In this section we prove that for any p 2 1, there exists a polylogarithmic function, = O(log1/p n) such that GAPCVP'Y in the ip norm is
NP-hard. The proof is by reduction from the following covering problem.
DEFINITION 3.2 (SET COVER) For any approximation factor, 2 1,
SETCOVER-y is the following promise problem. Instances are pairs (S, r)
where S = {S1,"" Sn} is a collection of subsets of some set U and
r is an integer. (Without loss of generality one can assume that U =
U XES X.) Moreover,
• (S, r) is a YES instance if S contains an exact cover of size r, i. e.,
a sub-collection S' C S of size IS'I = r such that UXESI X = U and
the elements of S' are pairwise disjoint.
• (S, r) is a NO instance if S does not contain any cover of size bounded
by ,r, i. e., for any sub-collection S' C S of size IS'I ::; ,r, set U is
not contained in UXES1 X.

Notice that SETCOVER as defined above is a promise problem, even
for, = 1. In particular, since YES instances are required to contain an
exact cover, if S contains a cover of size r but no exact covers of that size,
then (S, r) is neither a YES nor a NO instance. SETCOVER-y is known
to be NP-hard for any constant approximation factor, (Bellare et al.,

Closest Vector Problem

59

1993). In fact, results in (Raz and Safra, 1997) imply that SETCOVER is
NP-hard to approximate even within some O(1ogn) factor. 3 We reduce
SETCOVERO(logn) to GAPCVP O(log1/Pn) in the fp norm. It is useful to
first reduce SETCOVER-y to a binary variant of GAPCVP defined below.
DEFINITION 3.3 The promise problem BINCVP 1 is defined as follows.
Instances are triples (B, t, r) where B E zmxn is a lattice basis, t E zm
is a vector and r is a positive integer such that

• (B,t,r) is a YES instance if there exists a vector z E {O,I}n such
that t - Bz is a 0-1 vector containing at most r ones.

• (B, t, r) is a NO instance if for all z E zn and all w E Z \ {O}, vector
wt - Bz has more than ,(m) . r nonzero entries.
There are several differences between BINCVP and the standard closest
vector problem.

1 First of all, for YES instances the lattice vector close to the target must
be one of the vertices of the fundamental parallelepiped associated to
the basis. Moreover, the difference between this vector and the target
must be a binary vector, so that the distance is uniformly distributed
across many different coordinates.
2 For NO instances, we require not only that the target t be far from
the lattice, but also all its nonzero integer multiples wt should be far
away. Moreover, the target (or any of its nonzero multiples) should
differ from any lattice points in many coordinates.

3 Finally, for technical reasons, the approximation factor, is expressed
as a function of the dimension of the lattice, instead of its rank. Notice that the lattice in BINCVP is never full rank because otherwise
there are integer multiples of t arbitrarily close to the lattice.
It is clear that BINCVP is just a special case of G APCVP, and there
is a trivial reduction from BINCVP 1 to GAPCVP l' in the fp norm with
" = if'Y. So, proving the hardness of BINCVP immediately implies
the hardness of G APCVP in any fp norm. We prove the hardness of
BINCVP.

3Set Cover inapproximability results are usually formulated expressing the approximation
factor 1 as a function of the size of the underlying set lUI. However, the Set Cover instances
produced by the reductions always have the property that lUI and n = lSI are polynomially
related. Therefore, if Set Cover is NP-hard for some logarithmic function o(log IU!), then it
is also hard for 1 = O(log m).
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THEOREM 3.8 The promise problem BINCVP'"( is NP-hard for some
'Y = O(logm), where m is the dimension of the lattice.
Proof: The proof is by reduction from SETCOVER-y. Let (S,r) be an
instance of SETCOVER-y, and let n and u be the size of Sand U =
UXES X respectively. Without loss of generality, we assume that U is
the set {I, ... , u}. Let S}, ... , Sn be the elements of S. Any element
Si E S (i = 1, ... , n) can be represented as a boolean vector Si E {O, I} U
such that the jth coordinate of Si equals 1 if and only if j E Si. We
use vectors Si to form an u x n boolean matrix S = [S1, ••. ,snj. Let
k = 'Yr + 11, and define basis B and target vector t as follows:

r

(3.9)
where 1k ® S is the ku x n matrix obtained stacking k copies of S on
top of each other. The output of the reduction is the triple (B, t, r). We
want to prove that the reduction is correct, i.e., if (S, r) is a YES instance
then (B,t,r) is a YES instance, while if (B,t,r) is not a NO instance,
then (S, r) is not a NO instance.
First assume (S, r) is a YES instance, i.e., there exists an exact cover
CC S of size ICI = r. Let z E {0,1}n the boolean vector associated to
the cover C, i.e., Zi = 1 if and only if Si E C. Then, since each element of
U belongs to one and only one set Si E C, we have Sz = 1, and therefore
t - Bz = [O~k' zTV is a boolean vector containing exactly r ones. This
proves that (B, t, r) is a YES instance.
Now assume that (B, t, r) is not a NO instance, i.e., there exists a
lattice vector Bz and a nonzero multiple wt such that Bz and wt differ
in at most 'Yr coordinates. Let C be the set of all Si such that Zi =f 0. We
claim that C is a small cover. First assume for contradiction that C does
not cover U, and let j E U be an index such that j ¢ UX EC X. Then
the iu + j coordinate of wt - Bz equals w for all i = 0, ... , k - 1. This
contradicts the assumption that wt - Bz has at most 'Yr < k nonzero
coordinates, and proves that C is a cover. Moreover, C has size less than
'Yr because the last n coordinates of wt - Bz equal z, and the size of C
is equal to the number of nonzero entries of vector z. So, C is a cover of
size less than 'Yt, and therefore (S, r) is not a NO instance.
This proves that BINCVP'"( is NP-hard for some 'Y = O(1ogm). Finally, we observe that the dimension of the lattice is m = ku + n is
polynomially related to m, therefore'Y = O(1ogm). 0
As a corollary, we immediately get the inapproximability of CVP in
the fp norm within some polylogarithmic factor 'Y = 0(1og1/P n).
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COROLLARY 3.9 For any p ~ 1 there exists a constant c such that the
promise problem G APCVP 'Y is NP -hard for 'Y = clog l / p n, where n is
the rank of the lattice.
Proof: The proof is by reduction from BINCVP 'Y. Given instance
(B, t, r), the reduction outputs (B, t, r'), where r' is a rational between
\Ii and V'r+T. 0

4.2

Larger factors

For any fp norm, we proved that CVP is NP-hard to approximate
within some polylogarithmic factor O(logl/p n). In fact, it is possible to
prove the hardness of CVP in the fp norm for any polylogarithmic factor O(logC n ), and beyond. In (Dinur et al., 1998; Dinur et al., 1999), it
is proved that CVP is NP-hard to approximate within 20 (logn/loglogn).
Notice that these factors are asymptotically larger than any polylogarithmic function of n, but at the same time they are smaller than
any polynomial nl. Still, hardness results are often interpreted (Arora
et al., 1996) as inapproximability within some small polynomial factor
nl. Proofs in (Dinur et al., 1998; Dinur et al., 1999) are rather complex,
and they heavily rely on the machinery of probabilistically checkable
proofs. In this section we present some general amplification techniques
that can be used to achieve almost the same results as in (Dinur et al.,
1998), but in a simpler way. In particular, we show that approximating
CVP within any polylogarithmic function loge n is NP-hard, and approximating CVP within "almost polynomial" functions 20 (logl-< n) is quasi
NP-hard, i.e., no (quasi) polynomial time algorithm exists to approximate CVP within 20 (logl-< n), unless NP is contained in QP. Here QP
is the class of promise problems that can be solved in time O(21ogCn) for
some c independent of n.
The idea is to start from a BINCVP'Y problem with a certain gap
'Y between the YES and NO instances, and transform it into another
BINCVP instance with a larger gap. We do not know how to perform
this amplification operation directly on GAPCVP, and this is one of
the reasons we introduced BINCVP as an intermediate problem in the
previous subsection.
The amplification technique uses the tensor product operation. Given
two vectors v E IRn and W E IRm , the tensor product of v and t is the
n . m-dimensional vector v ® W obtained replacing each entry Vi of v
with a vector Vi· w. More formally, for all i = 1, ... ,n and j = 1, ... ,m,
the (i - l)m + j coordinate of v ® w is Vi • Wj. The tensor product
operation is extended to matrices in the obvious way: Given matrix
xn' ,elr
th·
V -- [Vb.··, vm 1 E IlDmxn
IN..
an d W -- [WI, ... , W m ' 1 E IlDm'
IN..
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tensor product is the (m . m') x (n . n') matrix obtained replacing each
entry Vi,j in V with matrix Vi,j W. Notice that for any two lattice bases
V and W, the lattice generated by V ® W depends only on C(V) and
C(W), and not on the particular choice of basis for the original lattices.
So, we can talk of the tensor product of two lattices. It is also important
to notice that not every lattice vector in C(V ® W) can be expressed as
v ® w, for v E C(V) and w E C(W).
The amplification technique for BINCVP is described in the following
lemma.
LEMMA 3.10 Let (B,t,r) be an instance ofBINCVP", and define

B'

= [B ® til ® BJ,

t' = t ® t,

(3.10)

Then, function f : (B, t, r) H (B', e, r') is a reduction from BINCVP"
to BINCVP ,,2.

Proof: Assume that (B, t, r) is a YES instance, i.e., there exists a 0-1
vector z such that t - Bz is a boolean vector with at most r ones. Let
z'

= [ (y _ BZz) ® z)

] .

Clearly, z' is a boolean vector too. Moreover,

t' - B'z' = t ® t - (Bz) ® t - (t - Bz) ® (Bz)

=
=

(t - Bz) ® t - (t - Bz) ® (Bz)
(t - Bz) ® (t - Bz)

is a 0-1 vector with exactly r' = r2 ones. This proves that (B', t', r') is
a YES instance.
Now assume that (B, t, r) is a NO instance and let wt' be any nonzero
multiple of e. We want to prove that wt' differs from any lattice vector
in C(B') in at least "(2r2 positions. Let m and n be the dimension
and rank of C(B) and consider a generic lattice vector B'x where x =
[xij, xT, ... ,x~V is the concatenation of m + 1 n-dimensional integer
vectors. Then,

wt' - B'x

= wt ®t -

Lei ®BXi
m

(Bxo) ®t -

(3.11)

i=l

=

(wt - (Bxo)) ® t _ [

B~l ]
BXm

(3.12)
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(3.13)
(3.14)
where Wi is the ith coordinate of (wt - (Bxo)). Since w is a nonzero
integer, then (wt - (Bxo)) has more than 'Yr nonzero entries Wi i= O.
Similarly, for each Wi i= 0, vector Wit - BXi has more than 'Yr nonzero
entries. It follows that the number of nonzero entries in wt' - B'x bigger
than ('"'fr)2 = 'Y2r'. 0
By repeated application of the lemma we obtain the following corollary.
COROLLARY 3.11 For any constant c > 0 and 'Y(n)
and GAPCVPI' in any lp norm are NP-hard.

= 10gC n , BINCVPI'

Proof: We know from Theorem 3.8 that there exists a CO > 0 such that
BINCVP ')'o(m) is NP-hard for 'Yo (m) = Co log m. Let c be an arbitrary
constant and let c' > c. We show that there exists a Cl > 0 such
that BINCVP ')'o(m) reduces to BINCVP ')'1 (m/) with 'Yl (m') = cllogC I m.

Cl 10gCI m' for all sufficiently large m', it follows that
BINCVP')'/(m/) is NP-hard for 'Y'(m') = 10gC m '. Finally, we notice that
BINCVP I' immediately reduces to GAPCVP ')'I/p in the lp norm. So, also
GAPCVPI' is NP-hard for any polylogarithmic function 'Y(m) = 10gC m .
Let (B, t, r) be an instance of BINCVP I'o(m) , and let m be the dimension of C(B). Apply Lemma 3.10 k = log2 c' times to (B, t, r) to obtain
a new instance (B', t', r'). The dimension of C(B') is m' = m 2k = mcl ,
so, the reduction can be computed in polynomial time. Moreover, the
gap between YES and NO instances is (co logm)2k = cg' 10gCI m. If we
express this gap as a function of the dimension of the new lattice we get
'Yl(m') = (colc')C/logCI m' = cllogCI m', for Cl = (colc')C I. 0
Since 10gC m'

<

If the reduction from Lemma 3.10 is applied more than a constant
number of times, then one obtains quasi NP-hardness results for even
larger inapproximability factors, as shown below.
COROLLARY 3.12 For any constant 10 > 0, and for any p? 1, BINCVPI'
and G APCVP I' in the lp norm are quasi NP-hard to approximate within
'Y(m) = 2Iogl-<m.

Proof: Similar to the previous corollary, with Lemma 3.10 applied k =
(liE) log log m times. The resulting lattice has dimension m' = m 2k =
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2(logm)(1+<)/<, so it can be computed in quasi polynomial time. Moreover
the gap between YES and NO instances is

(co logm)(logm)l/<

> 2(logm)1/<

for all sufficiently large m. Substituting m = 2(logm')</(1+<) we get inapproximability factor " (m/) = 2(logm,)1/(1+<). 0

5.

CVP with preprocessing

In this section we consider a different variant of GVP. Instead of
allowing for approximate solutions, or considering algorithms that run
in quasi-polynomial time, we give unlimited computational power to the
GVP solving algorithms, but only in an initial stage of the computation,
during which only the lattice is known. In other words, we allow the
lattice .c(B) to be arbitrarily preprocessed. Then, we ask for a GVP
algorithm that using the preprocessed lattice description, efficiently finds
the lattice vector closest to any given target t.
This model is motivated by the applications of lattices in coding
theory and cryptography, like vector quantization, communication over
band limited channels and encryption. In these applications, the lattice
A usually represents the code or encryption function, while the target
t is the received message. In this context the closest vector problem
corresponds to the decoding or decryption process. Notice that the lattice A is usually fixed, and it is known long before transmission occurs.
Therefore it makes sense to consider a variant of the closest vector problem in which the lattice is known in advance, and only the target vector
t is specified as input to the problem. Moreover, essentially all known
techniques to find (possibly approximate) solutions to the closest vector
problem work as follows: (1) first a computationally intensive algorithm
is run on the lattice to obtain some information useful for decoding (usually a reduced basis or a trellis); (2) then this information is used to solve
GVP using some simple procedure (some form of rounding (Babai, 1986)
for methods based on lattice reduction, or the Viterbi algorithm (Forney
Jr., 1973) for trellis based decoding). Trellis based decoding is very efficient, provided that a small trellis for the lattice exists. Unfortunately
it has been demonstrated that minimal trellis size can grow exponentially with the dimension of the lattice (Forney Jr., 1994; Tarokh and
Blake, 1996a; Tarokh and Blake, 1996b). Here we concentrate on methods where the result of preprocessing is always polynomially bounded in
the size of the lattice description. Essentially all the preprocessing methods whose output is guaranteed to be small perform some sort of basis
reduction, i.e., given any basis for the lattice, they produce a new basis
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consisting of short vectors. In certain cases the short basis can be computed in polynomial time, resulting in a polynomial time approximation
algorithm for the closest vector problem. This is the case for example in
the nearest plane algorithm of Chapter 2, LLL reduced bases are used.
In other cases it is not known how to efficiently compute the good basis,
but once this good basis is found, a much better approximation to the
closest vector can be found in polynomial time. For example (Lagarias
et al., 1990) shows how to achieve a O(n1.5) approximation factor using
KZ reduced basis4 (see also (Kannan, 1987a)). The fastest currently
known algorithms to solve the closest vector problem (Banihashemi and
Khandani, 1998; Blomer, 2000) also use KZ or dual KZ reduced bases.
However, even if the (dual) KZ reduced basis is given, the running time
of the algorithm remains exponential in the rank of the lattice.
One natural question is whether it is possible to find optimal solutions
to the closest vector problem (with preprocessing) in polynomial time,
possibly using a different notion of reduced basis, or more generally using
some other form of preprocessing with polynomially bounded output.
In other words, we are asking if for every lattice A there exists some
polynomial amount of information that makes the closest vector problem
in A easily solvable. Formally, we define the closest vector problem with
preprocessing as follows.
DEFINITION 3.4 (CVPP) The closest vector problem with preprocessing asks for a function 7r (the preprocessing function) and an algorithm
1) (the decoding algorithm) with the following properties:

• On input a lattice basis B, 7r(B) returns a new description L of the
lattice .c(B) whose size is polynomially related to the size of B, i.e.
there exists a constant c such that size( L) < size(B)C for all bases B
and L = 7r(B).
• Given L and a target vector t, 1)(L, t) computes a lattice point Bx
closest to t. In the decisional version of CVPP, 1) is also given a
distance r, and 1)(L, t, r) decides whether there exists a lattice vector
Bx such that IIBx - til ~ r.

As for the standard CVP, the search and decision versions of CVPP
are equivalent: any algorithm to solve the search version also solves
4The result in (Lagarias et aL, 1990) is usually presented as a coNP O(n1. 5 ) approximation
result for the closest vector problem, meaning that the KZ reduced basis constitutes an
NP-proof that the target vector is not too close to the lattice. The O(n1.5) approximation
factor has been subsequently improved to O(n) in (Banaszczyk, 1993) using techniques from
harmonic analysis.
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the decision version, and the search version can be reduced to the decision version evaluating the preprocessing function 1r on all lattices
(2 i bj, bj+l, ... , b n ) with i bounded by a polynomial in the size of the
input basis, and then using the same reduction as in Section 1.
Notice that no complexity assumption is made on the preprocessing
function 1r (other than the restriction on the size of the output). One
may think of 1r as a preprocessing algorithm with unlimited computational resources. However, only the running of V is used to measure the
complexity of the decoding process, i.e., we say that CVPP is solvable
in polynomial time if there exists a function 1r and a polynomial time
algorithm D such that V(1r(B), t, r) solves the CVP instance (B, t, r).
In this section we show that CVPP cannot be solved in polynomial
time, under standard complexity assumptions. Namely, we give a reduction from an NP-hard problem H to CVP with the property that any H
instance M is mapped to a CVP instance (B, t, r) where B is a lattice
basis that depends only on the size of M. It immediately follows that if
CVPP has a polynomial time solution, then the NP-hard problem H is
solvable in P /poly, and consequently NP ~ P /poly.
THEOREM 3.13 CVPP has no polynomial time solution, unless NP c
P /poly. In particular, there exists a reduction from an NP-complete
problem H to CVP such that any H instance M is mapped to a CVP
instance (B, t, r) where the lattice B depends only on the size of M.
In fact, Theorem 3.13 immediately follows from the reduction from SS
to CVP given in the proof of Theorem 3.1, and the hardness of subset
sum with preprocessing from (Lobstein, 1990). Specifically, (Lobstein,
1990) proves that there exists a reduction from an NP-complete problem (3-dimensional matching, 3DM) to subset sum (SS), such that 3DM
instance M is mapped to a SS instance (a, s) where the subset sum coefficients a depend only on the size of M. Moreover, the NP-hardness
proof from Theorem 3.1 reduces a subset sum instance (a, s) to a CVP
instance (B, t, r) with the property that the lattice basis B only depends on the subset sum coefficients a. Therefore, combining the two
reductions, we get a reduction from an NP-complete problem to CVP
as claimed in Theorem 3.13.
For completeness we now give a direct reduction from an NP-complete
problem (X3C, see below) to CVP satisfying the conditions of the theorem.
DEFINITION 3.5 Exact cover by 3-element sets (X3C) is the following
problem. Given a finite set M and a collection of three element subsets
C, decide if there exists a sub-collection C' ~ C such that each element
of M is contained in exactly one element of C'.
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Proof: The reduction essentially combines the ideas from (Lobstein,
1990) and the reduction from subset sum presented in Theorem 3.1,
but without the complications of using subset sum as an intermediate
problem. We give a reduction from X3C to to CVP with the property
that the lattice in the CVP instance depends only on the size of the
original X3C problem. Let (M, C) be an instance of X3C where M
is a set of size m = IMI and C is a collection of subsets of M, each
containing exactly three elements. Assume, without loss of generality,
that M = {I, ... , m}. We define a lattice that depends only on m,
and then show how to encode C in the target vector. Let n = (r;) and
consider the m x n matrix T E {O, 1 }mxn whose columns are all possible
m-dimensional binary vectors containing exactly three ones. Notice that
the size of T is polynomial in m. We identify the columns of T with all
the 3-element subsets of M, and X3C instances C with the corresponding
characteristic vectors e E {O, l}n. The output of the reduction is

r = lIeli.

(3.15)

It is easy to see that X3C instance e has a solution if and only if CVP
instance (B, t, r) has a solution. Moreover, the lattice C(B) depends
only on the dimension m of the original 3XC instance. 0

6.

Notes

The NP-hardness of CVP (in any fp norm) and SVP (in the foo
norm) was originally proved in (van Emde Boas, 1981). The proof
presented in Section 2 is from (Micciancio, 2001a). The hardness of
approximating CVP within any constant factor, and the amplification
technique described in 4 are due to (Arora et al., 1997). Stronger inapproximability results for CVP are given in (Dinur et al., 1998; Dinur
et al., 1999), where CVP is proved NP-hard to approximate within 'Y =
20 (logn/loglogn). Unfortunately, the proofs in (Dinur et al., 1998; Dinur
et al., 1999) heavily rely on the complex machinery of Probabilistically
Checkable Proofs (PCP) whose treatment is beyond the scope of this
book. Also the results in (Arora et al., 1997) ultimately rely on PCP,
but in (Arora et al., 1997) the complexity of PCP techniques is hidden in the proof of inapproximability of Set Cover. Notice that the
inapproximability factors (Dinur et al., 1998; Dinur et al., 1999) are
asymptotically bigger than any poly logarithmic function logC n, but at
the same time asymptotically smaller than any inverse polynomiall/n c .
In (Arora et al., 1996) it is argued that inapproximability within these
factors can be interpreted as inapproximability within some small poly-
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nomial nf. Still, proving that CVP is NP-hard to approximate within a
factor nf for some € bounded away from 0 is a major open problem.
The problem of reducing SVP to CVP was explicitly posed by (Babai,
1986). The question asked by Babai is whether one can reduce SVP'Y
to CVP 'Y" for approximation factors such that SVP'Y is not (known
to be) solvable in polynomial time (e.g., 'Y = 2Vn), and CVP'Y' is not
(known to be) NP-hard (e.g., 'Y' = n). This is the question answered, in
a very strong sense, in Section 3: there is Cook reduction from SVP to
CVP that preserves the approximation factor and the rank of the lattice.
The reduction presented in Section 3 is from (Goldreich et al., 1999),
which also proves analogous results for coding problems. A problem left
open in (Goldreich et aI., 1999) is whether it is possible to give a Karp
reduction from SVP'Y to CVP 'Y' The problem is of interest because
it would allow to transform hard SVP distributions (as those built in
(Ajtai, 1996) and discussed in Chapter 8) into hard CVP distributions,
with potential applications to cryptography. (An explicit construction
of a hard CVP distribution has recently been given in (Cai, 2001), but
the proof is rather complex. A Karp reduction from SVP to CVP
would give a much simpler answer to the same problem, possibly with a
different distribution.) The problem of reducing CVP to SVP has also
been considered, and it is discussed in Chapter 4.
The hardness proof for the closest vector problem with preprocessing
(CVPP) in Section 5 is from (Micciancio, 200la). Similar results for
decoding linear codes and the subset sum problems were already proved
in (Bruck and Naor, 1990; Lobstein, 1990). Both CVP and the decoding problem for linear codes are known to be NP-hard not only their
exact version, but also when constant (or even nO(l/loglogn») approximation factors are allowed. A natural question, posed in (Micciancio,
2001a), is if lattice and coding problems with preprocessing are hard to
approximate as well. Recently, (Feige and Micciancio, 2001) gave a first
answer to this question, showing that CVP in the fp norm is NP-hard to
Extending this result to arbiapproximate within any factor 'Y <
trary constants, and possibly almost polynomial factors, is an interesting
question.

1f573.

Chapter 4

SHORTEST VECTOR PROBLEM

In this chapter we study the hardness of approximating the shortest
vector problem (SVP). Recall that in SVP one is given a matrix B E
qnxn, and the goal is to find the shortest nonzero vector in the lattice
generated by B. In Chapter 3 we have already studied another important
algorithmic problem on lattices: the closest vector problem (CVP). In
CVP, in addition to the lattice basis B E qnxn, one is given a target
vector t E qn, and the goal is to find the lattice point in C(B) closest
to t. In Chapter 3 we showed that the NP-hardness of CVP can be
easily established by reduction from subset sum (Theorem 3.1), and even
approximating CVP within any constant or "almost polynomial" factors
is hard for NP. We also observed that the reduction from subset sum to
CVP can be easily adapted to prove that SVP in the foo norm is NPhard (Theorem 3.2). Unfortunately, that simple reduction does not work
for any other norm. In this chapter, we investigate the computational
complexity of SVP in any fp norm other than foo, with special attention
to the Euclidean norm £2. In the rest of this chapter the f2 norm is
assumed, unless explicitly stated otherwise.
Despite the similarities between SVP and CVP, proving that SVP
is NP-hard seems a much harder task, and to date SVP (even in its
exact version) is known to be hard for NP only under randomized or
non-uniform reductions. Proving such hardness results for SVP is the
main goal of this chapter. In particular, we show that for any p ~ 1,
GAPSVP-y in the £p norm is NP-hard (under randomized reductions, see
Section 3) for any approximation factor 'Y < {f2. As in Theorem 3.2,
the proof is by reduction from (a variant of) CVP. Therefore, the reduction can be considered a "homogenization" process, in which the
inhomogeneous problem (CVP) is reduced to its homogeneous counter-
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Figure 4.1. The shortest vector 2hl + 2b:J - t in the lattice generated by [hI, h:J, t 1
corresponds to the lattice vector in C(h 1 , h:a) closest to t.

part (SVP). This approach is not new in the study of the computational
complexity of lattice problems. For example (Kannan, 1987b) reduces
approximating CVP within a factor O( v'n) to computing exact solutions to SVP. In fact, it is not necessary to solve SVP exactly in order
to approximate CVP within O( v'n) factors. In Section 1 we extend
Kannan's homogenization technique to show that approximating CVP
within some O( v'n) factor can be reduced to approximating SVP within
any constant factor 'Y < 2. Unfortunately, as we will see in Chapter 9,
CVP is not likely to be NP-hard for approximation factors bigger than
O(v'n/logn). Therefore, reductions like the one presented in Section 1,
are unlikely to be useful to prove the NP-hardness of SVP. In Section 2 we describe a different homogenization technique due to Ajtai
and Micciancio and prove that SVP is NP-hard to approximate within
any constant factor less than \1'2, by reduction from a variant of CVP.

1.

Kannan's homogenization technique

One simple approach to reducing the closest vector problem to the
shortest vector problem is as follows. Assume we want to find the point
in a lattice C(B) (approximately) closest to some target vector t. We can
look instead for the shortest nonzero vector in the lattice generated by
the matrix [BIt]. If the shortest vector in C([BltJ) is of the form Bx - t
then Bx is necessarily the lattice vector in C(B) closest to the target t.
See, for example, Figure 4.1. The lattice generated by vectors hI and
h2 is the set of intersection points of the grid displayed in the picture.
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We want to find the intersection point closest to vector t. Consider the
lattice generated by [bl, b2, t]. This is the set of all black dots in the
picture. A shortest nonzero vector in this lattice is given by 2bI +2b 2-t.
This vector clearly corresponds to the point 2b I + 2b2 in the original
lattice C(B) closest to target t. Unfortunately, if the shortest vector in
C([Blt]) is not of the form Bx ± t this simple reduction does not work.
In the rest of this section we denote by A the length of the shortest vector
in the original lattice C(B) and by J.L the distance oft from C(B). There
are two different ways in which the above reduction can fail.
• First, if A ~ J.L (i.e., the lattice C(B) contains vectors as short as the
distance of the target t from the lattice) then the shortest vector in
the lattice generated by [Bit] can be a vector Bx from the original
lattice. For example, in Figure 4.2, basis vectors b i and b2 generate
a lattice with shortest vector bi - 2b2. Since the distance of target
t from lattice C(B) is more than libi - 2b 21i, the shortest vector in
the lattice generated by [b l , b2, t] is still b i - 2b2.
• Second, even if J.L < A, it is still possible that the shortest vector in
C([Blt]) is of the form Bx + wt for some nonzero integer w '" ±l. In
this case, the shortest vector corresponds to a vector in C(B) close
to a (non-unitary) multiple of t. For example, in Figure 4.3 the
lattice point in C(b I , b 2) closest to t is b l . However, 3t is strictly
closer to the lattice than the original target vector t. So, shortest
nonzero vector 2b I + b 2 - 3t in C([b l , b 2, t]) yields·a lattice point
2bI + b 2 E C(B) closest to 3t.
In both cases a solution vector to the SVP instance [Bit] does not
seem to help to find lattice vectors in C(B) close to the target t. A
possible way to address these problems is to embed the vectors [B It] in
a higher dimensional space and add to t a component orthogonal to B.
In other words, we consider the lattice generated by the matrix

B'

=

[~

!]

(4.1)

where c is an appropriately chosen rational number. In fact, this method
has been used as a heuristics in many cryptanalysis papers and has been
reported to be particularly effective when the distance J.L is small compared to the minimum distance A of the lattice. Notice that if B is a
basis for C(B) then the columns of matrix B' are linearly independent,
i.e., B' is a basis for C(B'). (This might not be true of [Bit], which generates C([BIY]) but is not usually a basis.) If c is sufficiently large, then
the shortest vector in the new lattice C(B') cannot use the last column
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Figure 4.2. The shortest vector b l - 2b:l in the lattice generated by [hl' h:l, tJ belongs
to the lattice C(bl , b:l)'
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Figure 4.3. The shortest vector 2b J + b 2 - 3t in the lattice generated by [bJ, b 2 , tJ
correspond to the vector in C(bJ, b2) closest to 3t.

too many times. In particular if c > >../2, then the last column can be
used at most once. This idea is formalized in (Kannan, 1987b) where c
is set to the value 0.51>... (Notice that>.. can be computed applying the
SVP oracle to the original lattice.) Still, if >.. < J.L2 + c2 the shortest
vector in C(B') will be a vector Bx from the original lattice C(B), giving no information about the vector in C(B) closest to t. Kannan then
suggests to project Band t to the hyperplane orthogonal to the shortest

vi
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vector of .c(B), recursively solve the lower dimensional CVP problem,
and lift the (n - I)-dimensional solution to a solution for the original
problem. Since>. is not much bigger than J-L, the error introduced by the
project and lift operations can be bounded as a function of J-L. In particular, Kannan shows that CVP can be approximated within a factor
In/2 making O(n) calls to an oracle that solves SVP exactly.
In fact, it is not necessary to haVf~ an oracle that solves SVP exactly to
approximate CVP within O( y'n) factors, and Kannan's homogenization
technique can be extended to approximate CVP within some O( y'n) factor making 0 (n log n) calls to an oracle that approximates S VP wi thin
any factor 'Y < 2. In the rest of this section we present this improved
reduction.
The main idea is to try to set c in (4.1) to some value slightly bigger
than J.L/ J(2h)2 - 1, instead of >./2 as in (Kannan, 1987b). This choice
for c is motivated by the following lemma.
LEMMA 4.1 For any J-L E [1,2), let J-L > 0 be the distance of point t from
lattice .c(B) and let c be a constant strictly bigger than J-L/ J(2/'Y)2 - l.
If

is a 'Y-approximate shortest vector in the lattice generated by (4.1), then

Iwl

~ l.

Proof: First of all, notice that lattice (4.1) contains a vector of length
J J-L2 + c2 obtained multiplying the last column of B' by -1 and the
other columns by the coefficients of the lattice vector in .c(B) closest to
t. Therefore it must be
(4.3)
We also have
(4.4)
Combining (4.3) and (4.4) we get (wc)2 ~ 'Y 2(J-L2
and using c > J-L/ J(2h)2 - 1 we get

Iwl

~

,V~:

Since w is an integer it must be

Iwl

~

+ 1 < 2.

+ c2).

Solving for w

(4.5)

1. 0

We use Lemma 4.1 to prove that there is a Cook reduction from
approximating CVP within some O( y'n) factor to approximating SVP
within factors less than 2.
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4.2 For any constant approximation factors "( E [1,2) and
any function

THEOREM

'V1(n)
I

>

.Jii

J(2h)2 -1'

the CVP ,,('(n) search problem (where n is the rank of the lattice) is Cook
reducible to the SVP"( search problem. Moreover, the number of calls to
the SVP"( oracle made by the reduction is Q{nlogn).

Proof: Let "( be any factor in the range [1,2) and let
n(1

+ €)

(4.6)

{2h)2 - 1

for some strictly positive, but arbitrarily small, constant € E (0,1]. We
show that given an oracle that approximates SVP within factor ,,(, one
can efficiently approximate CVP within factor "('. Let B be a lattice
basis of rank nand t a target vector. We want to find a lattice vector in
C{B) approximately closest to t. To this end, we make calls to the SVP
approximation oracle on input basis (4.1), where c is an appropriately
chosen constant. Notice that if c is too small then the shortest vector in
C(B') might use the last column more than once (i.e., with coefficient
bigger than 1 in absolute value). On the other hand, if C is too large,
then the last column is never used. From Lemma 4.1 we know that it
is enough to set c to any value slightly bigger than J.L/ J(2h)2 - 1 in
order to make sure that JwJ :s; 1, e.g.,

(4.7)

(2/'Y)2 - 1

Unfortunately, we don't know the value of J.L, so we cannot directly set
c = J.L.;r+t/ J(2h)2 - 1. Instead, we first compute a coarse approximation for J.L. Using the nearest plane CVP approximation algorithm
from Chapter 2, we find in polynomial time an real M such that

(4.8)
Then, we consider the monotonically decreasing sequence of constants

(4.9)
for k ;:::: 0. Notice that if k = 0, then
Co

=

M.;r+t
J{2h)2 - 1

Ck

>

equals

J.L

-r;:::=;:~==

J(2/,,()2 - 1

(4.1O)
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and by Lemma 4.1 the short vector s returned by the S VP..,. oracle on
input (4.1) when C = CO uses the last column Iwl ~ 1 times. The problem
is that Co does not necessarily satisfies (4.7). Now consider the value of
Ck when k equals
(4.11)
Using M

~

2np. we get
CK

=

M ( v'I"'+f) 1- K

p.v'f+f

< ~;=::::::;:;:==

J(2hF - 1 - J(2h)2 - 1

(4.12)

SO, CK satisfies (4.7). The problem this time is that when C = CK in
(4.1) the SVP..,. oracle might return a short vector (4.2) with Iwl > 1.
If this happens, we perform a binary search in {a, ... , K}, and with

10gK = O(logn) calls to the the SVP..,. oracle we find an integer k
such that the short vector returned by SVP..,. when C = Ck has Iwl ~ 1,
while the short vector returned by SVP..,. when C = CHI has Iwl > 1.
We claim that Ck satisfies (4.7). Assume for contradiction that Ck >
p.v'I"'+f/ J(2h)2 - 1. Then
CHI

= Ck/Jf+E > p./J(2h)2 -

1

and, by Lemma 4.1, any -y-approximate shortest vector in C(B') with
C = Ck+1 must have Iwl ~ 1. But this is a contradiction because when
C = CHI the SVP..,. oracle returned a short vector with Iwl > 1.
This shows that O(logn) calls to the SVP approximation oracle are
sufficient to efficiently find a constant C satisfying (4.7), and a short
vector s E C(B') with Iwl ~ 1. We treat the Iwl = 1 and w = a cases
separately. First consider the case w = ±1 and assume, without loss of
generality, that n 2 3. (This assumption is justified by the fact that
when n ~ 2, CVP can be solved exactly in polynomial time.) We claim
that -wBx is a -y'-approximate solution to CVP instance (B, t). Using
(4.3) and (4.4) we get

lit -

(-wBx)11 2

= IIEx + tll 2
= IIsll:l - (wc)2
< -y2(p.2 + c2 ) _ c2
= p.2-y2 + c2(-y2 _ 1)
2( 2
1 + E (2
))
-y + (2h)2 _ 1 -y - 1

<

P.

=

P. 2

(3 {2h)2
+
1))
E( -y2 -

1
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Therefore, if n ~ 3 then -wBx is within distance '1'1-" from t.
Now consider the case w = o. If w = 0, then s = Bx is a short nonzero
vector in .e(B), and it can be used to find a lattice vector approximately
closest to t as follows. First we bound the length ofs. Using (4.3), (4.7)
and '1 < 2 we get

lis II <

'YJ1-"2 + c2

< '1

2

2

1+ f

I-" + I-" (2/'1)2 - 1

21-"

1 + q2/4
(2/'Y)2 -1

< 21-"

l+f
(2/'Y)2 - 1

=

(4.13)

Then, weJ>roject B an~ t to the orthogonal complement of s to obtain
a matrix B and vector t (see Figure 4.4). Let Bx be a solution to the
original CVP problem (B, t). Notice that the projected vector Bx is
also within distance I-" from the target t, and .eeB) has rank n - 1. So, if
we recursively look for an approximate solution to CVP instance (B', t'),
we can find a vector ii = widetildeBz within distance 'Y'(n - 1)1-" from
t, i.e.,
(n-1)(I+f)

(4.14)

(2/'YF - 1 .

Let £ = {ii + as: a E R} be the set of all points that project to u', and
let ii be the orthogonal projection of t onto line £. Assume without loss
of generality that Bz is the lattice point on £ closest to the projection u.
(This can be easily achieved adding an appropriate integer multiple of
s to Bz.) We claim that Bz is an approximate solution to the original
CVP problem. We compute the distance of Bz from the target t:

(4.15)
Using (4.14), we can bound the first term on the right hand side of (4.15)
by:

lit - ull 2 = llii _ til 2 ::; 1-"2(1 + f)(n -

(2/'Y)2 - 1

1).

(4.16)
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4.4. Kannan homogenization technique.

For the second term, bound (4.13) on the length of s gives
(4.17)
Substituting the two bounds (4.16) and (4.17) in (4.15) we get

lit -

BzII :s;

(1 + €)n
(2h)2 - 1IJ.

=,

I

(n)IJ..

Therefore, Bz is within distance " IJ. from the target t. 0
If, = 1 (i.e., assuming we can solve SVP exactly) the above theorem
gives a CVP approximation algorithm with approximation factor arbitrarily close to y'n/3 (marginally improving Kannan's y'n/2 factor),
but the order of growth is still O( y'n).

2.

The Ajtai-Micciancio embedding

In the previous section we presented a reduction that allows to find
O( y'n)-approximate solutions to CVP, given an oracle to find almost
exact solutions to SVP. This kind of reductions was considered for a long
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time a viable way to prove the NP-hardness of SVP. (See for example
(Kannan, 1987b) and (Arora et al., 1997).) Unfortunately, as we will
see in Chapter 9, CVP is not likely to be NP-hard for approximation
factors bigger than O( y'n/ log n). Therefore, a more efficient reduction
from CVP to SVP is needed in order to obtain NP-hardness results for
SVP.
The problem with the reduction presented in Section 1, is that it
proceeds by induction on the rank of the lattice. Each time the rank of
the lattice is reduced by 1, there is a potential loss in the quality of the
final solution. Even if the error at each level of the induction is only a
constant fraction of the distance of the target from the lattice, adding up
n (orthogonal) errors one can get O( v'n) away from the optimal solution.
In this section we present a more efficient reduction technique that allows
to embed certain CVP instances in a single instance of SVP. The
embedding is more complicated this time, and the dimension of the SVP
instance produced is typically much bigger than (but still polynomially
related to) the dimension of the original CVP problem. However, the
loss in the approximation factor is much smaller. There are a few other
important differences between the reduction from Section 1 and the one
we are going to present in this section:
• In Section 1 we gave a reduction between the search version of CVP
and SVP. In this section we give a reduction between promise problems.
• In Section 1 we reduced SVP from a general CVP instance. In this
section, we start from a special version of CVP, namely, the BINCVP
problem introduced in Chapter 3.
• The reduction of Section 1 is deterministic. The reduction presented
in this section uses a combinatorial gadget for which no efficient deterministic construction is known at the time of this writing. Still, we
can give an efficient probabilistic construction, or even a deterministic one if a certain number theoretic conjecture holds true. Therefore,
the new reduction implies the NP-hardness of SVP under randomized reductions, or under Karp reductions if the conjecture is correct.
Still, the problem of finding an unconditional Karp reduction from
an NP-hard problem to SVP remains open.
We now outline the idea underlying the new reduction. Given a lattice basis B E zmxn and a target vector t E zm, we first randomize B
by multiplying it by an integer matrix T E znxk to get a set of vectors
BT E Zmxk. The columns of BT are no longer linearly independent,
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and each lattice vector has many possible representations as an integer linear combination of them. Then we embed BT and t in a higher
dimensional space using a special lattice L, constructed independently
from B. Lattice L has the remarkable property that the distance between any two lattice points (or, equivalently, the length of the shortest
nonzero vector in .c(L)) is large, but at the same time there is an extremely dense cluster of lattice points all close to a point s in span(L).
In particular, the distance of these lattice points from s is smaller (by a
constant factor approximately equal to J2) than the minimum distance
between lattice points in .c(L). The output of the reduction is obtained
combining (L, s) and (BT, t) in a single matrix

B' =

[a~LT ~:]

(4.18)

where a and b are appropriate scaling factors. The idea is that if there
exists a lattice vector v E .c(B) close to t, then we can find a short
vector in the new lattice multiplying the last column of B' by -1 and
looking for a lattice point Lz close to s such that BTz = v. The lattice
vector obtained multiplying matrix (4.18) by [zT, -If is short because
BTz = v is close to t and Lz is close to s. On the other hand, if there
are no lattice points in .c(B) close to (any nonzero multiple of) t, then
the lattice defined by (4.18) has no short vectors because if we use the
last column w i= 0 times, then the top part B(Tz) + wt of the lattice
vector is long, while if we multiply the last column of B' by w = 0, then
the bottom part Lz - Os = Lz is long.
Notice that the reduction makes crucial use of the special properties
of BINCVP. In particular, we use the fact that if the target vector t is
far from the lattice .c(B), then all (nonzero) multiples of t are also far.
As outlined above, the reduction uses three objects L, sand T satisfying some very special properties. Proving the existence of L, sand
T and giving a polynomial time (possibly randomized) construction for
them requires some lattice packing and combinatorial techniques that
are developed in Chapter 5 and Chapter 6. Here, we state the properties of L, sand T and use them to give a reduction from BINCVP to
SVP. The properties of L, sand T are stated with respect to a generic
fp norm, so that we can use the lemma to prove the inapproximability
of SVP in the fp norm for any p 2 1.
4.3 (SPHERE PACKING LEMMA) For any Ip norm (p 2 I) and
constant 'Y < 2 1/ p , there exists a (possibly probabilistic or nonuniform)
polynomial time algorithm that on input n outputs (in time polynomial
in n) a lattice L E Zk'Xk, a vector s E Zk', a matrix T E znxk and a
rational number r such that
LEMMA
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Figure ./.5. The homogenization gadget: lattice L has minimum distance -y times the
radius of the sphere centered in s and all boolean vectors of length n can be expressed
as Tz for some lattice vector Lz inside the sphere .

• /lLz/l p > 'Yr for all z E Zk \ {O},
• (with high probability over the internal randomness of the algorithm)
for every boolean vector x E {O,l}n there exists an integer vector
z E Zk such that Tz = x and /lLz - slip < r.

The various kind of algorithms (deterministic, probabilistic or nonuniform) for which we know how to prove the lemma are discussed in Section 3. The homogenization gadget (L, T, s, r) produced by the these
algorithms is illustrated in Figure 4.5. Lattice L has minimum distance
>'1 > 'Y r and every boolean vector of dimension n can be expressed as
Tz for some lattice vector Lz within distance r from s. Notice that this
implies that the sphere of radius r around s contains at least 2n lattice
points. In Chapter 5 we will prove that, at least for the Euclidean norm
£2, Lemma 4.3 is essentially optimal. In particular, if p = 2 and "I ~ v'2,
then any sphere of radius r contains at most 2k lattice points. This is
the ultimate reason why the homogenization technique described in this
section does not work for approximation factors beyond v'2' We will go
back to the proof of Lemma 4.3 in Section 3. In the rest of this section we use Lemma 4.3 to prove the hardness of GAPSVP'Y for factors
"I

< v'2.
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4.4 For any p ~ 1, given an algorithm satisfying the properties described in Lemma .4.3, one can reduce in polynomial time an
NP-hard problem to GAPSVP'Y in the lp for any constant approximation factor -y < V'2.

THEOREM

Proof: Fix an lp norm and a constant -y
between -y and V'2, and let

< V'2.

Let

i be any constant

We reduce BINCVP.y to GAPSVP'Y' Notice that t is a constant independent of n, so, by Corollary 3.11, BINCVP i' is NP-hard. We remark
that Corollary 3.11 shows that BINCVP.y is NP-hard not only for constant approximation factors t, but also for some monotonically increasing function t(n) of the rank. Using these stronger inapproximability
results one can show that GAPSVP'Y is hard to approximate within some
factor -y{n) < V'2 such that liIIln-+oo ..,,(n) = V'2. This is only marginally
better than showing hardness for any constant t < V'2. So, in order to
keep the presentation simpler, we consider t as fixed.
Let (B, t, d) be an instance of BINCVP.y where B E zmxn and t E zm.
Run the algorithm from Lemma 4.3 to obtain a lattice L E Zk'Xk, a
vector s E Zk', a matrix T E znxk and a rational number r such that

• IILzllp > ir for all z E Zk \

{OJ,

• (with high probability) for all vectors x E {a, l}n there exists a z E Zk
such that Tz = x and IILz - slip < r.
Let a and b two integers such that
(4.19)
and define the lattice

B' = [

a~LT I:: ] .

Notice that from the upper bound in (4.19) we get
aPd

+ bPrP <
=

bPrP
bPr

(

(~)

P -

P(~)P,

1) + bPr

P
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so, we can find a rational number d' in the interval

{IaPd + bPr P < d' < br

(~) .

(4.20)

The output of the reduction is (B', d').
We want to prove that if (B, t, d) is a YES instance of BINCVP l' then
(B', d') is a YES instance of GAPSVP 'Y' and if (B, t, d) is a NO instance
of BINCVP1' then (B',d') is a NO instance of GAPSVP'Y.
First assume that (B, t, d) is a YES instance, i.e. there exists a vector
x E {O, l}k such that t - Bx is a 0-1 vector with at most d 1's. In
particular, IIBx-tli ~ {!d. By construction, there exists a vector z E Zk
such that Tz = x and IILz - sll < r. Define

and compute the norm of the corresponding lattice vector
I/B'wl/~

=
~

aPI/Bx - tl/~ + lfJJLz
(a)Pd + (br)P,

-

sJJ~

which, by (4.20), is at most {d')P. This proves that (B', d') is a YES
instance.
Now assume (B, t, d) is a NO instance and let w = [zT, wjT be a
nonzero integer vector. We want to prove that IIB'wIi P > (,d')P. Notice
that
I/B'wl/ P = aPI/Bx + wtl/ P + lfllLz + wsl/ p .
We prove that either
distinguish two cases
• If w = 0 then z

i= 0 and,

which, by (4.20),
• If w

allBx + wtll > ,d'
therefore,

bllLz + wslJ
is at least ,d'.

=

or

bllLz + wsll > ,d'.

IILzilp > .:yr.
bllLzll > b.:yr,

We

This proves that

i= 0 then Bx+wt has more than id nonzero entries.

In particular

"Ed =
2{fd
II Bx + wtll P > v,a
r/{I/'Y)P - (lh)p

(4.21)

Multiplying (4.21) by a, and using the lower bound in (4.19), we get

aJJBx + wtl/ p > br.:y
which, by (4.20), is at least ,d'.
This proves that in either case IIB'wl/ > {Fit. 0
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3.

NP-hardness of SVP

In Section 2 we have seen that it is possible to efficiently reduce an
NP-hard problem to GAPSVP, provided we have an algorithm to compute objects (L, T, s, r) as specified in Lemma 4.3. To date we do not
know how to compute (L, T, s, r) in deterministic polynomial time, so
Theorem 4.4 does not prove the NP-hardness of GAPSVP under deterministic (Karp or Cook) reductions. However, we know how to efficiently
find (L, T, s, r) probabilistically. Moreover, if a certain number theoretic
conjecture holds true, then we can give a deterministic algorithm that
runs in polynomial time. Using these algorithms it is possible to prove
that GAPSVP is NP-hard under different types of reductions. In the
following subsections we use lattice packing and combinatorial constructions to be developed in Chapters 5 and 6 to present various solutions
to the problem of Lemma 4.3, and obtain corresponding NP-hardness
results for GAPSVP.

3.1

Hardness under randomized reductions

In this subsection we give a probabilistic construction for objects
(L, T, s, r) satisfying Lemma 4.3. In particular, we give a randomized
algorithm that on input an integer n produces a lattice basis L and a
sphere 8(s, r) such that Al (L) is guaranteed to be bigger than r by a
factor'Y < {i'2, and with probability arbitrarily close to 1 (over the random choices of the algorithm) the sphere 8(s, r) contains a lattice point
Lz for every binary string Tz E {O, l}n.
The construction is based on a sphere packing result to be proved in
Chapter 5. (See that chapter for a discussion of the connection between
this problem and general sphere packing questions.) The result is the
following.
4.5 For every p ~ 1, 'Y E [1, {l'2) and r5 > 0 there exists
a probabilistic algorithm that on input an integer h outputs (in time
polynomial in h) integers k and r, a matrix L E Z(k+I)xk, and an integer
vector 5 E Zk+ 1 such that
THEOREM

• all vectors in C(L) have lp norm bigger than 'Yr, and
• for all sufficiently large h, with probability at least 1 - 2- h the sphere
8(5, r) contains at least h 6h lattice points of the form Lz where z is
a 0-1 vector with exactly hones.

Proof: See Chapter 5, Section 4.

0

We also need the following probabilistic combinatorial result to be
proved in Chapter 6.
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4.6 Let Z ~ {a, l}k be a set of vectors, each containing exactly h ones. If IZI ~ h!k 4v1in / f , and T E {O,l}nxk is chosen setting

THEOREM

each entry to 1 independently at random with probability p = 4~n' then
the probability that T{Z) = {Tz : z E Z} contains all binary vectors
{o,l}n is at least 1 - 6f.

Proof: See Chapter 6, Section 3.

0

The homogenization gadget of Lemma 4.3 is easily built combining
Theorems 4.5 and 4.6.
Proof [of Lemma 4.3 (probabilistic version)]: Fix an fp norm
(p ~ 1) and a constant "( E [1, V"2). Let n be a sufficiently large inte?ier.
We want to build (in time polynomial in n) an integer lattice L E 'L} xk,
an integer vector s E Zk', an integer transformation matrix T E znxk,
and a rational number r such that
• all nonzero vectors in .c{L) have

fp

norm greater than "(r;

• with probability at least 1 - 1/ poly{n), for every x E {O,l}n there
exists a z E Zk such that Tz = x and IILz - slip ~ r.
Run the algorithm of Theorem 4.5 on input h = n 4 and 8 = 2. Let
L E Z(k+1)Xk, S E Zk+l and r E Z be the output of the algorithm. Notice
that since Land s are computed in polynomial time, k is polynomial in
h, i.e., k < h C for some constant c independent of h. Let Z be the set of
all vectors z E {a, l}k with exactly h ones, such that Lz E 8{s,r). We
know from Theorem 4.5 that all nonzero vectors in .c{L) have fp norm
greater than "(r, and the size of Z is bigger than h2h with probability at
least 1 - 2- h. Now, choose matrix T E {O,l}nXk by setting each entry
to 1 independently with probability 1/{4hn). Notice that

/Z/ ~ h2h > h!kh/c =

h!k 4Y}n ,

where f = 4c/ k. So, by Theorem 4.6, the probability that for each x
there exists a vector z such that x = Tz and Lz E 8(s, r) is at least
1 - 1/0{k). 0

Using this proof of Lemma 4.3, Theorem 4.4 shows that GAPSVP is
hard to approximate under reverse unfaithful random reductions (RURreductions for short, see (Johnson, 1990». These are probabilistic reductions that map NO instances to NO instances with probability 1, and
YES instances to YES instances with non negligible probability. (In fact
our proof has success probability 1 - l/p{n) for some polynomial function p(n).) Although not a proper NP-hardness result (Le., hardness for
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NP under Karp reductions, which would imply that SVP is not in P
unless P = NP), hardness under RUR-reductions also gives evidence of
the intractability of a problem. In particular, it implies that SVP is not
in RP unless RP = NP. (Here RP is the class of decision problems with
random polynomial time decision algorithms that are always correct on
NO instances and "usually" correct on YES instances, say with probability at least 1/2.) So, the NP-hardness result for SVP (under randomized
reductions) also gives theoretical evidence that SVP is intractable.
COROLLARY 4.7 For any fixed p 2: 1 and constant "f < \'l2, the promise
problem G APSVP l' in the fp norm is NP -hard under R UR-reductions.
In particular, GAPSVP1' cannot be solved in RP (random polynomial
time), unless NP = RP.

3.2

Hardness under nonuniform reductions

In this subsection we show that GAPSVP is NP-hard under deterministic nonuniform polynomial time reductions. A nonuniform algorithm
is an algorithm that, in addition to the problem instance, takes as additional input a hint string that depends only on the size of the problem
instance. In other words, the hint string is the same for all problems of a
certain size. The complexity class P /poly is defined as the set of decision
(or promise) problems that can be solved by a polynomial time algorithm
with a hint of size polynomial in the length of the input. Equivalently,
P /poly is the set of languages that can be recognized by a (possibly
nonuniform) family of circuits Ck (for k = 1,2, ... ), with each circuit
Ck to be used on input strings of length k, and the size of Ck bounded
by a polynomial p(k) = k C • These circuit families are called nonuniform
because the sequence of circuits is not necessarily computable, i.e., there
might be no (efficient) algorithm that on input k outputs the circuit Ck.
It is easy to see that P /poly contains languages that are not in NP.
(In fact, P /poly contains undecidable languages.) However, it is widely
believed that NP is not contained in P /poly. Clearly, if a problem is
NP-hard under nonuniform polynomial time reductions, then the problem cannot be solved in P (or even in P /poly) unless NP c P /poly.
Therefore, NP-hardness under nonuniform polynomial time reductions
gives evidence that a problem is intractable.
Notice that the randomness in the RUR-reductions of Corollary 4.7
comes exclusively from the algorithm of Lemma 4.3. The algorithm of
Lemma 4.3 takes as input only the size (or, more precisely, the rank)
of the BINCVP instance being reduced. Moreover, whether or not the
algorithm of Lemma 4.3 is successful does not depend on the BINCVP
instance. In other words, if on input n the algorithm outputs objects
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(L, T, 5, r) satisfying the properties in Lemma 4.3, then (L, T, 5, r) are
good for any BINCVP instance of rank n.
We know that for any rank n there exists a good homogenization gadget (L, T, 5, r) and that the size of (L, T, 5, r) is polynomial in n because
the proof of Lemma 4.3 given in the previous subsection shows that there
is a probabilistic polynomial time algorithm to compute (L, T, 5, r) with
nonzero (in fact, almost 1) probability. So, for any value of n we can
pick a good (L, T, s, r) and use it as hint string to a nonuniform algorithm that reduces BINCVP to GAPSVP as described in the proof of
Theorem 4.4. Therefore, we have the following result.
COROLLARY 4.8 For any fixed p ;::: 1 and constant 'Y < {i2, the promise
problem GAPSVP'Y is hard for NP under deterministic nonuniform Karp
reductions. In particular, GAPSVP'Y is not in P /poly unless NP c
P /poly.

Using standard results from nonuniform complexity (Karp and Lipton,
1980), this also implies that for any fp norm (p ;::: 1) and any 'Y E [1, {i2),
the promise problem GAPSVP'Y is not in P unless the polynomial hierarchy (Meyer and Stockmeyer, 1972; Stockmeyer, 1977) collapses to the
second level.

3.3

Hardness under deterministic reductions

In this subsection we give a deterministic algorithm to build objects
(L, T, 5, r) as specified in Lemma 4.3. The algorithm is easily obtained
from a deterministic variant of Theorem 4.5, but its correctness depends
on the validity of a number theoretic conjecture concerning the distribution of square free smooth numbers. For any b > 0, an integer n is
called b-smooth if all prime factors of n are bounded by b. Moreover, we
say that n is square free if all prime factors of n appear with exponent
1. The conjecture is the following.
1 For any t > 0 there exists a d such that for all large
enough n, there is an (odd) integer in [n, n + n£j which is square free
and (logd n) -smooth, i. e., all of its prime factors have exponent 1 and
are less than logd n.

CONJECTURE

The conjecture is reasonable because a relatively simple number theoretic analysis shows that the average number of square free (In n)d_
smooth numbers in [n, n + n£j exceeds n£-~. Therefore, if d = 2/t one
should expect to find n~ square free smooth numbers in [n, n + n£j on
the average. If square free smooth numbers are distributed uniformly
enough then one can reasonably assume that [n, n + n£j contains at least
one such number for all sufficiently large n.
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We remark that although the above conjecture is quite plausible, proving it seems currently beyond known mathematical techniques. For further discussion about the conjecture the reader is referred to the last
section of Chapter 5. In Chapter 5 we prove the following deterministic
variant of Theorem 4.5, under the assumption that Conjecture 1 is true.
THEOREM 4.9 If Conjecture 1 is true, then the following holds. For
every p ~ 1 and, < {i'2 there exists a deterministic algorithm that on
input an integer h outputs (in time polynomial in h) integers k and r
(with k > h), a matrix L E Z(k+l)Xk, and an integer vector s E Zk+l
such that
• all vectors in .c(L) have £p norm bigger than ,r;
• for every vector x E {O,I}h there exists a vector y E {O,I}k-h such
that the lattice point L[yT, xTjT belongs to the sphere 8(s, r).

Proof: See Chapter 5, Section 3. 0
In this case the proof of Lemma 4.3 is immediate.

Proof [of Lemma 4.3 (deterministic version)]: Just run the algorithm of Theorem 4.9 on input h = n to obtain L E Z(k+l)Xk, S E Zk+l
and r E Z. Also define T = [011] where I is the n x n identity matrix
and 0 is the n x (k - n) zero matrix. Then, the properties of (L, T, s, r)
claimed in Lemma 4.3 immediately follow from Theorem 4.9. 0
This shows that if the distribution of square free smooth numbers
is sufficiently uniform, then GAPSVP is NP-hard under (deterministic)
Karp reductions.
COROLLARY 4.10 In Conjecture 1 holds true, then for any fixed p ~ 1
and, < {i'2, the promise problem GAPSVP-y is NP-hard under Karp
reductions. In particular, G APSVP -y is not in P unless P = NP.

4.

Notes

The shortest vector problem is probably the most famous and widely
studied algorithmic problem on point lattices. The NP-hardness of SVP
(in the £2 norm) was conjectured in (van Emde Boas, 1981), and remained probably the biggest open question in the area for almost two
decades. (See for example (Lov<isz, 1986; Kannan, 1987b; Arora et al.,
1997).) In (Kannan, 1987b) it is shown that approximating CVP within
fo/2 can be reduced to computing SVP exactly. The reduction presented in Section 1 is a simple modification of (Kannan, 1987b), and
shows that a relatively good approximation oracle for SVP is already
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enough to approximate CVP within O( y'n) factors. Kannan's reduction
suggests that a possible way to demonstrate the NP-hardness of SVP
might be to prove NP-hardness of approximating CVP within O( y'n)
factors. Progress in the inapproximability of CVP (Arora et al., 1997)
seemed encouraging in this perspective, but in 1997 Goldreich and Goldwasser showed that CVP is not likely to be NP-hard to approximate for
factors 'Y = 0 ( y'nI log n) (Goldreich and Gold wasser, 2000), eliminating
Kannan's reduction as a viable route toward a resolution of van Emde
Boas' conjecture. The NP-hardness of SVP (in its exact version) was
finally proved (under RUR reductions) by (Ajtai, 1998). Ajtai's proof
easily extends to some weak inapproximability result: in (Ajtai, 1998) it
is already claimed that SVP is NP-hard to approximate within a factor
1 + 1/2 cn (for some constant c) and (Cai and Nerurkar, 1999) shows
that Ajtai's proof can actually be extended to inapproximability factor 1 + linE for any fixed to > O. Still, these inapproximability results
are rather weak because the approximation factor rapidly approaches 1
when the dimension of the lattice increases, leaving the question of the
inapproximability of SVP basically open. The first significant inapproximability result for SVP in which the approximation factor is bounded
away from 1 was proved by Micciancio in 1998, who showed that SVP is
NP-hard under RUR-reductions for any approximation factor less than
..j2 (Micciancio, 1998; Micciancio, 2001d). This is the result presented
in Sections 2 and 3, and at the time of this writing it is still the strongest
inapproximability result for SVP known. (Micciancio, 2001d) represents
not only a strengthening, but also a substantial simplification of Ajtai's
proof, and it allowed to prove analogous results for coding problems
(Dumer et al., 1999). Conjecture 1 about the distribution of square
free smooth numbers was also put forward in (Micciancio, 2001d), for
the purpose of proving the NP-hardness of approximating SVP under
(deterministic) Karp reductions. It should be noted that Conjecture 1,
although reasonable, seems to be beyond current mathematical techniques, and it is not likely to be proved any time soon. Both proving the
NP-hardness of SVP under (deterministic) Karp reduction, and improving the inapproximability factor from .j2 to any constant (and possibly
some some small polynomial function n E of the rank) are major open
problems in the area. These and other open problems related to SVP
are discussed in the rest of this section.
In Section 3 we proved that approximating the shortest vector problem
in any fp within factors less than V"2 is not in polynomial time under
any of the following assumptions: (1) NP =I RP, (2) NP ~ P/poly,or
(3) Conjecture 1 is true and NP =F P. Although all of these results give
theoretical evidence that SVP cannot be approximated in polynomial
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time, the problem whether solving SVP (even exactly) is NP-hard under
deterministic (Karp or Cook) reductions is still open. We noticed that
the only place where randomness is used in our reduction is the proof
of Lemma 4.3. A deterministic polynomial time solution to Lemma 4.3
would immediately give an NP-hardness result for SVP under Karp
reductions.
Our NP-hardness proof is by reduction from a variant of CVP. In particular we reduce instances of BINCVP of size n to instances of GAPSVP
of size m = n C , where c > 2 is a constant independent of n. Although
this gives a polynomial relation between nand m it should be noted
that m can be much bigger than n. Therefore, in order to assert that
an instance of SVP is hard to solve in practice, the dimension m must
be rather large. Finding a more efficient reduction, where, for example,
m = O(n), is an important open problem. Interestingly, a dimension
and approximation preserving reduction is possible in the other direction from SVP to CVP. (See Chapter 3.)
The sphere packing lemma used in our reduction is in a certain sense
optimal (at least for the £2 norm): in Chapter 5 we show that any lattice L satisfying the lemma must have vectors of length less than r / J2.
Proving that SVP is NP-hard to approximate within factors larger than
J2 cannot be done simply improving the construction in Lemma 4.3.
Extending the NP-hardness result for SVP (even under randomized or
nonuniform reductions) to approximation factors beyond J2 (and possibly any constant, or polylogarithmic/quasipolynomial functions of the
rank) is certainly the most important open question about the complexity of SVP.
Another open problem, related both to the reduction of Section 1 and
that of Section 2, is the relationship between the search and optimization versions of approximate SVP. In Chapter 1 we showed that one
can compute the approximate length of the shortest vector in a lattice
given an oracle to solve the corresponding promise problem, and viceversa. Now, we consider computing the length (optimization problem)
and actually finding the approximately shortest vector (search problem).
The homogenization technique presented in Section 1 reduces the search
version of CVP to the search version of SVP. In other words, given
an oracle for finding approximately shortest vectors in a lattice, one can
find lattice points approximately closest to a given target. Notice that
it is not enough to compute the (approximate) length of the shortest
lattice vector: when w = 0 and the SVP oracle is called on lattice B,
one actually needs to find an approximately shortest vector b in order
to perform the projection operation and complete the reduction. Interestingly, (Kannan, 1987b) shows that if the length of the shortest vector
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in a lattice can be computed exactly, then one can also find the shortest
vector. The idea is to introduce small errors in the coordinates of the
basis vectors. If the errors are sufficiently small, then the shortest vector in the perturbed lattice corresponds to the same linear combination
of the basis vectors of the original lattice, and from the exact length
of the shortest vector in the two cases one can reconstruct the coordinates of the shortest vector. Thus, Kannan actually gives a reduction
from computing O( In) approximate solutions of CVP to the decisional
problem GAPSVP 1 . Clearly, this reduction from search to optimization
versions of SVP is very sensitive to errors, and it does not work if one
can only compute good (but not perfect) approximations of the shortest
vector length. Finding a reduction from the search version of approximate SVP to the corresponding promise or optimization problem is an
important open question, also because of the relation of SVP to other
lattice problems. (See Chapter 7.)
One last question about the complexity of SVP is related to the specific way we reduced BINCVP to GAPSVP in Section 2. It is easy to
see that given a short vector in the SVP lattice, one can compute a
close vector BTz for the original problem. However, it is not clear how
to map NP-witnesses in the other direction. Given a solved instance of
BINCVP, (i.e., given (B, t) and a lattice point Bx close to t,) it is not
clear how to find a short vector in the new lattice B'. In the reduction
of Theorem 4.4 we only proved that a short vector exists, but the proof
does not give an efficient way to find it. The problem is that finding a
short nonzero vector in .c(B') involves finding a lattice point Lz in the
ball 8(8, r). Interestingly, even if Conjecture 1 is true, and we can give
a deterministic reduction from BINCVP to G APSVP, finding a lattice
point in that ball requires the solution of a number theoretic problem
for which no polynomial time algorithm is known. Finding a reduction
from an NP-hard problem to GAPSVP (possibly different from the one
presented here) for which NP-witnesses can be efficiently mapped from
the source to the target problem (sometime called a Levin reduction)
would be desirable, as such kind of reductions are known for virtually
any other NP-hard problem.

Chapter 5

SPHERE PACKINGS

In this chapter we study the following question. What is the maximum possible number of lattice points inside an n-dimensional sphere
of radius p, given that the minimum distance between lattice points (or,
equivalently, the length of the shortest non-zero vector in the lattice) is
at least A? Clearly the answer depends on the ratio Alp only, as both
the lattice and the sphere can be scaled up or down preserving Alp. If
we drop the requirement that the points belong to a lattice, and allow
them to be an arbitrary set of points with large minimum distance (say
A = 2), we get the following sphere packing problem (see Figure 5.1):
how many unit balls can be packed inside an n-dimensional sphere of
radius R = 1 + p? Notice that since the unit balls are disjoint, their
centers are at distance at least A = 2 from each other. Moreover, since
the unit balls are contained in a sphere of radius 1 + p, the centers of the
balls are inside a sphere of radius p. We want to determine for which
values of Alp we can pack exponentially (in n) many points. (Here, and
in the rest of this chapter, "exponential" means a function of the form
2nc for some fixed constant c independent of n.) Notice the following
(trivial) facts:
• If Alp is sufficiently large, then only a constant number of points can
be packed, independently of the dimension. For example, if Alp> 2
then only one point can be inside the sphere, while if Alp = 2 one
can have at most 2 points.
• If Alp is a vanishing function of the dimension n, say Alp = 2/..;n,
then one can pack exponentially many spheres. Consider for example
the cubic lattice 2zn. This lattice has minimum distance A = 2.
Now take the sphere centered in s = [1, ... , 1V of radius p = ..;n.
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Figure 5.1.

Packing unit balls in a bigger sphere

This sphere contains 2n lattice points, namely all the vertices of the
hypercube [2 ± 2, ... ,2 ± 2V (see Figure 5.2) .
• For some value of Alp bigger than 1 (Le., when the distance between
lattice points is larger than the radius of the sphere), one can already
pack arbitrarily many points, as the dimension n of the lattice grows.
such
For example, consider the set of all integer vectors x E
that E?=l Xi is even. This is a lattice generated by basis vectors
hi = el + ei (for i = 1, ... , n) with minimum distance A = ../2.
Consider the sphere centered in el of radius p = 1. The ratio Alp
equals ../2 for every dimension n. Still, the sphere contains 2n lattice
points el ± ei (for i = 1, ... ,n). Scaling all coordinates by a factor
../2, this corresponds to packing 2n unit balls in a sphere of radius
1 + ../2 as shown in Figure 5.3.

zn

We are interested in lattices such that Alp> 1, Le., the radius of
the sphere is smaller than the minimum distance between lattice points.
We have just seen that when p = AI../2, the sphere can contain 2n
lattice points. A few natural questions arise. Can we do any better
when Alp =../2? What happen when Alp>../2? Can we pack a
superpolynomial (in n) number of points when Alp E (1, ../2)? In the
course of this chapter we answer these questions and prove the following
facts:
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2

Figure 5.2.

Figure 5.3.

The cubic packing

The octahedral packing

1 If Alp> J2, then one can pack only constantly many points (independently of the dimension).
2 If Alp =

J2,

then the maximum number of points is precisely 2n.

3 For any Alp <

J2, one can pack exponentially many points.
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Upper bounds 1 and 2 actually hold even if we drop the requirement
that the points belong to a lattice, and are proved in Section 1. Lower
bound 3 is proved in Section 2. The lattice defined in Section 2 is not
rational, i.e., the basis vectors contain arbitrary real entries. This lattice
plays a fundamental role in the construction of the homogenization gadget used in the proof of Theorem 4.4. The proof of Theorem 4.4 requires
not only the existence of a lattice and a small sphere containing many
lattice points, but also an efficient (possibly randomized) algorithm to
find such objects. This issue is addressed in Section 3 where we show
that the real lattice of Section 2 can be efficiently approximated with a
rational one. The construction of Section 2 and 3 is efficient, but probabilistic. In Section 3.3 we use the techniques from Sections 2 and 3 to
give a similar, but deterministic, construction that can be proven correct
assuming a certain number theoretic conjecture holds true.

1.

Packing Points in Small Spheres

In this section we study the cases when AIp ~ J2 and prove upper
bounds on the number of points that can be packed in a sphere of radius
p while keeping the minimum distance between points at least A. These
upper bounds are not directly relevant to the proof of Theorem 4.4, but
they explain why the proof of Theorem 4.4 cannot be easily extended to
approximation factors beyond J2. We consider arbitrary arrangements
of points, not necessarily points of a lattice with large minimum distance.
Since we are proving upper bounds on the number of points in a sphere,
the results apply to lattice packings as well. Without loss of generality
we assume A = 2 and bound the maximum number of points that can be
placed in a sphere of radius p :S J2 while keeping the points at distance
at least 2 from each other. Let us start with the simple case p < J2.
5.1 For any p < J2, the maximum number of points at minimum distance 2 from each other that can be packed in a sphere of radius
pis l2/{2- p2)J.

THEOREM

Proof: Let

IIXi -

Xj

II

Xl, ... ,XN be a set of vectors such that II Xi II :S p < J2 and

~ 2 for all i '" j. Notice that

N

N{N-1)4

N

< LLllxi-Xjll2

i=l j=l
N

N

L I)II xill 2+ IIxjll2 - 2(Xi' Xj})
i=l j=1
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Figure 5.4.

The tetrahedral packing

N

2

N

=

2NL IIxil12 - 2 LXi

<

2N2p2

i=l

i=l

and therefore 2(N - 1) :::; N p2. Solving the linear inequality for None
gets N:::; 2/(2 - p2) and since N is an integer N:::; l2/(2 - p2)J. 0
Notice that the above bound is sharp: for all p

< V2, one can put n =

l2/ (2 - p2) J unit balls on the vertices of an (n - 1)-dimensional simplex,

and inscribe the simplex inside a sphere of radius J2n/(n + 1) :::; p (see
Figure 5.4). This example also shows that, when p = V2, for every
n ~ 1 one can pack n + 1 balls in the n-dimensional sphere of radius
1 + p. In fact, we have already seen that it is possible to do better
than that: as soon as Alp reaches V2, one can pack 2n balls centered at
±V2ei for i = 1, ... , n inside a sphere of radius 1 + V2. We now show
that this packing is optimal. Interestingly, this optimal packing is also
a lattice packing: i.e., the distance vectors between the centers of the
balls generate a lattice with minimum distance 2.
THEOREM 5.2 The maximum number of points at distance at least 2
from each other that can be placed in a sphere of radius V2 is 2n.

Proof: By induction on n. If n = 1, the statement is true. Now assume
that the statement holds for some value n, and let us prove it for n + 1.
Let Xl, ... , XN vectors in IRn + 1 such that IIxill2 ~ 2 and IIxi - xjll2 ~ 4.
Notice that for all i i= j one has

(Xi, Xj)

=

2 + II x jll 2 -IiXi 21 (Ilxill

xjll 2)
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1

< 2(2+2-4)=0
i.e., the angles between any pair of vectors are at least 7r 12. We first
explain the geometric idea behind the proof. Assume without loss of
generality that XN '=I o. Think of XN as the north pole. We map all
point to the poles and the equator in such a way that all angles between
any pair of points remain at least 7r 12. Then, we apply induction to the
set of points on the equator.
We now give the formal proof. Define the set of vectors
x~
,

={

(XN,XN)Xi -

Xi

(Xi,XN)XN

if (XN,XN)Xi
otherwise

'=I

(Xi,XN)XN

and let x~' = V2xUllxW. Notice that for all i, IIx~'1I2 = 2 (i.e., x~' is on
the surface) and either xi' = ±x'Jv (i.e., xi' is a "pole") or (xi', x'Jv) = 0
(i.e., x~' is on the "equator"). We now prove that IIxi' - xjl/2 ~ 4 for all
i '=I j. If xi' = ±x'Jv or xj = ±x'Jv it is obvious. So, assume xi' '=I ±x'Jv
and xj '=I ±x'f..r. Notice that

IIxi' - xjll = IIxi'1I2 + IIxjll2 - 2(xi',xj)
=

2

> 4

+

2 _ 2 (Xi,Xj)(XN,XN)2

-

(Xi,XN)(Xj,XN)(XN,XN)

IIxill· Ilxjll

because (Xi,Xj), (Xi, XN), (Xj, XN) ::; 0 and (XN' XN) > O. Therefore
all points, except at most two of them, belong to the n-dimensional
subspace orthogonal to XN. By induction hypothesis there are at most
2n such points and N ::; 2(n + 1). 0

2.

The Exponential Sphere Packing
In this section we study the case >"1 p < V2 and prove that for any
radius p > 0 and distance >.. > 0 bounded by >.. < V2p, there exist a

lattice C(L) (with minimum distance >..) with exponentially large clusters
of lattice points. In particular, we show that there exist spheres 8(s, p)
containing 2nD lattice points, where 8 > 0 is a constant that depends only
on the ratio >"1 p. The construction has several additional properties, as
required in the proof of Theorem 4.4. For example, the lattice points
in 8(s,p) are vertices of the fundamental parallelepiped defined by the
(given) lattice basis L. Since we want to prove 'Eheorem 4.4 for any
fp norm, we give a generic construction of lattice L with respect to an
arbitrary, but fixed, norm f p • In the rest of this section an arbitrary fp

97

Sphere Packings

norm is assumed, and 8(s,r) denotes the
radius r centered at s.

2.1

fp

ball {x: IIx - slip :S r} of

The Schnorr-Adleman prime number lattice

We begin by defining a lattice C(L) and prove a lower bound to the
length of the shortest non-zero vector in C(L). The lattice is a generalization (to a generic fp norm) of a similar lattice used by (Schnorr,
1993) and (Adleman, 1995) in a different context. For notational convenience we define a rank k lattice in jRk+l, i.e., we set L to a rectangular
(full-rank) matrix in jR(k+I)xk. A full dimensional lattice with the same
pro2erties can be easily found by simple linear algebra. The definition
of L is parametric with respect to a real a > 0, a sequence of positive
integers a = al," . ,ak and an lp norm (p ~ 1). We use the logarithms
of the integers al to ak as entries in the basis vectors, and define a basis
vector for each ai.
The idea is to map the multiplicative structure of integers aI, ... ,ak
to the additive structure of lattice C(L), defining a basis vector for each
ai and expressing its entries in terms of the logarithm of ai. This way
the problem of finding a sphere containing many lattice points is reduced
to the problem of finding a small interval containing many products of
the ai's. At the end we will set a to some large number (exponential
in k), and a to a sequence of small primes. The existence of a sphere
containing many lattice points will follow from the density of the primes
and a simple averaging argument.
LEMMA 5.3 Let a = [al,"" ak] be a sequence of relatively prime odd
positive integers. Then for any fp norm (p ~ 1), and any real a> 0, all
nonzero vectors in the lattice generated by the (columns of the) matrix

°
[
° ". {Ylnak
~ 1
alnal
° ...°
{Ylnal

L=

E jR(k+1)xk

(5.1)

alnak

have fp norm bigger than {Y21n a.

Proof: We want to prove that for all nonzero integer vectors z E Zk,

IILzlI~ ~ 2ln a.
We first introduce some notation. Let R E jRk be the row vector
(5.2)
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and DE IRkxk be the diagonal matrix

{11nal
D=

0
{11na2
.
..

o
...
o

[

...

Notice that

L=
and IILzlI~ = IIDzlI~
Define the integers

+ a P IRzIP.

0

[!]

J.J

(5.3)

We bound the two terms separately.
k

9 = {}g =

II a!zil.
i=l

Using this notation, the first term satisfies

"Dz"~ = ~)ziIPlnai

because p ~ 1 and the
slightly more complex:

Zi'S

>

L IZi lIn

=

Ing

ai

are integers. Bounding the second term is

=

IIn{} -Ingl

=

In (1

+ mm
I? {Ag~})
.
g,g

Now notice that since z is nonzero, {} and 9 are distinct odd integers
and therefore I{} - gl ~ 2. Moreover, min{{},g} < ..;gg =..;g. By
mono tonicity and concavity of function In{1 + x) over the interval [0,2],
one gets

I{} -

gl)

In ( 1 + min{{},g}

> In

(1 +..;g
2 )
2 In 3
1
>..;g. 2 > ..;g.

Combining the two bounds one gets
"LzlI~ = IIDzlI~

aP

+ aP (Rz)P > Ing + gP/2

99

Sphere Packings

which is a continuous function of g with derivative

!9

(1- E.~).
2 gP/2

The function is minimized (over the reals) when 9
minimum

2lna +

(~) In (~) + (~)

= a 2 (~)2/P

with

> 2lna + (~) lnp > 2lna.

Therefore, for all nonzero integer vectors z, IILzlI~

> 2lna.

0

Notice that a simple (but uninteresting) way to increase the length
of the shortest vector in a lattice is to multiply all the coordinates by
the same scaling factor a. In lattice .C(L) only the last coordinate is
multiplied by the scaling factor. Still, this is enough to make the length
of the shortest non-zero vector arbitrarily large. However, while multiplying all coordinated increases the minimum distance of the lattice by
the same multiplicative factor a, the minimum distance of .C(L) is only
logarithmic in a.

2.2

Finding clusters

In this section we prove that for appropriate choice of the parameters,
there exists a sphere (of radius p) containing many lattice points. Obviously the center of such a sphere cannot be a point in the lattice if one
wants the sphere to contain more than a single lattice point.
We look at spheres with center

(5.4)

where b is a positive integer, and show that there is a close relationship
between finding lattice vectors close to s and approximating the integer
b as a product of the ai's. In particular, we prove that if b can be
approximated by the product of a subset of the a~s, then there are
lattice points close to s. (A converse of this lemma is presented in
Subsection 2.3.)
LEMMA

norm (p

5.4 Let Land s be defined as in (5.1) and (5.4). For any tp
2: 1), reals a,b 2: 1, positive integers al, ... ,ak, and boolean
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vector z E {O, l}k, if the integer g
[b, b(l + l/a)], then

IILz - slip

i. e., lattice point

Lz is within

= ITi ati

belongs to the interval

~ V'lnb + 2,

distance V'ln b + 2 from

s

Proof: Let D and R be as defined in (5.3) and (5.2). Notice that since
z is a 0-1 vector,
IIDzlI~ = Rz = lng,
and therefore

IILz - sll~ = IIDzll~ + aPIRz -lnbl P
= Ing + aPllng -lnblP
= In b + In ~ + a In ~
From the assumption g E [b, b(l + l/a)] and using the inequality In(! +
x) < x (valid for all x i= 0) one gets

r.

I

o <- In!J...b <- In

(1 +.!..) < .!..
a

a

which, substituted in the previous expression, gives
IILz
-

sll~

1
a

< Inb + -

+ 1 ~ Inb + 2.

0

Now let f be a small positive real constant and set a = b(l-l). By
Lemmas 5.3 and 5.4, the minimum distance between lattice points is
bigger than A = t/2(1 - f) In b, and there are many lattice points within
distance V'In b + 2 ~ AI V'2 from S, provided that the interval [b, b + bl ]
contains many products of the form TIiES ai (for 8 ~ {I, ... , k}). If
aI, ... ,ak are the first k odd prime numbers, this is the same as saying
that [b, b + bf ] contains many square free odd (ak )-smooth numbers. (An
integer x is y-smooth if all prime factors of x are at most y. Moreover, x
is square free if all of its prime factors appear with exponent 1.) We now
informally estimate for which values of k and b one should expect [b, b+bl ]
to contain a large number of such products. A rigorous probabilistic
analysis will follow right after.
Fix some integer c > Ilf, and set k = he for a sufficiently large integer
h to be determined. Let aI, ... ,ak be the first k odd primes, and consider
the set of products of all subsets of size h:

M

=

{II
lES

ai :

8 C {I, ... , k}, 181 =

h}.
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Notice that

IMI = (k) =
h

IT k- ~ IT ~ =
i=O

h-

2::

t

i=O

h

h(c-1)h.

(5.5)

So, all elements of M belong to the interval [1, (ak)h]. If we choose b
uniformly at random in this interval, the expected size of [b, b + bt ] is
n((ak)fh) and we can estimate the number of elements of M contained
in [b, b + bt ] to be

th

IMI

n((ak) ). (ak)h 2::

n

(

1 )h

h c(ak)1-E

By the prime number theorem, ak = O(k Ink) = O(h C Inh) and therefore
our estimate is n(h EC - 1 /In h)h > 2h for all sufficiently large h.
Making the above argument more formal, one can prove that there
exists an interval [b, b+bE] containing exponentially (in h) many products
from M. In fact we can do more than just proving that such a b exists:
below we give a natural probability distribution over the integers such
that if b is chosen according to this distribution than [b, b+ bE] is likely to
contain many products. Notice that if square free smooth numbers are
distributed uniformly enough, then all (or most) choices of b are good.
Unfortunately, we do not know enough about the distribution of smooth
numbers to prove that most intervals [b, b + bt ] are good. In particular,
choosing b uniformly at random (from all integers smaller than a~) does
not necessarily give a good interval [b, b + bE] with high probability. In
order to overcome this problem, we exploit the smooth number distribution (whatever it is) to bias the choice of the interval toward those
containing many smooth numbers. The idea is to set b to the product of
a random (size h) subset of the ai's. This way, the interval [b, b + bt ] is
selected with a probability roughly proportional to the number of square
free (ak)-smooth numbers contained in it. So, for example, intervals containing no smooth numbers are never selected, and intervals containing
few smooth numbers are selected with very small probability. The probability of choosing an interval containing few products is bounded in the
next lemma. In fact the lemma is quite general and applies to any set
M of real numbers bigger than 1.

every positive real numbers E E [0, 1), J-L > 1, integer
finite subset M c [1, J-L), if b is chosen uniformly at
then the probability that [b, b + bE) contains less than
M is at most
J-L 1-E • H
t ) nMI < H} <
Pr
{I[b,b+b
() IMI'
bEM
K, E •

LEMMA 5.5 For
H 2:: 1, and any
random from M,
H elements from
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=1-

2f -

1

is a constant that depends on €.

Proof: Let B be the set of all b E M such that I[b, b + bE) n M I < H. We
show that IBI can be partitioned into at most K = J.1. 1- f /~(€) subsets,
each containing less than H elements. It follows that

IBI

K(H - 1)

b~1-{b E B} = IMI ~

IMI

J.1. 1-

f

•

H

< ~(€) .IMI·

Divide [1, J.1.) into pog2 J.1.1 intervals [2m, 2m+1 ) for m = 0, ... , rtog2 J.1.1-1.
Then divide each interval [2m, 2m+1) into 2m /2 fm = 2(1-f)m subintervals
of size 2Em. Notice that each subinterval is of the form [x, x + y) for some
y ~ XE, therefore it contains at most H - 1 points from B. It remains
to count the total number of subintervals. Adding up the number of
subintervals for each interval [2 m , 2m +!) we get
K

=

L

pog21L1-1
2(1-E)m

m=O

=
<

2(1-f)f!og2 ILl - 1

2 1-£

(2

J.1.

-

1

)1-£

21-£

-

1-£

-~D
1 - ~(€)'

Applying this lemma to the set of square free smooth numbers we get
the following corollary.
COROLLARY 5.6 For all reals €, 0 > 0, there exists a constant c such that
for any sufficiently large integer h, the following holds. Let a1,'" ,ak
be the first k = h C odd primes, and M the set of all products TIiES ai,
where S is a size h subset of {1, ... , k}. If b is chosen uniformly at
random from M then the probability that [b, b + bE) contains less than
h oh elements of M is at most 2- h .

Proof: Fix some €, 0> 0 and let c be an integer bigger than (l+o)/€. Let
= a~. Notice that M is contained in [1, J.1.) and, by (5.5), IMI 2 h(c-1)h.
Applying Lemma 5.5 to set M with H = hOh , we get

J.1.

Pr{l[b, b + bE) n MI < H}

<

h Oh . J.1. 1- £
~(€)IMI
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By the prime number theorem, ak = O(k Ink) = O(h C lnh), which substituted in the above expression gives
h6h O(h C In h)(1-£)h
K(E)MC-l)h

(

O(1n h)(1-£)) h
h£c-(I+6)

O(lnh)
< ( h£c-(I+6)

)h

< 2- h
for all sufficiently large h because

EC -

(1

+ 6) > O.

Combining Lemma 5.3, Lemma 5.4, and Corollary 5.6, we immediately get the following theorem.
5.7 For all reals E,6 > 0, there exists an integer c such that
the following holds. Let h be a sufficiently large positive integer, k = hC,
and al,'" ,ak be the first k odd primes. Let b be the product of a random
subset of {aI, ... ,ad of size h and set Q' = bl -£. Define Land '8 as in
(5.1) and (5.4), and let = \1'(1 + E) lnb > 1. Then

THEOREM

r

• all non-zero vectors in .C(L) have £p norm greater than

\1'2 ((1 -

E)/(1

+ E))r,

• with probability at least 1- 2- h (over the choice of b), the ball 8('8, r)
contains more than h 6h lattice points of the form Lz where z is a 0-1
vector with exactly hones.

Theorem 5.7 (or more precisely, its adaption to integer lattices to
be described in Section 3) plays a fundamental role in the proof that
approximating SVP in the £p norm is NP-hard (see Theorem 4.4). When
specialized to the £2 norm, Theorem 5.7 also answers the sphere packing
question posed at the beginning of this chapter.
5.8 For every 'Y < v'2 there exists a constant E > 0 such
that the following holds. For every (sufficiently large) positive integer k,
there is a rank k lattice L with minimum distance ), and a point 8 such
that the ball 8(8, )'h) contains 2k < lattice points.

COROLLARY
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Some additional properties

In this subsection we prove some additional properties about the lattice £(L). The results i~ this subsection are presented to improve our
understanding of lattice L, but they are not used in any proof in the rest
of this book. So, the section can be safely skipped without affecting the
reading of the rest of the book.
We first give a closed expression for the determinant of the lattice.
Then we prove a converse of Lemma 5.4 for the h norm. Namely, we
show that any lattice point sufficiently close to s corresponds to a good
approximation of the integer b as a product of the ai's.
PROPOSITION

of lattice

5.9 For sequence of integers aI, . .. ,ak, the determinant
(5.1) is

L defined in

( 1 + a2

k

L In ai) II In ai·
i=I

Proof: Compute the Gram matrix BT . B and evaluate its determinant.
It can be easily proved by induction on the rank that the value of the
determinant equals the formula in the proposition. 0
The determinant can be used to bound the length of the shortest
vector in the lattice using Minkowski's first theorem. Interestingly,
for appropriate choice of the parameters, the upper bound given l,ly
Minkowski's theorem is not much bigger than the lower bound proved
in Lemma 5.3, and therefore all the successive minima of lattice £(L)
are relatively close to each other.
Finally, we present a converse of Lemma 5.4 for the special case of
p = 1 (similar results might hold in any Ip norm, but assuming p = 1
makes the calculations much simpler). In Lemma 5.4 we showed that if b
can be approximated as a product of a subset of the ai's then there exists
a lattice point close to s. We now show that if there are lattice points
close to s (in the II norm) then b can be approximated as a product of
the ai's in the following sense.
5.1 Let x be an arbitrary (positive) real number and letp/q
be a rational. We say that p/q is a Diophantine 8-approximation of x if
Ip - qbl < 8.
DEFINITION

We prove that if a lattice point is close to s then the corresponding integer is a good Diophantine approximation of b. The following
proposition strengthen a similar result of (Schnorr, 1993).
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PROPOSITION 5.10 Let a, b > 0 be two arbitrary positive constant, and
let Lands be as defined in (5.1) and (5.4). For any integer vector Z s'lJ.ch
that lIiz - slh < Inb, 9 = TI ati is a Diophantine (bja)-approximation
of b.

Proof: Let g, fJ, 9 be defined as in the lemma. We want to find the
maximum of the function IfJ - gbl subject to the constraint IILz - sill <
In b. Notice that
IILz - slh

= InfJ + Ing + allnfJ -

Ingbl

and IfJ - gbl are symmetric with respect to fJ and gb, i.e., if one replaces
fJ by gb and 9 by fJlb the value of the functions is unchanged. Assume
without loss of generality that fJ ~ gb. The problem become to maximize
fJ - gb subject to the constraint
(1

+ a)lnfJ + (1 - a) lng < (1 + a) lnb.

For every fixed value g, the function fJ - gb is maximized subject to the
a-I
above constraint when fJ = bg a + l • So, let's compute the (unconstrained)
maximum of the function
a-I
bg a +1 - gb
This is a continuous function of 9 with derivative

1)

a -- g-o+1
2
b(- b.
a+l

The maximum is achieved when

9 = ( ~+~ )

( 2)
l- a +l

for all a

~

a-I

-2

2b

(a+l)/2

and equals

b

a+l<~

3. 0

In particular, if a = b1- f then for every lattice vector within distance
In b from s, the integer 9 associated to the vector is a Diophantine bf _
approximation of b.

3.

Integer Lattices

In the previous section we e.roved that as far as real entries are allowed
one can easily define a basis Land probabilistically find a vector s with
th~ property that a sphere centered in s of radius slightly bigger than
A(L)I V'2 contains many lattice points. We now prove that the same
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result can be achieved using a suitable integer approximation of Land
The error incurred by approximating (a multiple of) Land s with
integers is bounded in the following two lemmas.

s.

LEMMA

5.11 For all 'fJ ;::: 1 and all integer vectors z

E -Z},

where L = l(k'fJ)Ll is the matrix obtained multiplying L by k'fJ and rounding each entry to the closest integer.

Proof: By triangular inequality

IILzilp

II (k'fJ)Lz + (L -

=

(k'fJ)L}zllp

> I/(k'fJ)Lzl/p - I/(L - (k'fJ)L)zllp
=

-

-

'fJkl/Lzllp - I/(L - (k'fJ)L)zl/p.

It remains to prove that II(L - (k'fJ}L)zl/p ~ kllLzllp. Notice that all
entries in (L - (k'fJ)L) are at most 1/2 in absolute value. Therefore

I/(L - (k'fJ)L}zl/p <

~ I/zl/~ + (2: IZilY
1

< 2" I/zll~ + kPllzlI~
< kllzll p·
Furthermore,

IILzlI~

=

IIDzlI~ + aPIRzlP

>
>

I/DzlI~

IIzlI~

because D 1s diagonal_with all entries greater than 1. This Eroves that
II(L - (k'fJ)L)zl/p ~ kl/Lzl/ p and therefore I/Lzl/ p ;::: ('fJ - l}kl/Lzll p • 0
LEMMA

5.12 For all 'fJ

>0

and all integer vectors z E Zk

where L = l(k'fJ)Ll and s = l(k'fJ)sl are the matrices obtained multiplying Land by k'fJ and rounding each entry to the closest integer.

s
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Proof: By triangular inequality
IILz - slip -

1I((k"7)Lz - (k"7)'s)

+ (L -

(k"7)L)z - (s - (k"7)s)lIp

< II ((k"7)Lz - (k"7)s)lIp + II(L - (k"7)L)z - (s - (k"7)S)lIp
=

"7kllLz - (k"7)sllp

+ II(L -

(k"7)L)z - (s - (k"7}S) lip·

Notice that all entries in (L - (k"7}L) and (s - (k"7}s) are at most 1/2 in
absolute value. Therefore

II(L-(k"7}L}z-(s-(k"7}s)II~ ~ (~) p (lIzll~ + (L IZil + 1y) < kPllzlI~·
Furthermore, IILz - slip ~ IIDzilp ~ Ilzllp because D is diagonal with all
entries greater than 1. This proves that

II(L - (k"7)L)z - (s - (k"7)s) lip ~ kllLz - slip,
and therefore IILz - slip ~ ("7 + 1}IILz - slip.

0

We can now prove Theorem 4.5. This is essentially a variant of Theorem 5.7 where "all the numbers are integers.

Proof [of Theorem 4.5]: We show that for all p
the theorem is satisfied with

1, d > 0 and

~

f

>0

(1- f)1+I/P)
, = ( (1 + f}2+I/P . {12.
Let c be as in Theorem 5.7. On input h, algorithm A computes k = he,
and the first k odd primes aI, a2,"" ak. Let L, s, and be as defined
in Theorem 5.7, and compute the approximations

r

s = l(k/f}Sl,

r = r(1

+ l/f}krj.

Let z E Zk be a nonzero integer vector. We want to bound IILzllp.
We know from Theorem 5.7 that

IILzllp>
Using Lemma 5.11 (with "7

V2~ ~ :r.

(5.6)

= l/f) and (5.6) we get

IILzilp >

>

(~- 1) kllLzllp
(1 - f)1+I/P)
_
( f(1 + f)1/P k{12 . r.

(5.7)
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Notice that r satisfies the bounds r < (1 + 1/f.)Fr + 1 and r
because k ~ 1 and r > 1. Thus, we can bound r as follows:
r

>

=

> (1 + 1/f.)

r-l

(1 + I/f.)k
1 -1/r
~--':-:--:- . r
(1 + 1/f.)k

>

1 - 1/(1 + 1/f.)
·r
{I + 1/f.)k

=

(f. + 1)2k . r.

(5.8)

Combining (5.7) and (5.8) we get

II Lz lip >

(1 - f.)l+l/P)
( f.{1 + f.)l/p

f.

V'2 (f. + 1)2 r = 'Yr.

Now consider the sphere 8(s,r). By Theorem 5.7, for all sufficiently
large h, with probability at least 1- 2- h , the ball 8{s, r) contains at least
h6h lattice points of the form Lz where z is a 0-1 vector with exactly h
ones. For each such point Lz, we can use Lemma 5.12 (with.,., = I/f.) to
bound the distance of Lz from s as follows:

IILz -

slip ~
~

(1

+ 1/f.)kIILz - slip

(1 + 1/f.)kr ~ r.

Therefore Lz belongs to the sphere 8(s,r). This proves that 8(s,r) also
contains at least h 6h lattice points of the desired form. 0

4.

Deterministic construction

The probabilistic construction of Theorem 4.5 is used in Chapter 4 to
prove the NP-hardness of SVP under randomized reductions. Finding
a similar deterministic construction would be useful to obtain an NPhardness result for SVP under Karp reductions. The randomization
in the proof of Theorem 4.5 comes from the fact that we do not know
which intervals of the form [b, b + bE] (for small f. > 0) contain square
free smooth numbers. The problem is solved in Corollary 5.6 choosing b
according to a certain easily samplable distribution. The intuition is that
since there are many square free smooth numbers, then some intervals
must contain many of them. In fact. if square free smooth numbers are
distributed uniformly enough, than any interval [b, b + bE] is good. To
date we dot not know how to prove that square free smooth numbers
are distributed uniformly enough (see Section 5 for further discussion of

109

Sphere Packings

this issue), however, it seems reasonable to conjecture that for any € > 0
there exists a d such that for alllal'ge enough n, the interval [n, n + nf]
contains an (odd) integer which is square free and (logdn)-smooth. This
is Conjecture 1 from Chapter 4. Using the conjecture, we can prove
Theorem 4.9.
Proof [of Theorem 4.9]: For simplicity, we show how to build real L
and s. Integer Land s can be easily obtained using Lemma 5.11 and
Lemma 5.12 as explained in Section 3.
Let € be a positive real between 0 and 1. Let d be an integer (whose
existence is guaranteed by Conjecture 1) such that for all large enough
n there exists a (logd n )-smooth square free (odd) integer in the interval
[n, n + n f/ 2]. Let Land s be as defined in (5.1) and (5.4) with k =
hd+l + h, at, ... , ak the first k (odd) prime numbers, b = a%h/f and
a = b1- f . Notice that since k is polynomial in h, the sequence al, ... , ak
can be generated in deterministic polynomial time.
From Lemma 5.3 we know that for all nonzero vectors z E zh,

IILzllp ~

{/2(1 - €) In b.

We now show that for all x E {O, l}h there exists ayE Zh d+1 such that
(5.9)

where z = [yT,xTjT. Let gx = IT?=1 a~~+l+i. Notice that

b
gx

b

- > Ii
ak

(LI)h

= ak "

h

>2

.

In particular, as h gets arbitrarily large, also (b/g x ) gets arbitrarily large.
So, for all sufficiently large h, there exists a logd(b/gx)-smooth square
free odd integer in the interval
(5.10)

Notice that
logd(b/gx ) ~ logd(b) = O(hlogh)d

< hd+l.

So, (5.10) contains an square free hd+l-smooth odd number, Le., the
hd+1 y.
pro d uct 0 f a subset 0 f al, ... , ahd+l. Let gy = IT i=l ai' be such number,
where y E {O, 1 }hd+l. Multiplying 9y and (5.10) by gx we get
gz = 9x9y E [b, b + bf/ 29x]
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n

hd 1 h
.
where 9z = i=l+ + = 9x9y· Fmally,
we observe that 9x ~ akh = bE/2
and therefore 9z = 9x9y belongs to the interval [b, b+bl ]. By Lemma 5.4,
lattice vector Lz satisfies (5.9). The theorem follows setting r to (a
rational approximation of) {YIn b + 2, and choosing f small enough so
that t/2(1 - f) In blr > 'Y. 0

5.

Notes

The material presented in this chapter is from (Micciancio, 1998),
and part of it also appeared in (Micciancio, 2001d). The upper bounds
in Section 1 were first proved in (Rankin, 1955) for the special case of
spherical codes (i.e., a sphere packing problem with the additional constraint that all points must be at the same distance from the origin). If
we allow arbitrary sets of points with minimum distance .x, an exponentiallower bounds for any .xlp < V2 is already implicit in Gilbert bound
for binary codes (Gilbert, 1952). Non constructive proofs for spherical
codes were given in (Shannon, 1959) and (Wyner, 1965). However, the
points generated by these constructions do not form a lattice. We remark that the lower bounds in (Shannon, 1959; Wyner, 1965) show that
it is possible to pack 2an points, where a is a constant that depends only
on p > V2, while our construction succeeds in packing only 2n '" points.
An interesting question is whether our construction is asymptotically
optimal for lattice packings, i.e., if 2nO (I) is the best we can do, or even
for lattices one can have 2n (n) points inside a small ball.
Variants of the lattice studied in Section 2 have appeared in the computer science literature in various places. A version of the lattice (with
p = 1) was first used by (Schnorr, 1993) to heuristically factor integers by reduction to SVP. (Adleman, 1995) used a similar lattice (with
p = 2) to reduce factoring to SVP under some unproven number theoretic assumptions. Finally, an extended version of Adleman's lattice
is used in (Ajtai, 1998) to prove the NP-hardness of SVP. The proof
of (Micciancio, 2001d) (as presented in Chapter 4), although inspired
by (Ajtai, 1996), goes back to the original lattice of Schnorr and Adleman, considerably simplifying Ajtai's proof. The connection between
the Schnorr-Adleman lattice and sphere packing problems is explicitly
established for the first time in (Micciancio, 1998; Micciancio, 2001d).
This more geometric interpretation of the lattice allowed to translate
the techniques of (Micciancio, 1998) to other areas, and prove analogous
results for coding problems (Dumer et aI., 1999).

Chapter 6

LOW-DEGREE HYPERGRAPHS

The goal of this chapter is to prove Theorem 4.6. The theorem states
that if Z c {O, 1}k is a set of binary vectors, each containing exactly
h ones, and IZI ~ h!k 4v'iin/f, then there exists a matrix T E {O,1}nXk
such that {O, 1}k ~ T{Z), where T{Z) denotes the set {Tz : z E Z}. In
other words, for every x E {O, 1}n there exists a z E Z satisfying x = Tz.
Moreover, Theorem 4.6 states that if T E {O, 1}nXk is chosen at random
setting each entry to 1 independently with probability p = €/(4hn),
then {O, I}k ~ T{Z) with high probability (namely, probability at least
1 - 6€). In Chapter 4, Theorem 4.6 is used to prove the NP-hardness
of approximating the shortest vector problem under RUR-reductions.
However, the theorem has a purely combinatorial interpretation and it
is better understood if reformulated in terms of hypergraphs, without
any reference to integer lattices or matrices. A hypergraph is a pair
(V, Z), where V is a finite set of ve1'tices and Z is a collection of subsets
of V, called hyperedges. If all the elements of Z have the same size, then
we say that (V, Z) is regular, and the common size of all hyperedges is
called the degree of the hypergraph.
Theorem 4.6 can be reformulated in terms of regular hypergraphs as
follows. Let (V, Z) be an h-regular hypergraph, and let r = (TI,"" Tn)
be a sequence of subsets of V chosen at random including each element
of V in Ti independently with probability p = €/(4hn). For any subset
of vertices U ~ V, let
T{U) = (ITI

nUl, IT2 nUl,.··, ITn n UI)

and define T{Z) = {T{U) : U E Z}. We want to prove that if IZI >
h!1V1 4 v'iin/f, then {O, l}n ~ T{Z) with probability at least 1 - 6€.
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The correspondence between the matrix and hypergraph formulation
is immediate: identify the hyperedges with the corresponding characteristic vectors in {O, 1}IVI and the sequence T = (TJ , ••• , Tn) with a
matrix T E {O,l}nx IVI whose rows are the characteristic vectors of the
sets Ti. Then T(U) = Tu where u is the characteristic vector of set
U. (Notice that for any two vectors X,Y E {O, l}IVI, the scalar product
x . y = l:!~~ XiYi equals the size of the intersection of the corresponding
sets.) With slight abuse of notation, in the rest of the chapter we will
use T to denote either a boolean matrix or the corresponding sequence
of sets.
It can be proved that for any (not necessarily regular) hypergraph
(V, Z), if IZI > Win, then there exists a solution consisting of singleton
sets 111 I = 1. This is essentially a combinatorial result proved, independently, by Sauer, Perles and Shelah, and, in a slightly weaker form,
by Vapnik and Chervonenkis, which is usually referred to as Sauer's
Lemma. The proof of this result is relatively simple, but not constructive: it only asserts that T exists, without giving any effective (even
probabilistic) way to find it. Theorem 4.6 can be regarded as a effective
probabilistic variant of Sauer's Lemma.
The proof of Theorem 4.6 is divided in two stages. We first prove a
weaker result: we show that every vector x E {O, l}n belongs to T(Z)
with very high probability. Then, we prove a stronger property as stated
in Theorem 4.6. The difference between the weak and strong version of
the theorem is in the order of quantification. While the theorem in its
strong form asserts that with high probability T is good for all target
vectors x, the weak version only says that for any fixed target vector x,
matrix T is good with high probability.
The weak version of the theorem is proved in Section 2 using a relatively simple argument based on Chebychev inequality. Then, in Section 3 we show that the strong version of the theorem can be easily
derived from the weak one using ideas similar to those arising in the
proof of (the standard non constructive version of) Sauer's Lemma. So,
we begin in Section 1 by presenting a simple proof of Sauer's Lemma.
Even if this result is not used in the rest of the book, the proof in
Section 1 gives a first exposure to the ideas that will later be used in
Section 3 to prove Theorem 4.6.

1.

Sauer's Lemma

In this section we present a proof of Sauer's Lemma,. This combinatorial result is usually stated in terms of the Vapnik-Chervonenkis
dimension (VC-dimension) of a range space. In order to avoid the intra-
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duction of new concepts, we reformulate Sauer's Lemma in terms of the
sets Tl, ... ,Tk and Z. Sauer's result is essentially a solution to our combinatorial problem with the restriction that the 11 's must be singleton
sets, i.e., sets containing exactly one element.
When the Ti'S are singleton sets, the linear operation associated to
T is more easily described by the projection onto some set G ~ V as
follows. For any hypergraph (V, Z) and for any subset of nodes G ~ V,
define the restriction of Z to G by

ZIG = {A n G: A E Z}.
Notice that for every set G
alent:

~

V, the following two conditions are equiv-

• ZIG = p(G) is the power set of G,
• {O, l}G ~ T(Z) where T = ({a} )aEG is a sequence of
containing a single element of G.
LEMMA 6.1 (SAUER'S LEMMA)

IGI

sets, each

Let V be a set of size k and Z be a

collection of subsets of V. Let

[k,n] =

t

i=O

(~)
~

be the number of subsets of V of size at most n. For all n, if IZI
then there exists a set G of size n such that ZIG = p(G).

~

[k, n]

Proof: The proof is by induction on k + n. If k = n = 0 the assertion
is trivially true. Notice that [k, n] = [k - 1, n] + [k - 1, n - 1]. Assume
that the lemma holds for k - 1, nand k - 1, n - 1, and let's prove it for
k, n. Let IVI = k and IZI ~ [k, n]. Pick an element a from V and define
U = V \ {a} and the following two collections of subsets of U:

Zo = {A

~

U : A E Z}

21 = {A ~ U : A U

Notice that

lUI =

{a}

E Z}.

k - 1 and

IZo U Zd

+ IZo n ZII

=
=

IZol + IZll
IZI

~

[k,n]
[k - 1, n] + [k - 1, n -1].

=
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Therefore, either IZo U Z11 ~ [k -l,n] or IZo n Z11 ~ [k -l,n -1]. We
deal with the two cases separately:
• if IZo u Z11 ~ [k - 1, n], then by inductive hypothesis there exist a
set G ~ U C V of size IGI = n such that (Zo U Zilic = p(G). Since
a ~ G, Zic = (Zo U Zilic = p(G) .
• if IZo n Z11 ~ [k - 1, n - 1J, by inductive hypothesis, there exists a
set G' ~ U C V of size IG'I = n -1. such that (Zo n ZIllc' = p(G').
Let G = G' U {a}. We now show that Zic = p(G). The inclusion
Zic ~ p(G) is obvious. So, let us prove p(G) ~ Zic. Let A E p(G)
be any subset of G. Notice that A \ {a} belongs to both Zoic' and
Zdc'. Therefore A \ {a} E Zc and A U {a} E Zc. Since A equals
either A \ {a} or A U {a}, it follows that A E Zc. 0
Since [k, nJ < k n , one immediately gets the following corollary. We
remark that the corollary is already enough to prove the NP-hardness
of SVP under nonuniform reductions. (See Corollary 4.8.)
6.2 Let Z C {a, l}k be a collection of boolean vectors. If
IZI ~ kn then there exists a matrix T E {O,l}nxk such that {a, l}n ~
T(Z).
COROLLARY

Observe that the bound in Sauer's Lemma is tight: if Z is the set of all
subsets of V of size n or less, then IZI = [k, n] and any set G satisfying
the assertion in the lemma has size at most n. The proof of the lemma
suggests a possible way to find the set G: select the elements of V one
at a time. For each a E V, if there are a lot of subsets A such that
both A \ {a} and A U {a} belong to Z, then include a in G, otherwise
discard it, project Z onto V \ {a} and go on to the next element. The
problem is that the step of deciding whether a given a E V is good or
bad may not be effective. Notice that a single element might belong to
all sets in Z (or none of them), and stilllZI be quite large, and selecting
such an element would be disastrous. We show in a later section that
when Z is very large (IZI ~ 2k), then G can be chosen at random and a
probabilistic analogue of Sauer's Lemma holds. But first one has to get
rid of the bad elements. This is accomplished in the proof of the weak
version of the theorem.

2.

Weak probabilistic construction

In this section we prove a weaker version of Theorem 4.6: we show
for every vector x E {a, l}n, X E T(Z) with high probability. (See
Theorem 6.8 for the exact statement.) Consider the target vector x

115

Low-degree Hypergraphs

as fixed. We want to bound the probability that T(U) t= x for all
U E Z. Since the set Z is very big, the expected number of U E Z such
that T(U) = x is also very high. Unfortunately, this is not sufficient
to conclude that with high probability there exists a U E Z such that
T(U) = x, because the events T(U) = x (indexed by the hyperedges
U E Z) might be strongly correlated. Notice that if U and U' are disjoint
(Le., unu' = 0), then the corresponding events are independent. In fact
the size of the intersection IUn U'I is a good measure of the correlation
between the events T(U) = x and T(U') = x. Notice that if IZI is big,
then many hyperedges in Z intersect because there cannot be more than
nih mutually disjoint hyperedges. However, one can still hope that for
most of the pairs U, U' E Z, the intersection Un U' is very small. This
is not necessarily true for any hypergraph Z, but one can show that if
Z is sufficiently large, then it must "contain" (in some precise sense to
be specified) a large hypergraph with this small intersection property.
The proof of the theorem is divided in three steps:
1 We first show that the probability that x f/. T(Z) can be bounded by
the expectation
Exp[et?R - 1],
(6.1)
R

where {) is a small positive real, and R = IU n U'I is the random
variable defined as the size of the intersection of two randomly chosen
hyperedges U, U' E Z.
2 Then, we show that Z "contains" a hypergraph such that the intersection of two randomly selected hyperedges is very small with high
probability.
3 Finally, we prove the weak version of the theorem applying the bound
(6.1) to this hypergraph contained in Z.
Each of the above steps is described in the following subsections.

2.1

The exponential bound

We start by computing the probability that T(U) = x for some fixed
set U. In the next lemma we prove a more general statement concerning
the probability that two events T(U) = x and T(U') = x are simultaneously satisfied and relate it to the size of the intersection r = IU n U'I
of the two sets U, U' .

6.3 Let x E {a, l}n be any boolean vector, U, U' C V be two sets
of size d and let T = (TI , ... , Tn) (where Ti ~ V for all i = 1, ... , n)
be chosen at random including each element of V in Ti independently

LEMMA
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with probability p. Then, the probability (over the choice of T) that both

T(U) and T(U') equal x is

CP(r) =
where

r = IU n U'I,

(1 _ p)(2d-r)n [ ~ + (P(d - r))

I-p

and

IIxlli

2jllXlh

I-p

is the number of 1 's in vector

,

x.

Proof: Since the sets TI, ... ,Tn are chosen independently,
n

Pr{T(U)
T

= T(U') = x} = II
:pr{l1i n UI = 11i n U'I = Xi}.
. IT,
&=

We prove that for all i = 1, ... , n,

First consider the case Xi = 0 and compute the probability (over the
choice of 1i) that 11i n UI = 11i n U'I = O. This is true if and only if
none of the elements of U U U' belongs to Ti, so the probability is

Now consider the case Xi = 1 and compute the probability (over the
choice of 1i) that ITi n UI = 11i n U'I = 1. This is true if and only if
either (1) 1i contains one element of un U' and no other element of
U U U', or (2) Ti contains one element of U \ U', one element of U' \ U,
and no other element of U U U'. Event (1) has probability
IU n U'I· p(1 - p)!UUU'I-I = (1 _ p)2d-r

(~)
I-p

while event (2) has probability
IU \ U'I .IU' \ UI . p2(1 _ p)!UUU'I-2

= (1 _ p)2d-r (P(d -

r))

I-p

2

Adding up the two probabilities, we get

Pr{ITinUI
T,

= ITinU'1 = I} = (l_p)(2d-r) (~+
(p(d-r))2).0
I-p
I-p
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= U'

in the previous lemma one gets the following

Let x E {o,1}n be a boolean vector, U ~ V a subset of
size d, and choose T = (TI,"" Tn) at random as in Lemma 6.3. Then,

COROLLARY 6.4

~{T(U)
Notice that when
Pr{T(U)

d )IIXlh

= x} = <p(d) = (1 - p)dn ( 1~ p

un U' = 0,

= T(U')

= x}

=

<p(O) = <p(d)2
Pr{T(U) = x} Pr{T(U')

i.e., the events T(U) = x and T(U')
prove the following proposition.

=x

= x},

are independent. We can now

6.5 Let (V, Z) be ad-regular hypergraph and let T be a
sequence of subsets of vertices (T1 , ••• ,Tn) chosen at random including
each element of V in Ti independently with probability p. Then, for each
x E {o,1}n the probability (over the choice of T) that x ~ T(Z) is at
most EXPR[e1?R] -1, where {) =
~ and R = Iunu'l is the random
variable defined as the size of the intersection of two randomly chosen
hyperedges U, U' E Z.
PROPOSITION

0+

Proof: Fix some vector x E {O, l}n and choose T at random as specified
in the proposition. For all U E Z, let Xu be the indicator random
variable
X _
if T(U) = x,
u0 otherwise.

{1

Define the random variable X = 2: UE z Xu. Notice that X
only if x ~ T(Z). Moreover, if X = 0 then IX - Exp[X] I
Using Chebyshev's inequality we get the following bound:
Pr{x ~ T(Z)}

=
<
<

= 0 if and
~

Exp[X].

Pr{X = O}
Pr{IX - Exp[X]I ~ Exp[X]}
Var[X]
Exp[X]2

= Exp[X2]

_ 1.

Exp[X]2

So, let us compute the moments Exp[X] and Exp[X2]. For the first
moment we have
Exp[X]
T

=L

UEZ

Exp[XuJ
T

=L

Pr{T(U) = x}

UfZ T

= IZI· <p(d),
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and for the second one

E~p[X'l

= E;p [
=

Exp [
T

L

=

n U'!

L

U,U'EZ

~P

R

is the size of two randomly chosen U, U' E Z.

2.2

+

p)-nR

(1+

1

rJ -

~ JR (;:, + 1

<

E~p [e~e~]

=

Exp[e t7R - Ij,

-a =

1

[(1- CI ;:)R (1- ~)'rll'] -I

< E;p [

where

= T(U') = x}

~{T(U)

~r{x ¢ T(Z)} = EX~(~~~R)j =

Xu . XU,]

U,U'EZ
!Z!2. Exp[<I>(R)],

=
where R = !U
Therefore,

(~ Xu ) ']

1

-1

R

G + ~.

0

Well spread hypergraphs

In the previous section we showed that the probability that x ¢ T(Z)
is at most EXPR[e t7R j -1. Obviously, the bound is interesting only when
EXPR[e t7R ] < 2. Notice that this can be true only if

Pr{ R
R

= r} <

e

-t7r

for all but a single value of r. Therefore the probability Pr R {R = r}
must decrease exponentially fast in r. This is not necessarily true for
any low degree regular hypergraph Z. In this section we show that if Z
is sufficiently large, then Z must "contain" a hypergraph such that

f>J{R

= r}

$ 1/r!.
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More precisely we show that Z contains a hypergraph satisfying the
following property.
DEFINITION 6.1 Let (V, Z) be ad-regular hypergraph. Z is well spread
if for all W ~ V of size at most d, the fraction of hyperedges containing
W is at most

I{U E Z : W ~ U}I <

IZI

-

1

d(d - 1) .. · (d

-IWI + 1)

= (d -IWI)!
d!

well spread hypergraphs have the important property that the size of
the intersection of two randomly selected hyperedges is small with very
high probability, as shown in the next lemma.
LEMMA 6.6 Let (V, Z) a regular well spread hypergraph. Choose U and
U' in Z independently and uniformly at random and let R = IU nU'l.
For all r > 0,

1

Pr{R 2: r} < ,.
R
r.
Proof: Let d be the degree of the hypergraph. We prove that for any
fixed set U of size d, the probability that IU n U'I ~ r when U' is chosen
at random from Z is at most ~. If IU n U ' I 2: r then U ' contains a
subset of U of size r. Therefore, by union bound,

uflz {IU nu'l 2: r} S

L

ufl}W ~ U' }

L

I{U'

WE(~)

=

E

WE(~)

Z: W ~ U'}I

IZI

'

where (~) denotes the set of all the size r subsets of U. Since Z is well
spread, the fraction I{U ' E Z : W ~ U'}I/IZI is at most (d~?, which
substituted in the previous expression, gives

Pr

U'EZ

{I U n U' I ~ r}

S (d) (d - r)!
r
d!

= ~.
r!

0

We now show how to find well spread hypergraphs "inside" any sufficiently big regular hypergraph. For any subset W ~ V, define the
induced hypergraph
Zw = {U ~ V \ W : U U W E Z}.
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In other words, Zw is the set of hyperedges containing W, with the
nodes in W removed. Notice the following basic facts:
1 hypergraph Z is well spread if for every set W of size at most d,
IZwl ~ (d-1~i)! IZI.
2 Zw is d'-regular with d'

= d -IWI.

= 0 then Zw = Z.
(Zw)u = Zwuu if W n U = 0, and (Zw)u = 0 otherwise.

3 If W
4

5 If IWI

> d then

Zw

= 0.

In the following lemma we prove that for any regular hypergraph Z,
there exists a set W such that Zw is well spread.
LEMMA 6.7 Let (V, Z) be an h-reguZar hypergraph. Then there exists a
set W C V such that (V, Zw) is well spread and IZwl > IZI/h!.

Proof: If (V, Z) is well spread, let W = 0 and the statement is obviously true. Otherwise, there exists some set W of size at most h such
that IZwl > (h-lfl)! . IZI. Let W be maximal (with respect to the set
inclusion ordering relation) among these sets. Obviously, IZwl > IZI/h!.
Notice that Zw is d-regular, with d = h - IWI. We prove that (V, Zw)
is well spread. Let U be a subset of V of size at most d. There are three
cases:
1 If U n W
2 If U

i= 0 then I(Zw)ul = 0 ~ (d-JYI)! ·IZwl.

= 0, then I(Zw)ul = IZwl = ~ ·IZwl.

3 Finally assume U =j:. 0 and U n W
have
I(Zw)ul

= 0.

By the maximality of W we

=

IZuuwl

<

(h

-I~!U WI)! IZI

(d

-1U1)! (h -IWI)! IZI

=

d!

h!

< (d - d!IUD! IZw·I

0
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Proof of the weak theorem

We now combine the tools developed in the previous sections to prove
the following theorem.
6.8 For every sufficiently small constant f > 0, positive integer nand h-regular hypergraph (V, Z) of size IZI > h!lVlv'hn/E the following holds. Choose T = (Ti , ... , Tn) (where Ti ~ V for all i = 1, ... , n)
including each element of V in Ti independently at random with probability p = f/(hn). Then, for every x E {O, l}n,
THEOREM

Pr{x E T(Z)} > 1 - Sf.
Proof: From Lemma 6.7, there exists a subset W c V such that (V, Zw)
is well spread and IZwl 2: IZl/h! > IVIv'hn/E. Choose T at random as
specified in the theorem. Let F be the event that none of the elements of
Ware included in any set Ti. Notice that Pr{ -,F} ::; IWlnp ::; hnp = f.
Notice also that
Pr{x
T

rt T(Z) IF} <
Pr{x rt T(Zw)}
- T

Let d be the degree of Zw. Since IZwl ~ (I~I) < IVld and IZwl >
IVIv'h n/ E, hypergraph Zw has degree at least d> ../hnlt:.
Applying Proposition 6.5 to d-regular hypergraph Zw, the probability
(over the choice of T) that x rt T(Zw) is at most EXPR[e I1R ] - 1, where
R is the size of the intersection of two random elements in Zw and

{) =

np

-1---p

n

+ p-d,2-

f

hn 2

- - +fd2
= h - fin
f

< --+f.
1-f

But Zw is well spread, so by Lemma 6.6, PrR{R 2: r}
expectation EXPR[e I1R ] can be bounded as follows:

=

< 1/r! and the

L el1r 1i{ R = r}
r20

=
=

L el1r ( 1i{ R 2: r} - ~r{ R 2: r + 1} )
r20
L e l1r ld{R 2: r} - L e (r-i) ld{R 2: r}
l1

r20

r2i
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=

1 + (1-

e- Le
l1 )

l1T

!i{R 2:: r}

T~l

el1T

< l+1?L-,
r.
T~

=

1

iJ

1 + 1? (ee - 1).

So, the probability that x ¢ T(Z) given F is less than 1?(eeiJ - 1) and
~r{x

¢ T(Z)}

< Pr{-,F} + Pr{x ¢ T(Z) IF}
<

Using the bound 1?
small f

+ 1?(eeiJ

- 1).

< f(l + 1/(1 - f)), we get that for all sufficiently
~{x

3.

f

¢ T(Z)}

~ 5f.

0

Strong probabilistic construction

In the previous section we proved that for every boolean vector x,
if T is chosen as described in Theorem 6.8, then with high probability
there exists a U E Z such that T(U) = x. It follows by an averaging
argument that with high probability the size of T(Z) n {a, l}n (the set
of all boolean vectors that can be represented as T(U) for some U E Z)
is almost equal to the size of the whole {a, l}n. We now show how to
project T(Z) n {a, l}n onto the set of all binary strings of some shorter
length.
Remember the restriction operation ZIG defined in Section 1. Here
we reformulate the same operation using vector notation. For any vector x E {a, l}n and subset of coordinates G ~ {I, ... , n}, define the
restriction xlG E {a, 1}IGI as the vector obtained taking the coordinates
of x with index in G. The restriction operation is extended to set of
vectors in the obvious way: WIG = {xiG : x E W}. The next lemma
shows that the probability that a random restriction WIG covers the
whole set {O, I} G of binary strings is at least equal to the density of IWI
in {O, I} n. Our proof closely resemble the proof of Lemma 6.1 and can
be considered as a probabilistic variant of Sauer's Lemma.
6.9 Let W be a subset of {a, l}n. If G is chosen uniformly at
random among all subsets of {I, ... ,n}, then
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Proof: By induction on n. The base case n = is trivially true. (Notice
that {O,l}G = {O,l}n = {c} and WIG = W = {O,l}G if and only if
IWI = 1.) So, assume the statement holds for all W ~ {O, l}n and let us
prove itfor W ~ {O, l}n+l. Choose G at random and let G' = G\ {n+ I}.
Notice that G' is a random subset of {I, ... ,n}. Define the following
sets:

Notice that IWI

= IWol + IWII = IWo U WI! + IWo n WII.

• either (n + 1) E G and (Wo n WdlG'
• or (n

+ 1) ¢ G and

= {O, l}G

Moreover, if

1

(Wo U WdlG' = {O, l}G 1 ,

then WIG = {O, l}G. Therefore, using the inductive hypothesis, we get
Pr{WIG = {O, l}G}

:2: Pr{(n + 1) E G} Pr{(Wo n WdlG' = 2G'}

+ Pr{(n + 1) ¢ G} Pr{(Wo U WdIG' = 2G
> ~ (IWo U WI!) ~ (IWo n Wd)
2
2n
+2
2n
IWo UWII + IWo nWd
=

=

IWI
2n + l

·

1

}

o

Now, we are ready to prove Theorem 4.6.
Proof [of Theorem 4.6]: Instead of choosing the matrix T E {O, 1}nXk
as specified in Theorem 4.6, we do the following mental experiment. First
choose a bigger matrix T' E {O, 1}4nXk at random by setting each entry
to 1 independently with probability p = 4E/(hn). Then choose a random
subset G ~ 1, ... , 4n of its rows. If G has size at least n, set T to the
sub-matrix of T' with rows corresponding to the first n elements of G.
If G has less than n elements, the experiment fails and T can be set to
any n x k matrix.
Let W = T'(Z) n {O, 1}4n. Notice that the probability distribution
of matrix T (conditioned on the event IGI :2: n) is the same as in Theorem 4.6. Moreover, if IGI :2: nand {O, l}G ~ WIG then {O, l}n ~ T(Z).
So, we can bound the probability that matrix T does not satisfy Theorem 4.6 as the sum of the probabilities that IGI < nand {O, l}n ~ T(Z).
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Notice that Exp[lGIJ
inequality
Pr{IGI

= 2n

and Var[lGIJ

= n.

< n} <

So, by Chebychev's

Pr{IIGI- Exp[IGIJI
< Var[lGIJ
n2

< n}

1

= -n < €
for all sufficiently large n. Now, let us bound the probability that
{O, I}G ~ WIG when G and T' are chosen at random. Using Lemma 6.9
and the independence of G and T', one gets
Exp[Pr{ {O, I} G ~
T'

G

WIG}]

> Exp [IWI]
24n

T'

=
=
>

Exp [
T'

Pr

xE{O,l }4n

[x E

W]]

Exp

[pr[x E T'(Z)]]

min

Pr{x E T'(Z)}

XE{O,1}4n

T

XE{o,1}4n T'

> 1 - 5€.
Therefore the probability that {O, l}n Cl T(Z) is at most 5€. By union
bound, with probability at least 1 - 6€ matrix T satisfies Theorem 4.6.

o

4.

Notes

A probabilistic variant of Sauer's lemma was first proved by (Ajtai,
1998), and used to establish the first NP-hardness result for SVP. Ajtai's
construction and proof is rather involved, with sets n chosen according
to easily samplable, but not independent, probability distributions. In
this chapter we presented an alternative construction from (Micciancio,
1998; Micciancio, 2001d) with a simpler analysis. Moreover, the performance of our construction is arguably better than Ajtai's. Parameters
k, h, n in (Ajtai, 1998) (as well in Theorem 4.6) are polynomially related,
but the technicality of the proof in (Ajtai, 1998), makes it hard to extract the exact relation, which is currently unknown. So, an accurate
comparison between the two results is not possible.

Chapter 7

BASIS REDUCTION PROBLEMS

In the first chapters of this book we studied the shortest vector problem and the closest vector problem both from an algorithmic and computational complexity point of view. In fact, the algorithms presented
in Chapter 2 to approximately solve SVP and CVP do somehow more
than just finding an approximately shortest lattice vector, or a lattice
vector approximately closest to a given target. For example, the LLL
algorithm on input a lattice basis B, outputs an equivalent basis B' such
that not only b~ is an approximately shortest lattice vector, but also all
other basis vectors bi are not too long. Moreover, LLL reduced bases
have relatively good geometric properties that make them useful to solve
other lattice problems. In particular, we have seen that if an LLL basis
is used, then the nearest plane algorithm always finds a lattice vector
approximately closest to any input target point. The problem of finding
a "good" basis for a given lattice is generically called the basis reduction
problem. Unfortunately, there is not a unique, clearly defined notion of
what makes a basis good, and several different definitions of reduced basis have been suggested. In this chapter we consider the most important
notions of basis reduction, define approximation problems naturally associated to such notions, and study the relation between these and other
lattice problems.

1.

Successive minima and Minkowski's reduction

A possible way to define reduced bases is to identify good bases with
bases all of whose vectors are short. In Chapter 1 we have seen that for
any lattice A of rank n with successive minima AI, ... , An, there exist linearly independent vectors s 1, ... ,Sn of length II Si II = Ai. It immediately
follows from the definition of successive minima that these lengths are in-

126

COMPLEXITY OF LATTICE PROBLEMS

deed optimal, i.e., for any linearly independent lattice vectors S1, ... ,Sn
(in particular, for any lattice basis) if the vectors are sorted in order
of increasing length IIs}1I ~ IIs211 ~ ... ~ IIsnll then IIsill ? Ai for all
i = 1, ... , n. However, the converse is not necessarily true: there are
lattices for which no basis b}, ... , b n exists such that IIbi ll ~ Ai for all
i = 1, ... ,n. Consider for example the lattice of all integer vectors such
that all coordinates have the same parity, i.e., either all coordinates are
even or they are all odd. (A possible basis for this lattice is given by
vectors bi = 2ei for i = 1, ... , n - 1 and b n = E~=} ed For n ? 4, the
length of the shortest nonzero lattice vector is clearly Al = 2. Moreover,
the lattice contains n linearly independent vectors 2ei of length exactly
2. Therefore Ai = 2 for all i = 1, ... ,n. However, it is easy to see that
any basis B' generating this lattice must contain a vector of length at
least ..;n. This is because if all vectors b~ have even coordinates, then B'
does not generate the whole lattice and it is not a basis. On the other
hand, all vectors with odd coordinates have length at least ..;n and for
n > 4 this is strictly bigger than An = 2.
The approximation problem associated to finding linearly independent
lattice vectors of length as short as possible is formalized below.
DEFINITION

7.1 The "(-approximate Successive Minima Problem (de-

noted SMP,,() is defined as follows. Given a lattice basis B, find linearly
independent vectors S such that IIsill ~ "(Ai for all i = 1, ... , n. The
decision (or promise) version of this problem (GAPSMP,,() is, given a
basis B and a sequence of values r}, ... , rn, decide if Ai ~ ri for all
i = 1, ... ,n, or there exists an i such that Ai > "(. rio If neither of these
conditions is satisfied, then (B, r1, ... ,rn ) violates the promise, and any
answer is allowed.
It is easy to see that GAPSMP,,( can be efficiently reduced to the
search problem SMP,,(: on input (B,r}, ... ,rn ), one calls the SMP,,(
search oracle on input B. Let S be the set of linearly independent
vectors returned by SMP,,(, Then, if IIsill ~ "(. ri for all i = 1, ... ,n
accept, otherwise reject.
Another simple observation is that the shortest vector problem SVP "(
(or its promise version GAPSVP"() is (Karp) reducible to SMP,,( (resp.
GAPSMP,,(), For the search version, on input B, one calls the SMP,,(
oracle on input B to obtain linearly independent vectors S}, ... ,Sn' Then
S1 is a solution to SVP"(. For the promise version, on input GAPSVP"(
instance (B, r), one outputs GAPSMP,,( instance (B, r, c, ... ,c), where c
is a sufficiently large constant such that c ? An. (For example one can
set c to the maximum length of the input basis vectors.) It is easy to
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see that if (B, r) is a YES instance, then (B, r, c, ... ,c) is a YES instance,
while if (B, r) is a NO instance then (B, r, c, ... ,c) is a NO instance.
Notice that when 'Y = 1, the condition on the lengths of vectors Si in
the definition of SMP"I can be inductively reformulated as follows:
• SI is a shortest nonzero vector in the lattice,
• IISili ~ IIvil for any lattice vector v linearly independent from previously determined lattice vectors SI, ... , Si-l.
However, if an approximation factor 'Y is allowed, then the inductive definition is somehow misleading: even if SI, ... ,Sn is a solution to SMP 'Y
then it is not necessarily true that for all i = 1, ... , n, vector Si satisfies IISili ~ 'Yllvll for all lattice vectors v linearly independent from
SI, ... ,Si-l. For example, assume 'Y = 2 and consider the two dimensionallattice generated by b 1 = el and b2 = 2e2. Clearly Al = 1 and
A2 = 2. Therefore vectors SI = b2 and S2 = 3b 1 + b 2 are a solution to
SMP"I because IIsdl = 2 ~ 'YAI and IIs211 = v'I3 < 'YA2. However, SI and
S2 do not satisfy the inductive definition because there exists a lattice
vector v = b i linearly independent from SI such that Ils211 > 'Yllvll = 2.
A classic notion of reduced basis in which vectors are required to be
as short as possible is that of Minkowski.
7.2 A basis B is Minkowski reduced if for all i = 1, ... ,n
vector bi satisfies Ilbill ~ IIb~1I for any lattice vector b~ such that the
sequence b 1 , ... , b i- I , b~ can be completed to a basis, i. e., there exist
lattice vectors b~+ 1 , ... ,b~ such that b l , ... , bi-I, b~, ... ,b~ is a basis
for C(B).
DEFINITION

Generalizing the definition of Minkowski to approximate versions is
not an easy task. The problem is that the definition is intrinsically
sequential, and the choice of the basis vectors at the beginning of the
sequence may affect the possible choices for basis vectors in subsequent
positions. Replacing the condition Ilbill ~ IIb~1I in the definition with
IIbili ~ 'Yllb~1I gives problems similar to those pointed out above when
talking about linearly independent sets. Another possibility is to define 'Y-approximate Minkowski reduced basis as a basis B such that
IIbili ~ 'Yllb~1I (for i = 1, ... , n) for some Minkowski reduced basis
B'. The problem with this definition is that requiring IIbili ~ 'Yllb~1I
for some Minkowski reduced basis B' does not necessarily implies that
IIbili ~ 'Yllb~1I for any Minkowski reduced basis. So, there might be
Minkowski reduced bases that are better than B by more than a 'Y multiplicative factor. An alternative and stronger definition might be to
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require conditions IIbill ~ ,lIbill to hold for any Minkowski reduced basis B' or even requiring IIbill ~ ,Ai. (Notice that Ai ~ IIsill is true for
any sorted set of linearly independent lattice vectors, and, in particular,
for any Minkowski reduced basis S = B'.) The problem with these last
two definitions is that for values of, close to 1, there is no guarantee
that a solution to the problem exists, which is undesirable. (Later on,
in this chapter, we will see that, when, 2: ..[ii, for any lattice A of rank
n there exists a basis B such that IIbili ~ ,Ai.)
Since Minkowski reduced bases do not playa particularly significant
role in the study of the computational complexity of lattice problems,
we do not define an approximation problem associated to Minkowski's
reduction theory, and move on to a different and more easily defined
notion of approximately shortest basis. We relax the condition on each
basis vector Si being individually as short as possible, and replace it with
a global condition on all basis vectors bi. Namely, we use the maximum
length
(7.1)
JL{B) = max IIbill
t

as a measure of the length of a basis, and ask for a basis B such that
JL{B) is as small as possible.
DEFINITION 7.3 For any lattice A, let JL{A) be the minimum value of
JL{B) when B ranges over all possible bases of A. The ,-approximate
Shortest Basis Problem (SBP'Y) is, given a basis B of rank n, find an
equivalent basis B' such that JL{B') ~ , . JL(.C(B)). The corresponding
promise problem G APSBP 'Y is, given a basis B and a value r, decide if
there exists a basis B' equivalent to B such that JL{B') ~ r, or for all
equivalent bases {L{B') > , . r. If neither of these conditions is satisfied,
then the promise is violated and any answer is allowed.

As usual, the promise problem GAPSBP'Y immediately reduces to
S B P'Y' (The details are left to the reader as an exercise.) If we do not
require B to be a basis, and look for a set of linearly independent lattice
vectors S such that {L{S) is minimized, then it is clear that there always
exists a set such that {L{S) ~ An and that this value is optimal. This is
the shortest linearly independent vectors problem defined below.
DEFINITION 7.4 The (approximate) Shortest Independent Vectors Problem (denoted SIVP'Y) is, given a basis B of rank n, find linearly independent lattice vectors Sl,"" Sn such that IISili ~ , . An(.C{B)) for all
i = 1, ... ,n. The corresponding promise problem GAPSIVP'Y is, given
a basis B of rank n and a rational number r, decide if An{C{B)) ~ r or

An{C{B)) > " r.
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For any approximation factor " the promise problem GAPSIVP 'Y
can be efficiently reduced to SIVP'Y in the obvious way. The difference
between this problem and the successive minima problem is that this
time each vector Si is not required to have length at most ,Ai. As long
as IISili ~ ,An for all i = 1, ... ,n, set S is a good solution to SIVP'Y.
Clearly, any solution to SMP'Y is also a solution to SIVP 'Y' so there
is a trivial reduction from SIVP'Y to SMP 'Y. Moreover, essentially the
same reduction works for promise problems GAPSIVP'Y and GAPSMP'Y.
However, the converse is not necessarily true. In particular, while SVP'Y
immediately reduces to SMP 'Y' it is not known how to efficiently reduce
SVP'Y to SBP'Y or SIVP'Y for any value of the approximation factor.
(A reduction is clearly possible for all values of, such that SVP'Y can
be solved in polynomial time, or the problems SIVP'Y and SBP'Y are
NP-hard. Moreover, we will see, later in this chapter, that a reduction
from SVP to SIVP or SBP is possible at the price of increasing the
approximation factor by ..;n.)
We already know that for some lattices there is no basis such that
J.L(B) ~ An, so the best solution to SBP'Y is in general longer than the
best solution to SIVP 'Y. A natural question is how long the shortest
basis can be. We will see that although for some lattice A the length
of the shortest basis J.L(A) can be as much as ..;n/2 times bigger than
An(A), this is the worst that can happen, i.e., J.L(A) ~ (..;n/2)· An(A) for
any lattice A of rank n. Moreover, given any set of linearly independent
lattice vectors one can easily compute a basis increasing the length of
each vector by at most a factor ..;n/2.
7.1 There is a polynomial time algorithm that on input a lattice
basis B and linearly independent lattice vectors S C C(B) such that
IIs111 ~ IIs211 ~ ... ~ IIsnll, outputs a basis R equivalent to B such that
IIrkll ~ max{( Vk/2) IISkII, IISkll} for all k = 1, ... , n. Moreover, the new
basis satisfies span(r1, ... , rk) = span(sl, ... , Sk) and IIrkll ~ IIskll for all

LEMMA

k

=

1, ...

,n.

Proof: Since the vectors S belong to the lattice, we can write S = BQ
for some integer square matrix Q. Matrix Q is nonsingular, but not
necessarily unimodular, i.e., det(Q) E Z \ {O}. Transform Q into an upper triangular integer matrix performing a sequence of elementary row
operations (An elementary operation is adding an integer multiple of
a row to some other row, multiplying a row by -1, or exchanging the
order of two rows.), and perform the corresponding sequence of column
operations to B. Equivalently, find an unimodular matrix U such that
T = UQ is upper triangular, and compute R = BU-1. Since U is unimodular, matrix R is a basis for C(B). Moreover S = BU- 1UQ = RT,
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so span(Sl, ... , Sk) = span(rl, ... , rk) because T is upper triangular.
Notice that st = rtti,i. Therefore, IIrtll = IIstll/lti,il :s IIstll because ti,i
is a nonzero integer. We still need to check if IIrili :s max{v'i/2, 1}lIsili
for all i = 1, ... ,n.
We modify vectors rl, ... , rn sequentially as follows. Assume that
rl, ... ,rn-l have already been modified, and consider the last vector
rn. If r~ = ±s~, then we can replace rn with Sn and still have a basis. Moreover, the new rn clearly satisfies IIrnll :s IIsnll. Conversely, if
r~ '" ±s~, then s~ = cr~ for some integer lei> 1. Consider the projection rn - r~ of rn onto span(rl' ... ,rn-r), and use the nearest plane
algorithm of Chapter 2 to find a lattice point v E C([rl' ... ,rnJ) within
distance JEi<n Il r tll 2/ 2 from rn - r~. We claim that IIrn - vII is at
most (.,fii/2) . IIsn II. Vector rn - v can be written as the sum of two
orthogonal components, r~ and (rn - r~) - v. The first component has
length at most IIr~1I = IIs~ll/c :s IIs~II/2. By the choice of v, the second
component has length at most

L

i<n

IIrtIl2/2:S

L II siIl 2/ 2 :S
i<n

It follows that the length of rn - v is bounded by

J((n -1)/4)lI snIl 2 + (1/4)lI s nIl 2 = (v'n/2)lI s nll·
So, we can replace rn with rn - v, and obtain a basis satisfying all
properties stated in the lemma. 0
An immediate consequence of the lemma is that for any lattice A of
rank n, the length of the shortest basis /1-(A) is at most (.,fii/2)>"n.
7.2 For any lattice A of rank n, there exists a basis B
sueh that IIbkll :s max{l, Vk/2} . >"k for all k = 1, ... , n. In particular,
/1-(A) max{l, .,fii/2} . >"n(A) .,fii. >"n(A).
COROLLARY

:s

:s

The lemma can also be used to prove the equivalence (up to polynomial approximation factors) of SIVP'Y and SBP 'Y.
7.3 For any approximation factor ,",(, there exist Cook reductions from SBP 'YVn to SIVP'Y and from SIVP 'YVn to SBP'Y' where n
is the rank of the lattice. Moreover, there exist Karp reductions from
GAPSBP'YVn to GAPSIVP'Y and from GAPSIVP'YVn to GAPSBP'Y.

THEOREM

Proof: We first reduce SBP'YVn to SIVP 'Y. On input SBP 'YVn instance
B, call the SIVP'Y oracle on input B to get linearly independent set 8
such that /1-(8) :s '"'( . >"n(C(B)). Then, run the algorithm of Lemma 7.1

131

Basis reduction problems

on input Band S to get a basis R of .c(B) such that IIrili ~ ylniiSili ~
yin, . An(.c(B)). Since, J.L(B) ~ An(.c(B)), basis R is a solution to
SBP Vn'Y.
In the other direction, given SIVP 'YVn instance B, call the SBP'Y oracle on input B, to get an equivalent basis R such that J.L(R) ~ ,·J.L(.c(B)).
Clearly, R is also a set of linearly independent lattice vectors in .c(B).
Moreover, from Corollary 7.2 we know that J.L(.c(B)) ~ ylnAn(.c(B)).
Therefore, J.L(R) ~ ,.,fii. An(.c(B)) and R is a solution to SIVP 'YVn.
Reductions between promise problems are similar and left to the
reader as an exercise. 0

2.

Orthogonality defect and KZ reduction

In this section we consider a notion of reduced basis where one tries
to make the basis vectors as orthogonal as possible. A quantity that has
been used to measure how close a basis is to orthogonal is the orthogonality defect TIi Ilbilil det(B). The relation between this quantity and
almost orthogonal bases is easily explained. Let Oi is the angle between
b i and span(bl, ... , bi-l). Then Ilbill = IIbili cos Oi. Therefore

II. Ilbi II = II. cos
IIbi II. = det B . ~ det(B).
Ot
TIi cos Ot
1

(7.2)

t

So, the orthogonality defect is always at least 1, with equality if and
only if cos Oi = 1 for all i = 1, ... , n, i.e., Oi = 7r 12 and the basis B is
completely orthogonal.
This shows that minimizing the orthogonality defect corresponds to
finding a basis with almost orthogonal vectors. Since the orthogonality
defect is proportional to the product of the lengths of the basis vectors, it
is also clear that there is a close relationship between searching for almost
orthogonal bases and bases consisting of short vectors. The definition
of orthogonality defect can be extended to linearly independent sets of
lattice vectors. Given linearly independent lattice vectors S in .c(B), we
define the orthogonality defect of S as TIi Iisilil det(B). It is important
that TIi IISi II is divided by the determinant of the original lattice, and not
by det(S), because any full-rank integer lattice contains a set of linearly
independent vectors with TIi Iisilil det(S) = 1. (Consider for example
lattice vectors Si = det(B) . ei E .c(B).) It is convenient to normalize
the orthogonality defect, and consider the quantity (TI i IISi III det(B)) lin
instead, so that if vectors S are multiplied by a constant c, then the
defect (TIi Ilcsilil det(B))I/n = c(Illlsilil det(B))I/n scales up linearly
by a factor c.
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DEFINITION 7.5 Let A be a lattice of rank n, and let 8 be n linearly
independent lattice vectors in A. The normalized orthogonality defect
of 8 is oA(8) = (Ili IIsi/11 det(A))l/n. When £(8) = A, i.e., 8 is a
basis, we omit the subscript and simply write 8(8). The smallest orthogonality defect o(B) for all possible bases B of a lattice A is denoted
8(A). The smallest orthogonality defect 8A(8) where 8 is a maximal
set of linearly independent vectors in A, is denoted 8A(A). Notice that
8A(A) = (Ili)..d det(A))l/n.
The computational problem associated to finding a basis with orthogonality defect approximately as small as possible is defined below.
DEFINITION 7.6 The ')'-approximate Quasi Orthogonal Basis problem
(denoted QOB-yJ is, given a basis B, find an equivalent basis B' such
that 8(B') ::; ')' . 8(£(B)).
The analogous problem for linearly independent vectors is the following.
DEFINITION 7.7 The ,),-approximate Quasi Orthogonal Set problem (denoted QOS-yJ is, given a basis B, find a set of linearly independent lattice
vectors 8 such that 8A(8) ::; ')'. 8A(A), where A = £(B).
We do not define promise problems associated to QOB-y and QOS-y
because, as we will see soon, for any lattice A, 8(A) and 8A(A) always belong to the interval [1, VnJ. Therefore, for all ')' :2: ..;n, the
optimal value associated to QOS and QOB-y can be trivially approxi(Still finding a basis or independent
mated within polynomial factor
set achieving this value seems a computationally hard problem. Compare with the problem of finding a nonzero lattice vector of length at
most ..;ndet(£(B))l/n; even if such vector is guaranteed to exists by
Minkowski's theorem, we do not know any efficient algorithm to find
it.) Problems QOB-y and QOS-y are equivalent up to ..;n factors in the
approximation parameters.

Jrt.

THEOREM 7.4 QOB-yVn can be reduced in polynomial time to QOS-y,
and QOS-yVn can be reduced in polynomial time to QOB,)"
Proof: The proof is similar to that of Theorem 7.3, and it is left to the
reader as an exercise. 0
Minkowski's second theorem shows that for any lattice A there exists a
set of linearly independent lattice vectors with normalized orthogonality
defect
8A(8) =

II IIsill/ det(A) = II )..d det(A) ::; fo,.

(7.3)

133

Basis reduction problems

Using Lemma 7.1, we also get that for any lattice there exists a basis
B such that t5(B) :s: n. In fact it is possible to do better than that,
and show that any lattice has a basis with normalized orthogonality
defect bounded by -jii. A notion of reduced basis that gives smaller
orthogonality defect than that guaranteed by Minkowski's theorem is
the one studied by Korkine and Zolotarev.

7.8 Let B be a lattice basis of rank n, and let B* the corresponding Gram-Schmidt orthogonalized basis. Define the projection
functions 7ri(X) = Lj~i((X, bj)/lIbjIl2)bj that map x orthogonally to
span(bi, ... ,b~). Basis B is K orkine-Zolotarev reduced (KZ reduced,
for short) if and only if for all i = 1, ... , n,
DEFINITION

• bi is a shortest nonzero vector in 7ri(.c(B))
• for all j

< i,

the Gram-Schmidt coefficients /-li,j of B satisfy

1/2.

l/-li,jl :s:

It is easy to see that if a linearly independent set of lattice vectors S
is KZ reduced, then S is a basis for the original lattice. So, for this problem there is no difference between lattice bases and linearly independent
sets of vectors. This definition of Korkine-Zolotarev reduced basis is
intrinsically sequential, i.e., the length of IIbili depends on the choice of
the previous basis vectors b l , ... , bi-I. Below we give a slightly weaker,
but conceptually simpler, definition of reduced basis that naturally generalizes to approximation versions of the same problem.

7.9 A basis B is "(-approximate Korkine-Zolotarev reduced
(KZy reduced, for short) if for all i = 1, ... ,n,

DEFINITION

• for all j

1/2.

< i, the Gram-Schmidt coefficients

/-li,j of B satisfy

l/-li,jl :s:

The "(-approximate K orkine-Zolotarev problem (KZP 'Y) is, given a basis
B, output a basis equivalent to B which is KZ"( reduced.

Notice the similarity between this definition and our previous attempts to define approximate Minkowski reduced basis. In Section 1,
we tried to define a ,,(-approximate Minkowski reduced basis as a basis
B such that IIbi ll :s: "( . Ai. Unfortunately, for values of"( close to 1
no such basis is guaranteed to exist. Interestingly, if the orthogonalized
vectors are used, there is always a basis such that IIbi II :s: "(. Ai, even for
"( = 1. (See Proposition 7.5 below.) Notice that for "( = 1, Definition 7.9
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does not implies that B is reduced in the sense originally defined by KGrkine and Zolotarev. However, the definition is justified by the following
proposition.
PROPOSITION

7.5 If B is a KZ reduced basis, then B is also KZ, re-

duced for any "I :2: 1.

In particular, the proposition shows that KZP'Y has a solution for all

"1:2: 1. (Clearly, no solution exists for "I < 1 because IIbili = II bIll :2: Ad

We do not prove the proposition here, as this result will follow from a
more general theorem to be proved below. The theorem states that the
problems KZP'Y and SVP'Y are equivalent under Cook reductions. In
particular, for any "I :2: 1, and for any lattice, there exists a basis that
solves KZP 'Y' and this basis can be efficiently found given access to an
SVP'Y0racle.
7.6 For any approximation factor "I, SVP'Y and KZP'Y are
equivalent under Cook reductions, i. e., there exist Cook reductions from
SVP'Y to KZP'Y' and from KZP'Y to SVP'Y.

THEOREM

Proof: One direction is obvious: if B is a KZ'Y reduced basis, then
II hIli = IIhill ~ "I . Al and hI is a solution to SVP T Now, assume
we have access to an SVP'Y oracle. We use this oracle to compute a
KZ'Y reduced basis. Let A be the input lattice. We compute the KZ'Y
basis vectors b I , ... , h n sequentially, making appropriate calls to SVP'Y.
We assume, without loss of generality, that the approximate solutions
v returned by SVP'Y are primitive vectors, i.e., v =I- cw for any integer
c -::f ± 1 and any lattice vector w. (If this is not the case, w is a better
solution to SVP'Y' and we can replace v with w.)
First of all we call the SVP'Y oracle on input A to get a nonzero lattice
vector hI such that IIhill = IIhdl ~ 'YAI(A). After vectors hI' ... ' bi-I
have been determined, we compute hi as follows. Let Ai = 7fi(A) be
the projection of A to the orthogonal complement of hI' ... ' hi-I. We
call the SVP'Y oracle on input Ai, and find a lattice vector hi E A
such that bi = 7fi(bd is an approximately shortest vector in Ai. Notice
that A contains i linearly independent vectors of length at most Ai(A).
At least one of these vectors has a non zero component orthogonal to
span(hI' ... , hi-I). Therefore, Ai contains a nonzero vector of length
at most Ai(A). This proves that AI(Ai) :2: Ai(A) and therefore IIhill =
11 7fi(bdll ~ 'YAi(A).
This gives a sequence of lattice vectors hI,.·. , h n such that II b i II ~
'YAi for all i = 1, ... ,n. Since each hi is a primitive vector in Ai, then
B is a basis for the original lattice. Finally, the condition IJLi,jl ~ 1/2
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on the Gram-Schmidt coefficients can be easily achieved as follows. For
every bi (starting from b 2, up to bn ), run the nearest plane algorithm
on lattice [bl' ... , bi-d and target vector bi. Let v be the lattice point
returned by the nearest plane algorithm, and replace bi with bi - V. It
is easy to see that the Gram-Schmidt coefficients of the new bi satisfy
Ipi,jl ~ 1/2. 0
So, an SVP'Y oracle can be used to efficiently compute KZ, reduced
bases. Moreover, if an exact SVP I oracle is available, then the above
reduction returns a basis which is reduced in the sense originally defined
by Korkine and Zolotarev. The next theorem shows that KZ, reduced
bases approximately solve the the basis (or independent set) reduction
problems studied in Section 1.
THEOREM 7.7 For any approximation factor" any solution to KZP'Y
is also a solution to SIVP 'YVn' SMP 'YVn' and SBP 'YVn' In particular,
SIVP'YVn' SMP 'YVn and SBP 'YVn are Cook reducible to KZP 'Y'
Proof: We have already observed that any KZ, reduced set is also a
basis. We prove that if B is KZ, reduced, then "bi" ~ yfii,>"i' It follows that B is a solution to SIVP 'YVn' SMP 'YVn' and SBP 'YVn' Let Pi,j
be the Gram-Schmidt coefficients associated to B. We know, from Definition 7.9, that Ipi,jl ~ 1/2. Using the Gram-Schmidt orthogonalized
vectors we get
i-I

Ilbi l1 2

=

Ilbill 2 + LP~)lb;1I2

<

1 i-I
>.. 2, + 4L.J1
_ ~ 'V2 >..2J

j=1

c: 3)

j=l

<
This proves that

"bill

~

VI,>"i

.,2 >..7-

~ yfii'>'i'

0

Now that we have established the equivalence between KZP'Y and
SVP'Y' we prove that any solution to KZP'Y (and therefore SVP'Y) can
be used to approximately solve QOB'Y and QOS,,("
THEOREM 7.8 For any approximation factor" any solution to SMP'Y
is also a solution to QOS'Y' In particular, any KZ, reduced basis is also
a solution to QOB'YVn and QOS'YVn'
Proof: Let A = £(B) be a lattice of rank n. The first statement is
obvious: if S is a linearly independent set of lattice vectors such that
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'YAi, then
r
uA

(8) =

VIIi IISili
VIIi 'YAi _
det(A) < det(A) - 'YdA(A).

(7.4)

Now assume we have a KZ'Y reduced basis B. We know from Theorem 7.7 that B is a solution to SMP ')'vn. From the first part, B is also
a solution to QOS,),vn. Finally, we observe that 6(B) ::; 'YVn . dA(A) ::;
'YVn·6(A) and B is a basis. Therefore, B is also a solution to QOB,),vn.

o

3.

Small rectangles and the covering radius

In the last two sections we considered bases and linearly independent
sets such that the maximum length maxi IISi II or the geometric mean
VIIi IISill is minimized. In this section we consider still another quantity
that can be used to measure the quality of an independent set. Two
fundamental constant associated to any lattice are the packing radius
and the covering radius.
DEFINITION 7.10 The packing radius of a lattice A is the largest radius
r such that any two (open) spheres of radius r centered at two distinct
lattice points do not intersect. The covering radius of A, denoted p(A),
is defined as the smallest radius p such that the (closed) spheres of radius
p centered at all lattice points cover the entire space, i. e., any point in
span(B) is within distance p from the lattice.

It is easy to see that for any lattice A, the packing radius equals
exactly Al(A)/2. So, determining the packing radius is equivalent to
solving (the optimization version of) SVP. The covering radius p is also
related to a familiar lattice problem (CVP), but this time the connection
is weaker. The covering radius of £(B) is the smallest p such that CVP
instance (B, t, p) has solution for any t E span(B). So, the covering
radius corresponds to the worst case solution to CVP when the target
point t ranges over span(A). (Notice that iflattice is not full dimensional
and t is allowed to be any point in space, the distance of t from the lattice
can be arbitrarily large.)
We do not introduce a new problem associated to the packing radius,
as the problem is equivalent to SVP. Below we formalize the promise
problem associated to computing the covering radius.
DEFINITION 7.11 For any approximation factor 'Y 2: 1, the (approximate) Covering Radius Problem (denoted GAPCRP,),) is the following
promise problem. Instances are pairs (B, r). Moreover,

137

Basis reduction problems

• (B,r) is a YES instance if p(£(B)) ~ r
• (B,r) is a NO instance if p(£(B))

>,' r

It is clear that solving the G APCRP 'Y promise problem, is equivalent
to approximately computing the value of the covering radius, i.e., finding,
on input a lattice A, a value r that belongs to the interval [p(A), " p(A)].
We do not define any search problem for the covering radius. The reason
is that there is no known natural search problem associated to computing
the covering radius exactly, whose solution can be checked in polynomial
time. One possibility might be to ask for a point in span(A) at distance
p from the lattice, a so called deep hole. (A deep hole is a point in
span(A) as far as possible from A.) However, given a point t E span(B),
it is not clear how to check in polynomial time that t is indeed a deep
hole. In fact, the covering radius problem is not known to be solvable in
nondeterministic polynomial time. The straightforward solution to the
problem requires first to guess the position of a point t as far as possible
from the lattice (i.e., a deep hole), and then check that there are no
lattice points within distance p from t. This alternation of quantifiers
puts the (exact) covering radius problem in Ih at the second level of the
polynomial hierarchy, a presumably strictly bigger class than NP.
In order to study the covering radius problem, we introduce one last
basis reduction problem. As mention at the beginning of this section, we
introduce one more quantity to measure the quality of a basis, which will
be used in the next chapter to prove the security of lattice based cryptographic functions. Given a basis B with corresponding orthogonalized
vectors B*, we consider the length of the diagonal of the orthogonal
parallelepiped defined by B*:
(7.5)

We want to find a set of linearly independent vectors 8 such that a(8)
is as small as possible. Notice that by Lemma 7.1, any set of linearly
independent lattice vectors 8 can be converted into a basis B preserving
(or even reducing) a(8) 2: a(B). Therefore, without loss of generality
we can search for a basis B such that a(B) is minimized.
7.12 For any lattice A, let a(A) be the smallest value of
a(B) when B ranges over all possible bases. The ,-approximate Shortest
Diagonal Problem (SDP 'Y) is, given a basis B, find an equivalent basis
B' such that a(B') ~ " a(£(B)). The promise version of this problem
DEFINITION
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(GAPSDP"Y) is, given a lattice B and a value r, decide if a{£{B)) ~ r
or a{£{B)) > 'Y. r. If neither of these conditions is satisfied, then (B, r)
violates the promise and any answer is allowed.
The nearest plane algorithm of Chapter 2, on input linearly independent vectors S and a target point t E span(S), always returns a lattice
point v E £(S) within distance a(S)/2 from t. This proves that for any
lattice A, the covering radius is at most p(A) ~ a(A)/2. We want to
prove that a{A) is not much bigger than the covering radius, in particular, for any lattice A, a{A)/2 is within a factor
from p{A). The
following theorem establish relations between p, a and An.

..;n

THEOREM

7.9 Let A be any lattice of rank n. Then

(7.6)
Proof: We start from the last inequality. Fix a lattice A of rank n, and
let B be a KZ reduced basis for A. We know from Proposition 7.5 that
IIbili ~ Ai{A) for all i = 1, ... , n. Therefore,

a(A) ~ a(B)

=

n

L

Il b ill 2 ~

..;n. An(A).

(7.7)

i=1

Now, consider the second inequality 2p ~ a. Let B be such that
a(B) = a(A). Notice that given a point tin span{B), one can always find
a lattice point within distance h/Ei IIbill2 from t, for example using
the nearest plane algorithm from Chapter 2. Therefore, p{A) ~ a{A)/2.
It remains to prove the first inequality An ~ 2p. Assume for contradiction An > 2p and let f be a real number such that f < An - 2p. We
iteratively build a set of linearly independent lattice vectors S1, ... ,Sn as
follows. For any i = 1, ... ,n, let ti be any vector of length p + f orthogonal to S1, ... , Si-l, and let Si be a lattice point within distance p from ti.
Then Si is linearly independent from S1, ... ,Si-1, because the distance
of Si from span(s1' ... ,Si-1) is at least IIti II-lisi - ti II ;::: f. Moreover, by
triangle inequality, IIsdl ~ IItili + IISi - till ~ 2p + f < An. By induction
on i, we obtain a set S1, ... ,Sn of linearly independent lattice vectors of
length IISil1 < An, contradicting the definition of An. 0
The relation between p, a and An established in the previous theorem immediately gives an approximate reduction between problems
GAPCRP, GAPSDP and GAPSIVP.
7.10 For any approximation factor 'Y, there is a Karp reduction between any of the following pairs of problems:
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• From GAPCRP 'YVn to GAPSDP'Y'
• From GAPCRP'YVn to GAPSIVP'Y'
• From GAPSDP'YVn to GAPCRP'Y'
• From GAPSDP 'YVn to GAPSIVP'Y'
• From GAPSIVP'YVn to GAPCRP'Y'
• From GAPSIVP'YVn to GAPSDP'Y' and
• From GAPSBP'YVn to GAPSDP'Y'

In particular, since GAPSDPI is in NP, then also GAPCRP Vn is in
NP.

Proof: On input GAPCRP'YVn instance (B,r), output GAPSDP'Y instance (B, for). It is easy to see that the reduction maps YES instances
to YES instances, and NO instances t.o NO instances. All other reductions
are similar. 0
We remark that for approximation factors 'Y = o( fo), G APCRP 'Y is
not known to be in NP. The following theorem gives additional reductions between the search versions of some of the above problems.
7.11 For any approximation factor 'Y, there is a Cook reduction between any of the following pairs of problems:

THEOREM

• From SDP 'YVn to SIVP 'Y'
• From SIVP'YVn to SDP'Y'
• From SBP'Yfo to SDP-y, and
• From SDP'YVn to KZP'Y'

Proof: The simple proofs are left to the reader as an exercise.

0

All the relations between lattice approximation problem proved in
this chapter are summarized in Figure 7.1. Each node correspond to a
lattice approximation problem. An arrow from problem A to problem B
indicate that there is a Cook reduction from A to B. In all cases, if both
A and B are decision (or promise) problems, then there is also a Karp
reduction between the two. If the arrow has no label, then the reduction preserves the approximation factor, i.e., approximating problem A
within a factor 'Y can be reduced to approximating B within a factor 'Y
for any 'Y ~ 1. Labeled arrows indicate that the reduction increases the
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Figure 7.1.

Relations among lattice approximation problems.

approximation factor. For example an arrow from A to B with label ,fii
means that approximating problem A within 1 . Vn can be reduced in
polynomial time to approximating problem B within a factor I' Reductions can be combined in the obvious way. For example, since SIVP 'Y
reduces to SMP'Y and SMP 'YVn reduces to KZP 'Y' then SIVP Vn'Y reduces to KZP 'Y' Notice that a solution to SVP'Y or KZP 'Y' would allow
to solve all other lattice reduction problems within a factor IVn. Dotted
lines from GAPSVP to GAPCRP and GAPSIVP represent reductions
that have not been described yet, and rely on harmonic analysis techniques that are beyond the scope of this book. In (Banaszczyk, 1993)
it is proved that for any lattice A = C(B) of sufficiently high rank n, if
A' = C{B{BTB)-I) is the so called dual lattice of A, then the covering
radius and the successive minima of A and A' are related by the following
bounds:
1~
1~

Al{A)A n {A')
Al (A)p(A')

<n
< n.

(7.8)
(7.9)
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This kind of bounds are called transference theorems, and allow to infer
information about a lattice, studying the properties of its dual. Notice
that the dual of the dual equals the original lattice.
Using the transference theorems one can give simple reductions between the corresponding lattice problems. Interestingly, reductions obtained using transference theorems swap YES and NO instances.
7.12 For any approximation factor 'Y, there are Karp reductions from the complement of GAPSVP n ,.,. to GAPCRP,.,. or GAPSIVP"",
and from GAPCRP,.,.n or GAPSIVP,.,.n to the complement of GAPSVP,.,..

THEOREM

Proof: We show how to reduce GAPSVP n,.,. to the complement of
GAPCRP,.,.. The other reductions are analogous. Let (B, r) be an instance of GAPSVP n,.,.. The output of the reduction is GAPCRP,.,. instance
( B(B T B)-l,

~r )

.

We want to prove that if (B, r) is a YES instance then (B(B T B)-l, -ir)
is a NO instance, while if (B, r) is a NO instance then (B(BTB)-l, r~)
is a YES instance. Let A = C{B) be the lattice generated by the input
basis, and let A' = C(B{B T B)-l) be its dual. Assume (B, r) is a YES
instance. Then Al (A) S r, and using the transference theorems we get
p(A') ~ 1/A1(A) ~ 1/r. This proves that (B(B T B)-1,1/(r'Y)) is a NO
instance. (To be precise, we should have shown that inequality p(A') >
1/r is strict. This is just a technicality, and can be easily fixed, either
increasing the inapproximability factor 'Y by an arbitrarily small € > 0,
or using the fact that the second inequality in (7.8) and (7.9) are strict.)
Conversely, assume that (B, r) is a NO instance. Then Al(A) > 'Ynr
and using the transference theorems we get p(A') ~ n/ Al (A) < l/br),
proving that (B(BTB)-l, 1/(r'Y)) is a YES instance. 0

4.

Notes

For all computational problems considered in this chapter, no polynomial time algorithm is known. Approximate solutions can be found
in polynomial time using the LLL reduction algorithm, or any of its
improved variants discussed in Chapter 2. The proof of Lemma 2.8
can be easily adapted to show that the length of the kth vector of an
LLL reduced basis are within an exponential factor 'Y = 20 (n) from
the kth successive minimum Ak. Therefore, the LLL algorithm gives a
polynomial time solution to SMP,.,. for exponential approximation factor
'Y = 20 (n). Similarly, the improved algorithms of (Schnorr, 1987) give
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20 (n(loglogn)2jlogn) approximation factors, which can be further reduced
to 20 (nlognlognjlogn) using randomization (Ajtai et al., 2001). Polynomial time algorithms to approximate all other problems considered in
this chapter within similar approximation factors are readily obtained
using the reductions depicted in Figure 7.1.
From the complexity point of view, we know from Theorem 4.4 that
GAPSVP'Y and SVP'Y are NP-hard (under RUR reductions) for all 'Y <
J2. It immediately follows that KZP'Y and GAPSMP'Y and SMP'Y are
also NP-hard. In fact, basis reduction problems seem much closer to
CVP than SVP from a computational point of view, and better inapproximability results can be proven for most of them. For example,
(Blomer and Seifert, 1999) proved that GAPSBP'Y and GAPSIVP'Y (and
therefore also GAPSMP'Y' SBP'Y' SIVP'Y and SMP'Y) are NP-hard for
'Y = nljloglogn by reduction from a variant of CVP.
Problems QOB and QOS have been considered before in the computer science literature (see for example (Kannan, 1987a) or (Goldreich
et al., 1997b)), but they have not received much attention so far specifically from a computational complexity point of view. The SDP (and its
decisional version GAPSDP) were introduced here just as an intermediate problem to study the relation between the covering radius problem
and other more standard basis reduction problems. In the rest of this
section we discuss the covering radius problem (GAPCRP).
Computing the covering radius of a lattice is presumably a very hard
problem. This is a classic problem in the geometry of numbers, but
it has received so far almost no attention from an algorithmic point
of view. We do not know any polynomial time algorithm achieving
approximation factors that are substantially less than exponential in
the rank n of the lattice, and (the decisional problem associated to)
computing the covering radius exactly is not even known to be solvable
in NP (nondeterministic polynomial time). The obvious upper bound to
the complexity of the exact covering radius problem (Le., when'Y = 1) is
in rr~, at the second level of the polynomial hierarchy. Interestingly, the
analogous problem for linear codes is hard for rr~ (McLoughlin, 1984),
so it is unlikely to be solvable in NP. We believe that GAPCRP is also
hard for rr~, but no proof is known at the time of this writing.
Maybe, the reason G APCRP 'Y has attracted so little attention so far,
is its perceived difficulty. In Chapter 8, we will see that the hardness of
GAPCRP'Y can be used to build provably secure cryptographic functions.
This calls for a deeper investigation of the computational complexity of
GAPCRP'Y: Is the problem NP-hard when 'Y = 1? Is it hard for II~?
What is the highest value of 'Y for which the problem is hard for NP?

Chapter 8

CRYPTOGRAPHIC FUNCTIONS

Generally speaking, the goal of cryptography is the design of systems
that withstand any malicious attempt to subvert them. The archetypical
problem in cryptography is that of secret communication: two parties
want to communicate with each other, and keep the conversation private, Le., no one, other than the two legitimate parties, should be able
to get any information about the messages being exchanged. This secrecy goal can be achieved if the two parties share a common random
key that is known only to them. Then, in order to privately send a message, one can encode it using the key, and send the enciphered message
to the other party over a public communication network. The receiver
uses the shared key to invert the encoding procedure, and recover the
original message. The original message, the enciphered message and the
encoding and decoding processes are usually called cleartext, ciphertext,
encryption and decryption. An encryption scheme is secure if recovering (any partial information about) the clear text from the ciphertext
without knowing the secret key is a computationally infeasible task. So,
an adversary intercepting the ciphertext won't learn anything about the
message, other than the fact that a message was sent, and possibly the
length of the message. (For technical reasons, it is not possible to hide
the length of the message being sent without making the communication scheme extremely inefficient, so leaking the message length is usually
considered an acceptable compromise between efficiency and security.)
It has long been realized that the relevant notion of hardness in cryptography is average-case hardness: if the key is chosen at random, then
no probabilistic polynomial time algorithm can break the scheme with
nonnegligible probability. This is different from the more common worstcase notion of hardness used in computational complexity, e.g., in the
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theory of NP-completeness. Proving that a problem is NP-hard shows
that (unless P = NP) there is no polynomial time algorithm that correctly solves all the instances of that problem. In other words, for any
polynomial time program, (and for infinitely many input sizes,) there
is some instance of the problem for which the program gives the wrong
answer. This is clearly not enough for cryptography. It is not sufficient
to know that there exists some key which is hard to break: the user
wants some reasonable guarantee that, if her key is chosen at random
according to the prescribed key generation procedure, then (with high
probability) her key is hard to break. Typically, even if a small, but
nonnegligible fraction of the keys, can be broken then the scheme is not
considered sufficiently secure for cryptographic purposes. So, the notion of average-case hardness customarily used in cryptography is that
of problems for which any probabilistic polynomial time algorithm has
only a negligible chance of success at solving them. Formally, a function
f(n) is called negligible if it is less than any inverse polynomial 1/n c
for all sufficiently large n. This definition naturally corresponds to the
identification of efficient computation with (probabilistic) computations
that take time polynomial in the input size. A cryptographic construction is asymptotically secure iffor any inverse polynomial function line
and any probabilistic polynomial time adversary, there exists an no such
that for all n bigger than no the success probability of the adversary
subverting the construction is less than 1/nc , where n is the security
parameter of the system.
The ultimate goal of modern cryptography, is the construction of
cryptographic functions that are provably hard to break (on the average). Unfortunately, based on our current understanding of computational complexity, no such construction is likely to come any time soon:
if P = NP then most cryptographic problems would be unsolvable because the adversary can nondeterministically guess the secret key. So,
an unconditionally secure cryptographic function would yield a proof
that P -:j; NP, a major open problem in computational complexity. The
second most desirable goal is the construction of cryptographic functions
that are provably hard to break (on the average), under some standard
(worst-case) computational complexity assumption. For example, assuming that there is no polynomial time algorithm that on input an
integer n outputs the prime factorization of n, build a secure encryption
scheme, i.e., an encryption scheme such that any polynomial time adversary has only a negligible chance of breaking it. To date, we do not know
any such construction, and all cryptographic constructions based on the
factoring problem typically require the assumption that factoring is hard
not only in the worst case, but also on the average, for a suitable distri-
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but ion of n. The same is true for almost any other hard mathematical
problem that has been used for cryptographic applications. Recently,
lattices have attracted considerable interest for their potential cryptographic applications because of a remarkable connection between their
worst-case and average-case complexity (Ajtai, 1996). In this breakthrough paper, Ajtai showed that if there is no algorithm that approximately solves the (decisional) shortest vector approximation problem
for any lattice within some polynomial factor ')'(n) = n C , then the shortest vector (search) problem is hard to solve exactly when the lattice is
chosen at random according to a certain easily samplable distribution.
Building on this result, Ajtai suggested a lattice-based one way function. One way functions are the simplest primitive in cryptography: a
function f that is easy to compute in the forward direction, but hard
to invert on randomly chosen input. Despite their simplicity, one way
functions are known to be sufficient to solve many important problems in
cryptography, like the construction of digital signatures, pseudo-random
generators, private key encryption schemes and commitment protocols,
among others.
Right after Ajtai's discovery of the connection between the worstcase and average-case hardness of lattice problems, many researchers
suggested to use lattices for the solution of other, more complex, cryptographic problems beside one way functions. Most notably collision
resistant hashing and public key encryption schemes. The construction of collision resistant hash functions closely resemble Ajtai's one way
function, and it well illustrates how lattices can be used to construct
cryptographic functions that are as hard to break as the worst-case instance of approximating certain lattice problems. It should be remarked
that building cryptographic functions that are as hard to break as the
worst case instance of the underlying mathematical problem is especially important in the case of lattices because lattice approximation
algorithms (like the LLL algorithm studied in Chapter 2) are believed
to perform much better on the average than the worst-case theoretical
upper bounds. So, while it is reasonable to conjecture that there is no
polynomial time algorithm that approximates lattice problems within
small polynomial factors in the worst case, assuming that no such algorithm exists that succeeds with nonnegligible probability when the input
lattice is chosen at random might not be a reasonable conjecture at all,
depending on the particular input distribution. For example, we do not
know any algorithm to approximate the length of the shortest vector
in a lattice within a factor Vii in the worst case, and, based on our
current knowledge (i.e., no known polynomial time algorithm achieves
approximation factors that are substantially better than exponential in
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n), assuming that no such algorithm exists is a legitimate mathematical conjecture. However, if we consider the same problem for randomly
chosen lattices, and the input is given by n basis vectors selected independently and uniformly at random (from a sufficiently large ball), then
with high probability the basis vectors are within an O( v'n) factor from
the shortest lattice vector, so approximating the length of the shortest
lattice vector on the average can be easily accomplished for this input
distribution. What's so remarkable about Ajtai's connection is that it
provides an explicit probability distribution on lattices such that randomly selected lattices from this distribution are provably hard, under
the sole assumption that there is no efficient algorithm that solves some
(other) lattice problem in the worst case.
In the case of public key encryption, several different methods have
been suggested. Some of them have provable security guarantees with
worst-case/average-case connection similar to Ajtai's one-way functions,
others are heuristics (with no known proof of security) that have been
suggested as practical alternatives to commonly used public key encryption functions. In this chapter we introduce the ideas behind the design of lattice based cryptographic function. We start in Section 1 with
some general techniques that are useful in many constructions. Then,
is Section 2 we present a full, self contained description of a new collision resistant hash function with worst-case/average-case connection
that generalizes and improves Ajtai's construction. Finally, we conclude
with an overview of the principal lattice based public key encryption
schemes in Section 3, presenting all schemes in a unified framework that
illustrates the similarities and differences among all the schemes. Additional bibliographical and historical notes, and information about the
latest developments in the area are given in Section 4.

1.

General techniques

Most lattice based constructions are better understood and analyzed
if formulated in group theoretic terms. In this section we explore the
relation between lattices and finite commutative groups, we prove some
discrepancy results that play an important role in the probabilistic analysis of lattice constructions with worst-case/average-case connection, and
we briefly recall the definition and basic properties of the statistical
distance, a useful tool for the analysis of randomized algorithms and
reductions.

147

Cryptographic Functions

1.1

Lattices, sublattices and groups

Let L be a rank n lattice and let M be a full rank sublattice of L.
Equivalently, let M = LA for some nonsingular integer matrix A E
znxn. The sublattice £(M) defines a natural equivalence relation on
£(L) as follows: two lattice points x, y E £(L) are equivalent (written
x == y) if and only if x - y E £(M). (The equivalence relation ==
depends on the lattice £(M), so formally it should be written ==.c(M) or
==M. To simplify the notation, we omit the subscript and simply write
== whenever the lattice M is obvious from the context.) The reader
can easily check that == is an equivalence relation, i.e., it satisfies the
reflexive, symmetric and transitive properties:
• x == x for all x E £(L).
• x == y if and only if y == x
• if x == y and y == z, then x == z.
8.1 Let £(L) be a lattice and £(M) a full rank sublattice
of £(L). The £(M) -equivalence class of x E £(L) (denoted [X]M) is the
set of all y E £(L) such that x ==M y. The quotient £(L) j £(M) is the
set of all £(M)-equivalence classes of £(L).

DEFINITION

(Also for equivalence classes [X]M we often omit the subscript M wherever M is clear from the context, and write [x] instead of [X]M.) The
equivalence relation == is a congruence relation with respect to the addition operation, i.e., if x == x' and y == y/, then (x + y) == (x' + y/). It
follows that for any two equivalence classes [x] and [y], the sum [x + y]
is well defined, i.e., it does not depend on the choice of representatives
x, y, and the quotient £(L)j £(M) is an additive group with the sum
operation just described.
8.1 Let £(L) be a lattice and £(M) a full rank sublattice
of £(L). The quotient G = £(L)j £(M) is an additive group with respect
to operation

PROPOSITION

[x] + [y]

= [x + y].

Moreover, the function 'I/J(x) = [x] is a group homomorphism from
(£(L),+,O) to (G,+,O) with kernel £(M), i.e., for every x,y E £(L),
function 'I/J satisfies

'I/J(x + y)
'I/J( -x)
'I/J(x)

=

°

= 'I/J(x) + 'I/J(y)
=

-'l/J(x)

¢:>

x

E

£(M).
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Equivalence classes in £(L)/ £(M) can be associated with unique representative elements from £(L) in various ways. For example, one can
use the set of lattice points £(L) n P(M) in the half open parallelepiped
P{M)

= {Mz : Vi.O ~ Zi < I}.

It is easy to see that for every equivalence class [x] there exists a unique
element x' E £(L) n P(M) such that x == x', and such representative
can be efficiently computed as follows: write x as Mz, define = lzd
for all i = 1, ... ,n, and set x' = MZ/. In particular, this proves that the
group G is finite, and it has cardinality

zi

I£(L)/ £(M)I = det(£(M))/ det(£(L)) = det(A)
where A is the unique (square) integer matrix such that M = LA.
An alternative way to uniquely represent equivalence classes is to
use integer points inside the orthogonalized parallelepiped P (A *). The
lattice point represented by z E P(A *) n
is Lz. The reader can
easily check that for every equivalence class [xl there exists a unique
Z E P(A *) n
such that Lz == x.
This time computing the representative v E
n P(A *) of an equivalence class [x] is more complicated, but, depending on the choice of the
bases M, L, this representation can be much more efficient. A possible
way to compute the representative Zl for [Lz] is to use a variant of the
nearest plane algorithm described in Chapter 2. Namely, if we apply
that algorithm to lattice £(A) and target z, we find a vector a E £(A)
such that z - a belongs to the centered orthogonal parallelepiped

zn

zn

P'(A*)

zn

= P{A*) - 21 ~ai = { A*z: Vi. - 2I
~I
Zi < }
+2 .
,

zn

Clearly, P'(A *) n
could also be used as set ofrepresentatives instead
of P(A *) n
Alternatively, if the nearest plane algorithm is modified,
replacing the line Cj = l(b, bj}/(bj , bj}l with Cj = l(b, bj}/(bj, bj)J
(See Figure 2.5 in Chapter 2.) then the vector a E £(A) returned by
the modified nearest plane algorithm satisfies z - a E P(A *).

zn.

The Hermite Normal Form
The set P(M) n £(L) and P(A *) n zn can be used to represent the
elements of the quotient group G = £(L) / £(M) with strings of length
polynomial in the size of the bases Land M. Although polynomial, this
representation is not particularly efficient. In particular, this size can be
much bigger than log IGI, i.e., the minimal size required to represent all
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elements of the group. We show that if the basis M (or L) is appropriately chosen, then elements of P(A *) n zn can be stored using log IGI
bits, giving a space optimal representation for the elements of the group.
Let L be a rank n lattice basis and let M = LA be a basis of a full
rank sublattice of .c(L). We know that G = .c(L)/.c(M) is a finite commutative groups of size IGI = det(A). Group G depends only on the
lattices generated by Land M, so we can apply unimodular transformations to either basis without changing the group G. We consider bases
M such that A has a special form.
8.2 A square nonsingular integer matrix A E
Hermite Normal Form (HNF) if
DEFINITION

• A is upper triangular,. i. e.,

ai,j

= 0 for

all i

znxn

is in

> j.

• All diagonal elements of A are strictly positive, i. e.,
i = 1, ... ,no

ai,i

> 0 for all

• All non diagonal elements are reduced modulo the corresponding diagonal element on the same row, i. e., 0 ~ ai,j < ai,i for all i < j.

It is a classical result of Hermite that any matrix A is (column) equivalent to a (unique) matrix H in Hermite normal form. Equivalently, every
lattice .c(A) has a basis H = AU (where U is a unimodular matrix)
such that H is in Hermite normal form. The Hermite normal form of an
integer matrix and the corresponding unimodular transformation can be
computed in polynomial time. (See for example (Cohen, 1996).) In order
to efficiently represent the elements of group G, we compute the Hermite
normal form of A, and apply the corresponding unimodular transformation to the basis M. Equivalently, we can assume that M = LA is the
(unique) basis of .c(M) such that A is in Hermite normal form. Notice
that if A is in Hermite normal form, then the orthogonalized vectors
are simply given by at = ai,iei and zn n P(A*) is the set of all vectors
v E zn such that

o ~ Vi < ai,i

In particular, each coordinate can be represented using log2 ai,i bits, and
the size of the group element representation is
n

L log
i=l

n

ai,i

= log2 II ai,i = log2 det(A} = 10g21GI·
i=l

When A is in Hermite normal form, the modified nearest plane algorithm to compute the representative for a group element becomes
particularly simple. Using the triangular structure of A, the element of
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Input: An integer basis H E znxn in Hermite normal form
and a target vector t E zn.
Output: The unique integer vector b E P(H*) such that b - t E C(H)
let b := t
for j = n, ... , 1
Cj = lbj/hj,jJ
b:= b - cjbj
return b
Figure B.l.

Reducing a vector modulo an HNF basis

zn n P{A *)

associated to group element [Lv] can be easily computed
using the algorithm shown in Figure 8.1. This algorithm gives also a way
to efficiently implement the group operation in G. Given group element
representations x, y E Znnp(A *), the group element associated to their
sum is easily computed adding up the two vectors x + y, and applying
the algorithm of Figure 8.1 to the result.
A special case is when C(L) = zn is the lattice of all integer vectors,
and A = C(M) is any integer lattice. Then, we use notation v mod A for
the unique representative of [VJA which is reduced modulo the (unique)
HNF basis of A and use this element as the standard representative for

[V]A.

The Smith Normal Form
We have seen that the elements of group G can be efficiently represented using log21GI bits, and the group operation computed in polynomial time. We now present still another way to represent group elements that, in addition to providing a space efficient representation,
allows to perform the group operation in linear time. The idea is the
following. We know that G = C(L) / C(M) is a finite commutative group
det(M)/ det(L), and therefore it can be decomposed into the direct sum
of cyclic groups. The cycle structure of G can be recovered computing
another normal form for matrix A.

znxn

8.3 A matrix D E
is in Smith Normal Form (SNF)
if D is diagonal with nonnegative coefficients such that di+l,i+l divides
di,i for all i = 1, ... ,no
DEFINITION

It is a well known fact that for every square nonsingular matrix A
there exist unimodular matrices U, V such that UAV is in Smith Normal Form. Moreover, U, V and D can be computed from A in polynomial time. (See for example (Cohen, 1996).) It should be remarked that
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matrix A and its Smith normal form D do not generate the same lattice. However, the two matrices are equivalent in the sense that groups
znj£(A) and znj£(D) are isomorphic. So, ifD = UAV is the Smith
Normal Form of A, then the group G = £(L) j £(M) is isomorphic to
the (additive) group
S = Zd 1,1 x·· ·Zd .
BIn.

As for the HNF representation, elements of this group can be represented
as integer vector s E zn such that

o ~ Si < di,i
for all i = 1, ... ,n. Therefore this representation has size
n

L log2

di,i

= log2 det(D} = log2 det(A} = log2lGI·

i=l

Moreover, the group operations are modular componentwise addition
and negation, so they can be performed in
n

O(L log2 di,i} = O(log2lGI)
i=l

time. It remains to show how to compute the SNF representation of a
group element [x]. The reader can easily verify that the function
t/J : [x]1-t DM-1x mod D
is a group isomorphism from G to S. In particular, for any x E £(L),
DM-1x is an integer vector, and t/J([x]) = 0 if and only if x E £(M).

Sampling elements from finite groups
In this section we study two problems related to sampling elements
from a finite group (almost) uniformly at random. In the first problem,
the group is given as a quotient £(B}j£(C) of two lattices £(C) C £(B)
and we want to select a representative from 'P(C} n £(B) with perfectly
uniform distribution. In the second problem, we consider a generic group
G and a distribution X on G which is not too far from uniform, and
show how to obtain almost uniform samples adding up a small number
elements drawn according to X.
We consider the problem of selecting a lattice point uniformly at random from £(B) n P(C}. Since £(B) is an infinite set, we cannot choose
an element of £(B) uniformly at random and reduce it modulo C. However, a simple procedure to sample £(B) n 'P(C) uniformly at random
can be devised using the group structure of the quotient £(B}j £(C).

152

COMPLEXITY OF LATTICE PROBLEMS

8.2 There is a probabilistic polynomial time algorithm
that on input a lattice basis B and a full rank sublattice .c(C), outputs
a lattice point x E .c(B) with uniform distribution over .c(B) n P( C).

PROPOSITION

Proof: Although .c(B) and .c(C) are infinite commutative groups, their
quotient G = .c(B)/.c(C) is always finite and the order of group G is
easily computed as l = det(C)/ det(B). Let x = Ei ribi a random combination of the generators of .c(B) with coefficients ri chosen uniformly
and independently at random from {O, ... , 1 - I}. It is easy to see that
[x]c is distributed uniformly at random in G. In order to compute the
representative of x modulo C, we write x = Cy for some real vector
y. Then for all i = 1, ... , n, we set y~ = Yi - lyd to the fractional part
of Yi. The final output is Cy'. It is immediate to see that Cy == Cy'
(mod C), and Cy' E P(C). 0
We now turn to the second problem. Let G be a finite group, and
let A be a random variable over G with distribution not too far from
uniform. Here "not too far" means that for any group element 9 E G,
the probability that A equals 9 is at least O.5/IGI and no more than
1.5/IGI. We show that if we combine (using the group binary operation) a relatively small number of independent copies of A, the resulting
distribution rapidly approaches the uniform one.
8.3 Let (G,+) be a finite group and let A1, ... ,Ak be k
independent random variables over G such that for any 9 E G

PROPOSITION

Ipr(Ai = g) -

I~II ~ 21~1

(8.1)

for all i = 1, ... , k. Then, the random variable defined by the sum
A = E:=l Ai satisfies

Ipr

(A

= g) -

,~,I ~ 2k~GI'

(8.2)

Proof: By induction on k. If k = 1 then the statement in the proposition
is trivially true. So, assume that the proposition holds for some k, and
let us prove it for k + 1. Let A' = E~=l Ak be the sum of the first k
variables. By induction hypothesis, for all g' E G,

IPr(A' = g') - 1/IGII ~ 1/(2k IGI}.
Consider the sum A = E:~l Ai = A' + Ak+1. Then, we have
Pr{A = g} = Pr{A' + Ak+1 = g}
= L Pr{A' = g'} Pr{Ak+l = 9 - g'}
g/EG

(8.3)
(8.4)
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It is easy to verify that the last expression equals

L

(pr{A I

= g/} -

g'EG

Therefore IPr{A

I~I)

(pr{A k+1

= g} -I/IGII

= g - g/} -

I~I) + I~I

is at most

L Ipr{A = g/} - ~ 1·lpr{Ak+l = g - g/} - ~ I
I

g'EG

(8.5)

I I

I I

(8.6)

and using the induction hypothesis and the hypothesis on Ak+l we get

1.2

Discrepancy

The determinant of a lattice det(A) can be informally defined as the
inverse of the density of lattice points A in span(A), meaning that if Q
is a sufficiently large and regular region in span(A), then the number of
lattice points in Q is roughly proportional to vol(Q)1 det(A). The exact
number of points in Q depends on the shape and position of Q. Discrepancy theory studies the maximum possible deviations of this number
from vol(Q)1 det(A), and it is an interesting area of mathematics with
many applications in discrete geometry and number theory, from volume
estimations to exponential sums. A general treatment of the theory is
beyond the scope of this book. In this section we give elementary proofs
of some simple results that will be used later in this chapter. We prove
upper and lower bounds on the number of lattice points contained inside
a convex body Q. The bound is given in terms of the covering radius p of
the lattice and the radius r of the biggest sphere completely contained in
Q. The body Q is required neither to be centered around the origin, nor
symmetric with respect to its center of gravity. The only assumptions
about Q are convexity and the fact that Q contains a sphere of radius
r. For example, these properties are satisfied by the Voronoi cells of a
lattice.
8.4 Let A be a lattice and x E A an arbitrary lattice point.
The (open) Voronoi cell of x is the set V(x, A) of all points z E span(A)
that are closer to x than to any other lattice point:

DEFINITION

V(x,A)

= {z E span{A) I'r/y E C(B).lIz -

xii

< liz - YII}.

(8.7)
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The closed cell V(x, A) is the topological closure of V(x, A)
V(x, A) = {z E span(A) I \ly E £(B).IIz - xII ~ liz - YII}.

{8.8}

We need some simple properties about Voronoi cells, as listed below.
All properties are easily verified and their proofs are left to the reader.
PROPOSITION 8.4 Let A be a lattice with covering radius p and min-

imum distance
properties:

.xl.

Then the Voronoi cells of A satisfy the following

• All Voronoi cells V(x, A) {with x E A} are shifted copies
V(x, A)

= V(O, A) + x

of the fundamental cell associated to the origin.
• V(x, A) is a bounded, open, convex set, symmetric about x.
• Each cell V(x, A) contains a sphere of radius
pletely contained in a sphere of radius p:
B(x, .xt!2)

C V(x, A) c

.xI/2,

and it is com-

B(x, p).

• The volume of V(x, A) (or, equivalently, V(x, A)) equals
vol(V(x, A))

= vol(V(x, A)) = det(A).

• For any two distinct lattice points x
Voronoi cells are disjoint, i. e.,
V(x, A)

=f

n V(y, A)

yEA, the corresponding

=0

{8.9}

• The union of all closed Voronoi cells covers the entire space, i. e.,

U V(x, A) = span(A).

{8.10}

xEA

The bounds on the number of lattice points inside a convex body are
based on the following two simple lemmas.
Let A be a lattice with covering radius p and Q an arbitrary
(closed) convex body in span(A) containing a sphere of radius r. ffx E
An Q is a lattice point inside Q, then the entire cell V(x, A) is contained
in the body Q' obtained expanding Q by a factor (1 + plr). {Expansion
performed using the center of the sphere as the origin.}
LEMMA 8.5
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Proof: Let x be any point of A n Q, and y any point of V(x, A). We
want to prove that y belongs to Q'. If y belongs to Q then the statement
is trivially true because Q is contained in Q'. So, assume y ¢ Q and
let x' be a point of (the closure of) Q closest to y. (See Figure 8.2)
Clearly, x' cannot be an internal point of Q, and it must belong to the
frontier of Q. We also have lIy - x'il $ lIy - xII $ P because x belongs
to Q and y belongs to the Voronoi cell of x. Now consider the segment
connecting y to the center e of a sphere of radius r contained in Q. Since
e is internal to Q and y does not belong to Q, this segment intersect
the boundary 8Q in a unique point y'. Let i' be the line connecting x'
and y', and let i be the unique line parallel to i' containing y. Notice
that e, i and i' all belong to a common plane. Define the projection
z and z' of center e on lines i and i'. Notice that since x' and y' are
boundary points of Q and Q is convex, then z' cannot be an internal
point of Q. Since all points within distance r from e belong to Q, it must
be liz' - ell 2: r. Also, the distance between i and £' equals liz - z'lI, and
therefore liz - z'll $ IIx' - yll $ p. Then we have

lIy - ell = liz - ell = 1 + liz - z'lI < 1 + f!..
lIy' - ell liz' - ell
liz' - ell r
Since point y' belongs to (the closure of) Q and lIy -ell $ (1 + plr)lIy'ell. point y belongs to (the closure of) Q'. 0
Q an arbitrary
(open) convex body containing a sphere of radius r. If x E A \ Q is a
lattice point outside Q, then the entire cell V(x, A) is disjoint from the
body Q" obtained contracting Q by a factor (1 - plr). (Contraction
performed using the center of the sphere as the origin.)
LEMMA 8.6 Let A be a lattice with covering radius p and

Proof: The proof, similar to the one of Lemma 8.5, is left as an exercise
to the reader. 0
We use Lemmas 8.5 and 8.6 to bound the number of lattice points inside Q. Notice that on average Q contains vol(Q)1 det(A) lattice points.
The following proposition shows that if r is large with respect to p, then
the number of lattice points inside Q is approximately vol(Q)1 det(A).
PROPOSITION 8.7 Let A be

a lattice and Q an arbitrary open convex
body in span(A). If Q contains an (open) sphere of radius r 2: p(A)n,
then the number of lattice points inside Q (or its closure Q) satisfies
vol(Q)
det(A)

(1 _

p(A)n)
r

< IA n QI
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Figure 8.2.

Lattice points inside a convex body

-I
vol(Q)
Q
:s; IA n
< det(A)

(1 + 2P(A)n)
r

.

Proof: We start with the lower bound. Let p = p(A) be the covering
radius of the lattice and c be the center of a sphere of radius r contained
in Q. Let Q" be the convex body obtained contracting Q around c by
a factor (1 - p/r). Clearly the volume of Q" satisfies
vol(Q")

= (1- ~r vol(Q) > (1- n:) vol(Q)

(8.11)

Let X be the set of all lattice points x E A such that V(x, A) intersects
Q". By Lemma 8.6, all points in X belong to Q, so it is enough to bound
the size of X (from below). Since sets V(x, A) cover the entire space,
Q" is completely contained in UXEX V(x, A), and
vol(Q") :s;

L

vol(V(x, A)) = IXI· det(A)

(8.12)

xEX

Combining (8.11) and (8.12) we get
IXI > vol( Q)
det(A)
proving the lower bound on IA n QI.

(1 _ pn)

r'

(8.13)
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The proof of the upper bound is similar. Let Q' be the convex body
obtained expanding Q around c by a factor (1 + p/r). The volume of Q'
satisfies
(8.14)
vol( Q') =
+ ~r vol( Q) ~ enp / r vol( Q).

(1

Using the convexity of the exponential function, and condition (pn/r) ~
1 we get
np / r ~ eO + (e 1 _ eO)
< 1+2
(8.15)

e

(n:)

(n:) .

Combining (8.14) and (8.15) we get
vol(Q')

<

(1 + 2;P)

vol(Q).

(8.16)

Let X be the set of all lattice points x E A such that V(x, A) is
contained in Q'. By Lemma 8.5, all lattice points in Q belong to set X,
so it is enough to bound the size of X (from above). Since cells V(x, A)
are disjoint
vol( Q') ~

L

vol(V(x, A))

= IXI . det(A)

(8.17)

xEX

Combining (8.16) and (8.17) we get

IXI <

vol(Q)
det{A)

(1 + 2pn)
r

'

(8.18)

proving the upper bound on IA n QI. 0

1.3

Statistical distance

The statistical distance is a measure of how two probability distributions are far apart from each other, and it is a convenient tool in the
analysis of randomized algorithms and reductions. In this section we
define the statistical distance and prove some simple facts that will be
used in the analysis of cryptographic functions.
8.5 Let X and Y be two discrete random variables over
a (countable) set A. The statistical distance between X and Y is the
quantity
1
~(X, Y) = 2"
IPr{X = a} - Pr{Y = a}l·

DEFINITION

L

aEA

We say that two random variables X, Yare identically distributed
(written X == Y) if and only if Pr{X = a} = Pr{Y = a} for every
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a E A. The reader can easily check that the statistical distance satisfies
the usual properties of distance functions, i.e., it is a positive definite
binary symmetric function that satisfies the triangle inequality:

> 0

~(X, Y)

=

with equality if and only if X == Y
~(Y, X)

Z)

<

~(X, Y)

~(X, Y)
~(X,

+ ~(Y, Z).

(8.19)
(8.21)

(8.20)

The following property of the statistical distance is useful when analyzing a probabilistic algorithm that is part of a larger randomized
process.
8.8 Let X, Y be random variables over a set A, and let
Z be a third random variable over a (possibly different) set B. If Z is
statistically independent from X and Y. Then

PROPOSITION

~((X,

Z), (Y, Z)) = ~(X, Y).

Proof: From the definition of statistical distance and the independence
of Z from X and Y we immediately get
~((X,

=

Z), (Y, Z))

"2 L IPr{X = a, Z = b} - Pr{Y = a, Z = b}1
1

a,b

=

21 L

/ Pr{X = a} Pr{Z = b} - Pr{Y = a} Pr{Z = b}/

a,b

=

1

2LIPr{X=a}-Pr{Y=a}ILPr{Z=b}
b

a

1

=

2 L1Pr{X=a}-Pr{Y=a}1

=

~(X,Y).

a

0

Notice that if Z is not independent from X or Y, then the proposition is not necessarily true. Consider for example two identically distributed, but independent, random variables X, Y, and let Z = Y. Then
~((X, Z), (Y, Z)) = ~((X, Y), (Y, Y)) is nonzero (unless X is trivial),
while ~(X, Y) = 0 because X and Yare identically distributed. Using
Proposition 8.8 and the triangle inequality we get the following useful
bound.
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8.9 Let Xl"'" Xk and YI, ... , Yk be two lists of totally
independent random variables. Then

PROPOSITION

k

b.((XI, ... ,Xk),(YI, ... ,Yk )) ~ Lb.(Xi,Yi).

(8.22)

i=l

Proof: We prove the inequality for lists of length 2. The general case
follows by induction on k. By triangle inequality, the statistical distance
b.((X I , X 2), (YI , Y2)) is at most
b.((X I , X 2), (Xl, Y2))

+ b.((XI, Y2), (YI, Y2)).

By Proposition 8.8, and using the independence of Xl and Y2 from the
other variables, these two terms are at most b.(X2, Y2) + b.(XI, Yd. 0
The following proposition shows that applying a (possibly randomized) function to two distributions does not increase the statistical distance.
PROPOSITION

8.10 Let X, Y be two random variables over a common

set A. For any (possibly randomized) function f with domain A, the
statistical distance between f(X) and f{Y) is at most
b.(f(X), f(Y))

~

b.(X, Y)

(8.23)

Proof: We first consider the case of (deterministic) functions. Let
a function from set A to some other set B. Then,
b.(f(X), f(Y))

= ~ L IPr{f(X) = b} -

Pr{f(Y)

f be

= b}1

bEB

= 2' L
1

L

{Pr{ X = a} - Pr{Y = a} )

bEB aEf-l(b)

1

< 2'

L L

IPr{ X = a} -

Pr{Y

= a} I

bEB aEf- 1 (b)

2' L
1

IPr{X

= a} -

Pr{Y

= a}1

aEA

= b.(X, Y).
So, (8.23) holds true for every function f. Combining Proposition 8.8
with (8.23), we immediately get that (8.23) holds also for randomized
functions. 0
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Notice that /l(J(X), f(Y)) can be strictly less than /l(X, Y). For
example, if f(x) = c is a constant function, then /l(J(X), f(Y)) = 0
regardless of /l(X, Y). However, if f is injective, then equality holds
and /l(J(X), J(Y)) = /l(X, Y).
8.11 If X and Yare random variables over set A and
f: A -+ [a, b] is a real valued function, then

PROPOSITION

I Exp[J(X)] -

Exp[J(Y)] I ~ Ib - al' /l(X, Y)

Proof: Define function g(x) = f(x) - ~. Notice that Ig(x)1 ~
all x, and g(X) - g(Y) = f(X) - f(Y). Therefore

IExp[J(X)] =

Exp[J(Y)JI

= I Exp[g(X)] -

{8.24}

b;a for

Exp[g(Y)JI

Lg(a)Pr{X = a} - Lg(a)Pr{Y = a}
a

a

< L Ig(a)I'IPr{X = a} - Pr{Y = a}1
a

< Ib - al' /l(X, Y).

0

Using the statistical distance, we can reformulate Proposition 8.3 as
follows.
8.12 Let (G, +) be a finite group and let AI,,,,, Ak be k
independent {but possibly not identically distributed} random variables
over G such that for any 9 E G

COROLLARY

{8.25}
for all i = 1, ... , k. Then, the statistical distance between their sum
A = ~~==l Ai and the uniform distribution U over G is at most
A

(t

Ai, U) ,,:;

2-(>+1)

{8.26}

Proof: We know from Proposition 8.3 that the sum ~i Ai satisfies (8.2).
Therefore, the statistical distance from uniform is
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2.

Collision resistant hash functions

Let q be any positive integer, Zq the set of all integers modulo q,
and A be an n x m matrix with entries in Zq. Matrix A is naturally
associated with a linear function
fA: x

I-t

Ax mod q

Z:F to

Z~. Clearly, function fA is easily computable in both dicomputing fA in the forward direction is just a matrix-vector
multiplication, while inverting fA is essentially the problem of solving
a system of linear equations modulo q. In (Ajtai, 1996), Ajtai proved
that, when A is chosen uniformly at random, a suitable restriction of
function fA is at least as hard to invert on the average as the worst case
complexity of approximating certain lattice problems within a polynomial factor. Subsequently, Goldreich, Goldwasser and Halevi observed
that under essentially the same complexity assumption as Ajtai's, it is
possible to prove that a similarly restricted function hA is collision resistant (Goldreich et al., 1997b), i.e., given a uniformly random matrix
A E z~xm, it is computationally hard to find two distinct input vectors
x, y E {O, l}m such that Ax = Ay. The Ajtai-GGH hash function

from

rect~ons:

hA{X)

=

L

ai

(mod q)

i:xi=l

is defined as the restriction of function fA to the set of binary vectors
x E {O, l}m, and the problem of finding collision Ax = Ay is clearly
equivalent to finding integer vectors z = x - y such that liz II 00 = 1
and Az = 0 (mod q). Notice that if m > n log q, then function h A
is indeed a hash function, i.e., it compresses the size of the input, and
collisions are guaranteed to exist. The goal is to prove that collisions are
computationally hard to find. In this section we describe a hash function
family that generalizes and improves the Ajtai-GGH hash functions, and
such that finding collisions for randomly chosen functions is at least as
hard as approximating the covering radius of any lattice in the worst
case within some polynomial factor ')'{n) < O{n 2 .5 10gn). Using the
transference theorems from Chapter 7, we get that finding collisions
is at least as hard as approximating the length of the shortest vector
problem in any lattice within factors ')'{n) < O{n 3.5 10gn). Both factors
can be further reduced by up to Vii if the closest vector problem for
a certain sequence of "almost perfect" lattices can be efficiently solved.
(See Subsection 2.4.) Notice that collisions corresponds to short vectors
IIzl12 ~ Viillslloo = Vii in the lattice AA = {z : Az = 0 mod q}. So,
the security of the hash function can be reformulated as a connection
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between finding short nonzero vectors in a lattice on the average, and
approximating the length of the shortest nonzero vector for any lattice
in the worst case.

2.1

The construction

Let A be a full-rank n-dimensional lattice such that the closest vector
problem in A can be efficiently solved. (Formally, we consider a sequence
of full-rank lattices An, one for every dimension n, such that there exists
a polynomial time algorithm CVP A that on input nand t E Ql, finds
a lattice vector in An as close as possible to t.)
For example, if A = zn, then a lattice vector x E A closest to a given
target t E Ql can be easily found rounding each coordinate of t to the
closest integer Xi = td. We are interested in lattices A that are "almost
perfect", as follows. Remember the definition of the packing radius and
the covering radius: the packing radius is the largest radius such that
(open) spheres centered at distinct lattice points do not intersect, and the
covering radius is the smallest radius such that (closed) spheres centered
at lattice points cover the entire space. Clearly, the covering radius is
always at least as big as the packing radius.

r

DEFINITION 8.6 The packing-covering ratio of a lattice A is the ratio
T between the covering radius and the packing radius of the lattice and
it equals 2p(A)/>"1(A). For any T > 1, a lattice A is called T-perfect
if its packing-coveTing ratio is at most T. We say that a sequence of
lattices An is almost prefect if all lattices An are T-perfect for a constant
T independent of the rank n.

This is analogous to the definition of perfect codes. Codes are sets of
strings (called code words) of some fixed length n over a finite alphabet E,
with the (Hamming) distance between strings measured as the number
of positions in which the two strings differ. Then, the packing radius and
covering radius of a code are defined as the largest and smallest radii such
that the Hamming spheres centered at codewords are disjoint or cover
the entire space En, respectively. A code is called perfect if the packing
radius equals the covering radius. In other words, the code is perfect
if it is possible to partition the entire space En with equal (Hamming)
spheres centered at the codewords. Interestingly perfect codes do exist,
but the same is not true for lattices: it is not possible to partition the
Euclidean space IRn with spheres of radius bounded away from O.
We would like the packing-covering ratio T of lattice A to be as small
as possible. Remember that the VOl'Onoi cell of a lattice A contains a
sphere of radius )'1 (A)/2 and it is contained in a sphere of radius p(A).
When T is close to one, then these two radii are almost the same, and
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the Voronoi cells V(x, A) are almost spherical. So, even if IRn cannot be
partitioned with equal spheres, r-perfect lattices partition IRn into equal
almost spherical regions. The questions is: how close to a sphere can
these regions possibly be? Setting A =
to the integer lattice gives
r = Vn. However, as we will see in Subsection 2.4, it is possible to
do much better than that. For now we assume A is a r-perfect (easily
decodable) lattice for some r between 1 and Vn.
We use lattice A and the corresponding decoding algorithm CVP A to
define a hash function as follows. First, we build an almost orthogonal
sublattice C{M) c A. Let a be a scaling factor to be specified, and
for all i = 1, ... ,n, let mi = CVP A(ap( A)ei) be a lattice point within
distance p(A) from ap(A)ei' In matrix notation,

zn

M

= ap(A)I +R

(8.27)

where R is a matrix with columns of length bounded by

(8.28)
Lattices A and C{M) define a finite Abelian group
G = Ajc'{M).

(8.29)

The elements of group G can be represented using any of the techniques
described in Subsection 1.1. The only important properties here are
that elements of G can be represented using log IGI bits, and the group
operation can be computed in polynomial time. Moreover, there is an
easily computable homomorphism 'IjJ : A -+ G that maps each lattice
vector to the corresponding group element. Notice that 'IjJ{x) = 0 in G
if and only if vector x belongs to sublattice C{M) c A.
We define a family of G-valued hash functions. Let m be an integer,
and fix a sequence of m group elements al,.'" am E G. The vector
a = [al,'" ,amV E G m defines a function ha : {O, l}m -+ G that maps
binary vector x E {O,l}m to group element
m

ha(x)

= LXiai = L{ai:xi = I}.

(8.30)

i=l

If m > log2lGI, then ha is a hash function (i.e., a function that compresses the size of its input) and collisions ha{x) = ha{y) (with x :f= y)
are guaranteed to exist. We want to prove that if vector a E G m is
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chosen uniformly at random, then collisions are hard to find. As for
the Ajtai-GGH hash function, collisions can be represented as vectors
Z E {-1,0, +l}m\ {o}m such that L:i Ziai = 0. In the rest ofthis chapter
we will refer to such vectors as ha-collisions.
Before proving that ha is collision resistant, we bound the size of group
G from above, so to get an estimate for the length m of the key a.
LEMMA 8.13 For any constant a ~ 1 and any lattice A with packing-

covering ratio r ::; ..fii, let M be a set of vectors of A as defined in
{8.27} and {8.28}. Then, the elements of group G = AIC(M) can be
represented with binary strings of length

log21GI < n (log2 n + log2 a) .
Proof: We need to bound the group size IGI = det(C(M))1 det(A). We
bound the two determinants separately. The columns of M have length
at most
Therefore, by Hadamard's inequality

To bound the determinant of A, we use Minkowski's theorem. By
Theorem 1.5, the length of the shortest nonzero vector in A satisfies
>q(A) < ..fiidet(A)l/n. Therefore, det(A) is greater than (>'l(A)I..fii)n.
Combining the two bounds, we get that group G has cardinality
IGI

= det(M)

det(A) <

(2a>'1(A)..fii)n
= ( r.::)n
(A)
ary n .
p

Taking the logarithm of both sides, and using r ::;
in the lemma. 0

(8.31)

vIn, we get the bound

In particular, if a is bounded by a polynomial in n, then group elements can be represented using O(nlogn) bits.
Let F be a hypothetical collision finder algorithm that on input a
randomly chosen vector a E Gm, outputs (with non negligible probability
8) an ha-collision z. We show that, given oracle access to F, one can
approximate the length of the covering radius of any lattice C(B) of rank
n within some small factor ,(n).

2.2

Collision resistance

Let ,(n) be any function slightly bigger than rn 2 10gn:
w(rn 2 Iogn)::; ,(n) ::; rn 2 log 2 n.

(8.32)
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For example one can set ,(n)
Set the scaling factor (l' to

= rn 2 log 2 n,
(l'

but the smaller the better.

,(n)
= --.
8y1nr

(8.33)

Notice that this choice of (l' satisfies

n 1.5 log n

:s: :s: n 1.5 log2 n.
(l'

Let the length of the key a be m = 2log2 1GI so that ha is a family of
hash functions that compress the size of their input by a factor 2. By
Lemma 8.13, this value satisfies
m ::; 6n log2 n.

(8.34)

We want to prove that finding ha-collisions when a is chosen uniformly
at random is at least as hard as approximating the covering radius of any
lattice within a factor ,(n). Formally, we give a polynomial time probabilistic reduction from the promise problem GAPCRP-y to the problem
of finding ha-collisions when a is chosen at random. More specifically,
given access to a collision finder algorithm F that on input a random
a E
outputs (with nonnegligible probability over the choice of a)
an ha-collision F(a), we show how to efficiently solve GAPCRP-y for
any approximation factor ,(n) = w(rn 2 logn), where r is the packingcovering ratio of A. For example, if A =
then the corresponding hash
function is as hard to break as approximating the covering radius of any
lattice within any factor ,(n) = w(n 2 .5 10gn). We remark that while the
collision finder algorithm F is required to work only for a nonnegligible
fraction of the keys a, the reduction should correctly solve (with high
probability) any GAPCRP-y instance (B,r). We will give a randomized
reduction that rejects all NO instances (with probability 1), and accepts
all YES instances with probability exponentially close to 1. In particular,
when the reduction accepts an instance (B, r), the randomness used by
the reduction constitutes an NP proof that p(B) :s: ,r, and therefore
(B, r) is not a NO instance. (From the promise that (B, r) is either a
YES or a NO instance, we can also deduce that (B, r) is a YES instance,
i.e., p(B) :s: r. However, if (B, r) does not satisfies the promise, then the
covering radius can be as large as ,r.) In fact, the reduction produces
more compact and informative NP proofs than the whole sequence of
coin tosses used in the reduction process. The short proof produced by
the reduction consists of a sequence of n linearly independent vectors
S = [81, ... ,8n ] in .c(B) such that the length of the diagonal of the orthogonalized parallelepiped O"(S) = JEi 118:11 2 is at most 2, . r. Since,
by Theorem 7.9, all linearly independent sets S satisfy O"(S) ~ 2p(B),

am

zn,
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this proves that

p(B)

~ 0"~8) ~ 'Y r

and 8 is an NP-witness for GAPCRP,¥ instance (B,r). Notice that
vectors 8 not only prove that for every target point t E span(B) there
exists a lattice vector x E C(B) within distance 'Yr from t, but also
allow to algorithmically find such lattice vector in polynomial time, for
example using the nearest plane algorithm from Chapter 2.
The idea of the reduction is the following. Given a basis B we want
to find linearly independent vectors SI, ... ,Sn in C(B) such that 0"(8)
is at most 2'Y(n) . p. We proceed iteratively as follows. We start from
8 = B, and assume for simplicity that vectors are sorted according to
their lengths I/sl1/ ~ I/s21/ ~ ... ~ I/snl/. These vectors are clearly linearly independent, but they are potentially much longer than p(B). We
show that if 0"(8) 2 2'Yp(B) then we can efficiently find (with nonnegligible probability) a new lattice vector S E C(B) linearly independent
from SI, ... , Sn-l such that /ls/I ~ ~llsn/i. So, we can replace Sn with S,
possibly sort the vectors again according to their lengths, and proceed
with another iteration. Since lattices are discrete objects, the length
of the vectors Si cannot be reduced indefinitely, and at some point the
iterative step must fail. If the iterative step repeatedly fails to find a
short vector s, then it must be the case (with very high probability) that
the assumption 0"(8) 2 2'Yp(B) is false, i.e., the set of vectors SI, ... ,Sn
satisfies 0"(8) < 2'Yp(B). Details follow.
As outlined above, the main component of the reduction is a solution
to the problem described in the following proposition.

Let A be a full rank n-dimensional T-perfect lattice
such that the closest vector problem in A can be solved in polynomial
time, and let M, a, "I, a and m be as defined in (8.27), (8. 29}, (8. 32},
(8.33) and (8.34). LetF: am -7 {-l,O,+l}m\{o}m be a function such
that F( u) is an hu -collision for a nonnegligible fraction 8 of the inputs
u E am. Let B E znxn be a basis and 8 = [SI' ... ' snl a sequence of
linearly independent lattice vectors in C(B) such that IIsn/i = maxi /lSi 1/
and 0"(8) 2 2'Y(n)p(B). Given B,8 and oracle access to F one can
efficiently find (with probability 0(8)} a lattice vector S E C(B) linearly
independent from s1, ... , Sn-l such that 1/ S1/ ~ ~ 1/ Sn 1/ . Moreover, the
reduction makes only one call to F.
PROPOSITION 8.14

In the formulation of the problem above, we made the simplifying
assumption that the collision finder F is deterministic. We will see, in
the proof of Theorem 8.15 below, that this assumption is not restrictive.
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We emphasize that while the success probability of collision finder F
is computed with respect to the random choice of vector a E Gm, a
solution to Proposition 8.14 is required to work for any lattice B, and
its success probability is computed only with respect to the internal
randomness of the reduction. (Notice that the sequence a passed as
input to oracle F possibly depends on this internal randomness. That
is why the probability of finding s depends on the average-case success
probability 0 of the collision finder function. However, no randomization
on input lattice B is performed.)
The proof of Proposition 8.14 will be given in Section 2.3. In the
rest of this section we use Proposition 8.14 to prove that function ha is
collision resistant.
THEOREM 8.15 Let An be a sequence of T-perfect lattices (with T(n)
possibly a function of the rank n} such that the closest vector problem in
An can be solved in polynomial time. Let also G, ha and'Y be as defined in
(8. 29}, (8.30) and (8. 32}. If there exists a probabilistic polynomial time
al90rithm F that finds collisions ha(z) = 0 with nonnegligible probability
o when a is chosen uniformly at random, then G APCRP 'Y can be solved
in RP (random polynomial time). Moreover, on input a YES instance
(B, r), the GAPCRP'Y algorithm produces an equivalent basis 8 such that
0"(8) ~ 2'Yr with probability exponentially close to 1.

Proof: Let 0 be the success probability of:F. First of all we need to
transform this randomized collision finder F into a (deterministic) function that (almost certainly) finds collisions for a non negligible fraction of
the inputs. Let r be the randomness used by :F. By Markov inequality,
if F succeed with probability 0 when u and r are chosen at random, then
there is at least a 0/2 fraction of the inputs for which F(u) succeeds with
probability 0/2. (Probability computed for a fixed u only with respect
to the choice of the randomness r.) We build a F' as follows: on input
u, run F(u) O(nlog(1jO)) times using independent random strings r
each time. If any of these runs find an hu-collision, then output it. If
not, return any element of {-I, 0, +l}m \ {o}m . All queries are stored,
so that if a query u is asked twice, then the same P(u) is returned
both times, and F' behaves like a function. It is easy to see that with
probability exponentially close to 1, F' correctly answers at least a 0/2
fraction of the queries. The rest of the proof follows the outline given at
the beginning of this subsection and it is left to the reader as an exercise.
D
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The iterative step

In this section we show how to use a collision finder function F to
find short vectors in any lattice C(B).
Proof [of Proposition 8.14]: Let A, M, a, T and F be as defined in
such that F(g) is an
the proposition. Let 9 be the set of all g E
hg-collision. We know that if u E
is chosen uniformly at random,
then
Pr{u E g} = 0

am

am

for some nonnegligible function o(n).
Let B be a full-rank n-dimensional lattice basis, and 8 a set of linearly
independent lattice vectors such that 0"(8) 2 21'p(B). We want to use
F to find a lattice vector s E C(B) such that s ¢ span(sI, ... , sn-d and
IIsll $ IIsnli/2 with probability 0(0). Define the scaling factor
(3 = VnO"(8)
ap(A)

(8.35)

and consider the almost orthogonal matrix {:3M. We use 8 to approximate each vector (:3mi with a lattice point Ci E C(B). In particular,
using the nearest plane algorithm of Chapter 2, we find, for i = 1, ... , n,
a lattice point Ci E C(8) ~ C(B) within distance 0"(8)/2 from {:3mi. Let
C = [CI, ... , cn]. Using matrix notation,
C = (:3M + Q,

(8.36)

where Q is a matrix with columns of length at most
(8.37)
Define the integer

k

= 3Iog2 n+log(1/0).

(8.38)

Notice that since 0 is nonnegligible, 0 2 l/n e for some constant c independent of n, and 10g(1/0) = O(log n). In particular, k is also O(log n).
Sample mk group elements [xi,i]C (i $ m and j $ k) in C(B)/ C(C),
and for every xi,i, let xi,j = MC-1Xi,i. (See Figure 8.3.) Equivalently,
one can choose [xi,i]M uniformly at random in C(B')/ C(M), where
B' = MC-IB, and set xi,i = CM-1xi,i. (We do not specify at this
point the choice of representatives xi,i and xi,i.) Then, use the decoding algorithm CVP A to find a lattice point Wi,j E A within distance p(A)
from xi,i. Let also ai,i = 7/J(wi,i) be the group element corresponding to
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lattice point

a

= [al,""

WLj

----------------

Connecting lattices

and for every i

= 1, ... ,m, define ai = 1:7=1 ai,j'

Pass

amF' as input to the collision finder to get a vector z = F(a).

For every i,j, let Wi,j = CM-lW~,j and define
output of the reduction is the vector
S

m

k

i=l

j=l

= LZiLYi,j.

Yi,j

= Xi,j - Wi,j' The

(8.39)

Before analyzing the success probability of the reduction, we introduce
some useful conventions about the lattice decoding algorithm CVP", and
the choice of representatives of the sampling procedure. We assume the
following:
• For any vector t E

~m

and v E A,
(8.40)

(If CVP", is randomized, then (8.40) should be interpreted as equality between probability distributions.) This property can be easily
achieved modifying CVP", as follows: on input x', compute x" =
x' mod A and output w' = CVP ",(x") - x" + x'. The reader can
easily verify that this modified decoding procedure also solves the
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closest vector problem in A, and it satisfies (8.40). Notice that this
property implies that vector Yi,j = CM-I{x~,j - CVPA{X~,j)) does
not depend on the representatives used for xi,j E C{B') / C{M). In
particular, the final output s (8.39) does not depend on the choice of
representatives .
• If x' is chosen uniformly at random from C{B')/ C{M), then

Exp[x' - CVP A{X')] =
x'

o.

In particular, the distribution of the difference vectors
Wi,j satisfies
EXp[Yi,j]

= CM- I Exp[xi,j -

CVP A(xi,j)]

= O.

Yi,j

= Xi,j -

(8.41)

This property is easily achieved modifying CVP A as follows: on input x', choose b E {O, I} uniformly at random and output vector
(-I)bCVP A{{ -1)b x') .
• Let A' C A be a set ofrepresentatives for AI C{M). For example, let
A' = An'P{M). We assume that, for all i = 1, ... ,m and j = 1, ... ,k,
vector wi,j belongs to A'. This property can be achieved by appropriately choosing the set of representatives used for xi,j and modifying
the sampling procedure accordingly. For example, we first choose an
auxiliary vector X~~j uniformly at random from C{B')/C{M). (At
this point, which representative is used does not matter.) Then we
compute W~~j = CVP A(xi',j) and find the unique element wi,j E A'
congruent to wi~j modulo M. Finally we set Xi,j = xi',j - wi: j + wi,j.
The conventions just described are not strictly necessary, but they
help simplifying the reduction. So, we assume that a and s are chosen
according to the procedure described above. We want to prove that
S E C{B), S f/. span{sl, ... ,sn-d and IIslI ~ IIsnll/2 with probability
O{&). We will prove the following:
1 If a E Q (i.e., if F{a) is an ha-collision) then s E C{B)
2 The distribution of vector a = [al, ... ,am]T is statistically close to
uniform over Gm , and, in particular, Pr{a E Q} = &. (I - 0(1)).
3 The conditional probability that s f/. span{sl, ... ,sn-d (or, equivalently, s is not orthogonal to s~, written S .ts~), given that a E Q, is
at least 1/6.
4 The probability that a E Q, but IIslI > IIsnll/2, is at most & . 0(1).
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It follows that the success probability of the reduction is

Pr{s E C(B) 1\ s .ts~ 1\ IIsll ~ IIsnli/2}
~ Pr{a E 9 1\ s .ts~ 1\ 211s11 ~ IIsnll}
> Pr{a E 9 1\ s .ts~} - Pr{a E 9 1\ 211s11 > IIsnll}
= Pr{a E g} Pr{s .ts~ I a E g} - Pr{a E 9 1\ 211s11

> IIsnll}

1

> 8(1 - o( 1)) . '6 - 8 . o( 1)
8· (1 - 0(1))
6

= 0(8).

We first prove that if a E g, then s is a lattice point. Remember
that a E 9 if and only if z = F(a) is an ha-collision, i.e., L:i Ziai = o.
Consider the vector w' = L:~l Zi L:J=1 W~,j. Since all w~J belong to
A, also w' is a lattice point of A and we can apply the homomorphism
1/J : A -t G to w'. The group element corresponding to lattice vector w'
is
m

1/J(w / )

=L

k

ZiL1/J(Wi,j)

i=l

j=l

m

k

i=l

j=l

= LZiLai,j =

m
LZiai

= O.

(8.42)

i=l

Since G is the quotient of A modulo C(M), this proves that w' E C(M),
i.e., w' = Mv for some integer vector v. Now, substituting Yi,j =
Xi,j - Wi,j in the definition of 5 we get
s

=

""'
z·(x·Z,}. L...J'

W·',}.)

i,j

i,j

i,j

i,j

i,j

i,j

=

L ZiXi,j - L
i,j

VICI

I

which is a lattice vector because Xi,j, CI E C(B) and Vb Zi are integers.
This proves that if a E 9 then s E £(B).
We now show that the distribution of (al, ... , am) is very close to
uniform. We first show that the probability distribution of each ai,j is
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not too far from uniform. Then, we use Corollary 8.12 to prove that the
statistical distance of ai = E j ai,j from uniform is very small. In order
to prove that ai,j is not too far froql uniform, we need an upper bound
on the covering radius of £(B').
8.16 Let a be as defined in (8.33). Then, the covering radius
of B' is at most
p(B') ~ AI(A)/(8n).

LEMMA

Proof: Let t' be a deep hole in £(B'), i.e., a point in IRn such that
lit' - B'vll ~ p(B') for every lattice point B'v. Let Bv be the lattice
point in £(B) closest to t = CM-It'. Then,
p(B)

> dist(t, £(B))
IIt-Bvll
IICM-I(t' - B'v) II

=
=

> lit' - B'vll . min IICM-1dll
dElRn

Ildll

. I\Cdl\
> p(')
B . ~~~ IIMdll.
Moreover, for any vector d E Rn , we have
IICdll
IIMdll

=

IIt3Md + Qdll > t3 _ IIQdll
IIMdl1
IIMdll·

(8.43)

We compute an upper bound on IIQdll/IIMdll that will also be useful
later on.

<

IIQdll
IIMdll

<
<
But the sum

Ei Idi I is at

IIQdll
lIap(A)dll - IIRdll
Ei Idil· IIqill
ap(A)lldll - Ei Idil·llrill

Ei Idil . (7(8)/2
ap(A)lldll - Ei Idil· p(A)·

most

n

L Idil = IIdll

l

~

vlnll d ll2.

i=l

Substituting this value in the previous expression we get

y'na(8)
IIQdll <
IIMdll - 2p(A)(a - y'n)

=

([i) (a _ay'n ) <- ~t3
2

4 '

(8.44)

173

Cryptographic Functions

where in the last inequality we used a
covering radius of C(B) satisfies
p(B)

> p(B') . min \ICd\l > p(B')
-

d

IIMdll -

~

3y'n. This proves that the

\IQ d\l) > p{B')f3.
IIMd\l - 4

(f3 _ max
d

Finally, solving for p(B') and using (8.35), u(8)
T = 2p(A}/ >'dA), we get
p

(B') < 4p(B)
f3

~

2,p(B), {8.33} and

= 4p(B)ap{A) < 2ap(A) = >'1 (A) .
y'nu(8)

-,y'n

8n

0

We use the bound on the covering radius to estimate the probability
that ai,i equals any fixed group element a E G. Remember that ai,i is
chosen selecting a lattice point xi,j E C(B') / C{M) uniformly at random,
and setting ai,i = .,p{CVP A(xi)). Let w' be the (unique) lattice point
in A' c A such that .,p(w') = a, and let Q = V(w',A) and Q = V(w',A)
be the ·open and closed Voronoi cells of w', respectively. In particular,
the volumes of Q and Q equal
vol(Q) = vol(Q) = det(A).
The probability that group element a is chosen is roughly proportional
to the number of lattice points of C(B') contained in Q. (The probability
is not exactly proportional to this number because lattice points on the
boundary of Q are not necessarily mapped to w'.) Since the number
of equivalence classes of x~,i E C(B'} modulo C(M) is det(M}/ det(B'},
the probability that ai,i = a satisfies
IC(B')

n QI . det(B') < Pr{ a . . = a}
det(M)
t,]

< IC(B') n QI· det(B'} .
det(M)

-

Notice that both Q and Q contain an open sphere ofradius r = >.t{A)/2.
Therefore, by Proposition 8.7 and using the bound p(B'} ~ >'1(A)/(8n)
from Lemma 8.16, the number of lattice points in Q satisfies
IC(B')

n QI ~

det(A) (1 _ 2P(B')n)
det(B')
>'1 (A)

> det(A) (1 _
det(B')

and the probability that

ai,j

Pr{ ai,i = a}

=

a

!)4

is

3 det(A) det(B')

~ 4det(B') det(M)

3

= 41GI'
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Similarly, the number of lattice points in Q satisfies
I£(B')

n QI < det(A)

det(B')

<
and

det(A)
det(B')

(1 + 2P>'1(B')n)
(1 + !)2
(A)

3 det(A) det(B')

Pr{ ai,j

3

= a} ~ 2det(B') det(M) = 21GI·

This proves that, for all a E G,

So, the probability distribution of each ai,j is not too far from uniform.
Adding up a relatively small number of ai,j we get a group element
ai = ~j ai,j which is almost uniformly distributed. In particular, by
Corollary 8.12, the statistical distance between ai and a uniformly distributed Ui EGis at most

(8.45)
Since random variables ai are independent, by Proposition 8.9 the statistical distance between vector a = [al, . .. , amjT and a uniformly distributed u E G m is at most
m

D.(a, u)

<

L

D.(ai, ud

i=1

~

2:

1

(8.46)

and, using (8.38) and (8.34)' we get
D.{a, u)

~

m;n ~ 66nl~g2
n ~ 6.0(1).
n

(8.47)

We use the bound on the statistical distance between a and a uniformly distributed u to compute the probability that a E g. Let cp the
characteristic function of set g:

I if g E g
cp(g) = { 0 otherwise .
We want to bound the value of Pr{ a E g} = Exp[cp(a)]. Notice that
function cp takes values in [0,1]. Therefore, by Proposition 8.10,
I Exp[cp(a)] - Exp[cp(u)]1 ~ D.(a, u) ~ 6·0(1).

(8.48)
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This proves that the probability of querying function :F on a point of 9
is at least
Pr{ a E g}

=

>
>

Exp[<p(a)]
Exp[<p(u)] -I Exp[<p(a)]- Exp[<p(u)]1
8 - 8 . o( 1) = 8 . (1 - o( 1) ).

The same technique used to show that a is almost uniformly distributed, can be employed to prove that the conditional probability of
(s, s~) :1= 0 (given a E g) is at least 1/6. In fact, we can prove something
stronger: for any fixed g E em, the conditional probability, given a = g,
is at least 1/6. Define auxiliary vectors

s' =

Me-Is

s

M-Te T sn'
*

A

_

Notice that (s', s) = (s, s~). Therefore, s is orthogonal to s~ if and only
if s' is orthogonal to s. We want to bound the (conditional) probability
that (s', s) = O. We show that for any fixed g E em
Pr{(s',s) :1=

01 a = g} ~ ~.

Fix the value of WLj E A' for all i = 1, ... ,m and j = 1, ... ,k. Notice
that this uniquely determines also ai,j = 1JI(w~), ai = L: j ai,j and z =
:F(aI,'" ,an)' For any i, j, let Qi,j = V(wLj' A) be the (open) Voronoi
cell of WLj' and let Qi,j be its closure. It is easy to see that (given a = g)
vectors Y~,j are totally independent, although not in general identically
distributed. Moreover, each W~,j is distributed almost uniformly in Qi,jn
.c(B'). (As before, the distribution is not perfectly uniform because
points on the boundary of Qi,j are not necessarily mapped to W~,j' so
the points on the boundary might have conditional probability smaller
than those in the interior Q.)
Since z :1= 0, there exists a coordinate i such that Zi = ±l. Assume
without loss of generality that Zl = ±l. Let Y be the list of all vectors
Y~,j except yLl' Variable Y takes values in V(O, A)mk-l. Fix the value
of all vectors in Y and define the constant

a =

Zl (w~,j'

§)

+ 2: Zi(Y, s).
yEY

The scalar product of s' and
(s', s)

s is

= 2: Zi (Y~.j, s) = Zl (X~,l' s) + a.
i,j
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= 0 if and only if x~,l

belongs to the hyperplane

= {x: Z!(x,s} +a = a}.

li Q

We want to compute the probability that

lip

x~ ,1

= {x: Zl(X,S} + (3 =

¢ li

Q •

Let

o}

be the hyperplane parallel to li Q that passes though w~,l' (See Figure 8.4.) Hyperplane lip defines two open half spaces

lit

= {x / ZlXTS + (3 > o}
1ir; = {x / ZlxT§ + (3 < o}
and at least one of them does not intersect li Q • Let Q' be the intersection
of the interior of Ql,l with this open half space, e.g.,
Q' = { Q!,l
QI,!

li

n 1ir; if a ~ (3
n lit if a > (3.

The probability that x~ 1 ¢ Q is at least as large as the probability that
xLI E Q'. This last p~obability is not smaller than the ratio between
the number of lattice points in Q' and those in QI,I:
"
/£(B') n Q'/
Pr{xl,l ¢ Q / a, Y} ~ /£(B') n Ql,l/'

(8.49)

(The reason equality does not necessarily hold is that points on the
boundary of Q' may have probability smaller than points in the interior.)
Notice that Q' is convex because it is the intersection of two convex sets.
So, we can use Proposition 8.7 to bound the number of lattice points in
Ql,l and Q'.
Since Ql,1 is symmetric with respect to wLl' the volume of Q' is
exactly half that of Ql,I. Moreover, QI,1 contains a sphere of radius
AI(A)/2 centered at w~ l' and Q' contains an (open) sphere of radius
AI(A)/4 centered at w~; ± AI(A)/(4/1§I/)§. (See Figure 8.4.) Therefore,
by Proposition 8.7, the'number of lattice points in Q' is at least
/£(B') n

Q'/ >

vol( Ql,J)
- 2 det(B)

(1 _Alp(B')n).
(A)/4

(8.50)

Also, by Proposition 8.7, the number of lattice points in QI,1 is at most
/£(B') n Q

/ < VOl(QI,J)

1,1 -

det(B')

(1 + AI(A)/2'
2P(B')n)

(8.51)
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Figure 8.4.

Lattice points that avoid a hyperplane

Substituting (8.50) and (8.51) in (8.49) we get

Pr{ X~,I ¢ Hex I a, Y}

1 >'1 (A) - 4p(B')n

~ 2 Al (A) + 4p(B')n

~ ~ (1- ~+~)
and using the bound on the covering radius from Lemma 8.16

Prix;,! ¢ 1£.1 a, Y}

~ ~ (1- 1 ~ ~) ~ ~.

Averaging over all possible values for a E Q and Y E ))(0, A)mk-I, we
get
1
Pr{s ts~ I a E Q} ~ 6'
It only remains to be proved that vector s is short (with high probability). In the next lemma we bound the length of each Yi,j'

8.17 For any i
is at most
LEMMA

= 1, ... , m

and j

Ilsnll
II Yi,j II <
- w(vnlog

= 1, ... ,k,

the length of Yi,j

n)

Proof: The proof is similar to that of Lemma 8.16. From the definition
of Yi,j and W~,j = CVPA(X~) we get

II Yi ,j II =

IIxi,j - Wi,j II
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=

IICM-l(X~,j - w~,j)11
I

IICM-1dll
IIdil

I

< IIXi,j - wi,jll' mr
lIedll

< p(A)· mr IIMdll'
Then, we notice that for every vector d E Rn ,
IICdl1
II Md II

= IIf3Md + Qdll < 13
IIMdl1

-

+

IIQdll
IIMdll'

Finally, we use (8.44) to get
IIQdll)
IIYi,jll ::; p(A) ( 13 + mr IIMdll

< 2f3p(A).

Substituting (8.35) for 13, (8.33) for a, (8.38) for k and using a(8) ::;
v'nllsnll, we get the bound in the lemma. 0
At this point, by triangle inequality we immediately get

This bound is not good enough because we want IIsll to be smaller than
IIsnll. In the rest of the proof we give a better probabilistic bound on
the length of s. The intuition is that in a random walk the typical
distance from the origin grows with the square root of the number of
steps, instead of being linear. In our case, the steps are given by vectors
ZiYi,j, and the final point is vector s. So, even if IIsll can be mk times
as long as a single step ZiYi,j, on the average it is much shorter than
that. The problem is that since coefficients z = F(a) depend on a, and
vectors ai,j and Yi,j are correlated, the steps ZiYi,j are not independent
and general bounds on the average length of random walks cannot be
directly applied. Still we can prove that S is usually not much longer
than v'mk times maxi,j IIYi,jll, even under the assumption that a E g.
Namely, we show that the probability that a E 9 and IIsll > IIsnli/2 is at
most d . 0(1). Notice that since IIsnll > 0, events a E 9 (or, equivalently,
cp(a) = 1) and IIsll > IIsnli/2 are simultaneously satisfied if and only if
4cp( a) IIsII 2 > IIsn 112. By Markov inequality
Pr{a E 9 1\ IIsll

> IIsnli/2} = Pr{cp(a)llsII 2 > IIsnIl2/4}
< 4 Exp[cp(a)lIsII2]
II s nl1 2
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We want to prove that Exp[cp(a)lIsII2] is at most 80(1)lIsnIl2, and therefore Pr{a E 9 1\ Ilsll > IIsn1l/2} ~ 8·0(1). For i,j E {l, ... ,m} and
gE
define the functions

am,

where w
and let
r(g)

=

m

= F(g)

(8.52)

k

L L

(Yi,llYj,h)CPi,j(g).

i,j=1 h,l=1

Functions CPi,j satisfy cpi,j(a) = ZiZjcp(a), where z = F(a) is the output
of the collision finder algorithm on input a. Therefore
r(a)

=
=

m

L L (Yi,l,Yj,h)cpi,j(a)

i,j=1 h,l=1

.f /

,,)=1 \

= /L
\ i,l

=

k

tYi,l' tYj,h) ZiZjcp(a)
l=1
h=1

ZiYi,l,

L ZjYj,h) cp(a)
j,h

IIsIl2cp(a).

We want to bound the expectation
Exp[r(a)] ~ Exp[r(u)]

+ IExp[r(a) -

r(u)JI.

We prove that, if u is chosen uniformly at random, then both Exp[r(u)]
and I Exp[r(a) - r(u)]1 are at most 811snll2 ·0(1).
We start with Exp[r(u)]. The key observation is that vector u is
statistically independent from Yi,j, Yh,l. Therefore,

i,j h,l

=

L L EXp[(Yi,ll Yj,h)] . EXp[cpi,j(U)].
i,j h,l

Moreover, unless (i, l) = (j, h), random variables Yi,l and Yj,h are independent and
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So, by Lemma 8.17, the expectation of r(u) is

=

Exp[f(u)]

<

m

k

i=l

1=1

L L Exp[l/Yi,zll 2] . EXp['Pi,i(U)]
IIsnll2mk8
w(n log2 n)

~ 611snll2 . 0(1).

(8.54)
(8.55)

Now consider the expectation of the difference Exp[f(a) - r(u)]. The
statistical distance between (Yl,l,"" Ym,k, a) and (Yl,l,"" Ym,k, u) is
not necessarily small. So, in order to bound the expectation of f(a) r(u), we first break this expression into smaller components as follows.
Let hd : IRn x IRn x am --+ IR be the functions

Then, we have
IExp[f(a) - f(u)]I

=

2: Exp[!i,j(Yi,l, Yj,h, a) -

!i,j(Yi,l, Yj,h, u)]

i,j,h,l

<

L IEXp[Ji,j (Yi,l, Yj,h, a) - !i,j (Yi,l , Yj,h, u)JI

i,j,h,l

where, in the summations, i, j range over {I, ... , m}, and I, h range over

{I, ... , k}. We bound each term

separately. We first bound the absolute value of hAYi,l, Yj,h, g), and
then the statistical distance between the two distributions (Yi,l, Yj,h, a)
and (Yi,l,yj,h, u). By Lemma 8.17, for every g E am, the absolute value
of !i,j(Yi,l, Yj,h, g) is at most

Now consider the statistical distance
A((Yi,l,yj,h,a), (Yi,I,Yj,h, u)).

(8.58)

By Proposition 8.10, (8.58) is at most
A( (Yi,l, Yj,h, ai,l, aj,h, a), (Yi,l, Yj,h, ai,l, aj,h, u)).

(8.59)

181

Cryptographic Functions

We distinguish three cases:
• If (i, l)

= (j, h),

then by Proposition 8.10, (8.59) is at most
(8.60)

am

Notice that u' = u - ai,lei is uniformly distributed over
independently from Yi,l,ai,l' Also a' = a-ai,lei = E(i',l'):;e(i,l)ai',l,ei' is
independent from Yi,l, ai,l. Therefore, by Proposition 8.8, (8.60) is
equal to D.{a', u'). The components of a' and u' are totally independent. Therefore,
m

D.{a', u')

=L

D.{a~, uD

t=l

where each Ut is distributed uniformly at random over G, while a~ =
EII:;e1 ai,l' (resp. a~ = Ell ai,l' for t =1= i) is the sum of k - 1 (resp.
k) independent random variables, each satisfying the hypothesis of
Corollary 8.12. So, the statistical distance (8.60) is at most

m-1
2k+l

• If i

=j

and l

=1=

1

+ 2k =

m+1
2k+l .

h, then (8.59) is at most

(8.61 )
where u' = u - {ai,l + ai,h)ei and a' = a - (ai,l + ai,h)ei are both independent from Yi,l, Yi,h, ai,l, ai,h. So, (8.61) equals D.{a', u'). Again,
the components of a' and u' are totally independent, with u~ distributed uniformly at random over and a~ equal to the sum of independent random variables, each satisfying the hypothesis of Corollary 8.12. This time a~ is the sum of k - 2 such variables. So, the
statistical distance (8.61) is at most

a

m-1
2k+l

1

+ 2k - 1 =

m+3
2k+l .

• The last case i =1= j is also analogous. This time (8.59) is at most
D.{a' , u') where a' = a - a'le'
t , ' - a'ke'
J,
J and u' = u - a'le'
t , ' - a'ke'.
J,
J
As usual, u~ are distributed independently and uniformly at random
over a, while a~ is equal to the sum of k - 1 {if t E {i, j}) or k {if t rt
{i, j}) independent random variables each satisfying the hypothesis
of Corollary 8.12. Therefore, the statistical distance is at most
m-2
2k+l

+

2
2k

=

m+2
2k+l .
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In all three cases, the statistical distance is at most
(8.62)
So, by (8.57), (8.62) and Proposition 8.lD, the expectation (8.56) is at
most
t5l1 s nll 2
n 3 10gn'
Adding up for all i, j

= 1, ... ,m and h, 1 = 1, ... ,k we get

This concludes the proof that Exp[r{u)] ~ t5l1snll2 . 0(1). 0

2.4

Almost perfect lattices

In the previous subsections we showed that any r-perfect easily decodable lattice can be used to construct a collision resistant family of
hash functions which is at least as hard to break (on the average) as
approximating the covering radius of any lattice within a factor ,(n) =
w{rn 2 10gn). So, in order to make these hash functions as hard to break
as possible one needs lattices with packing-covering ratio r as close as
possible to 1. We observed that r = Vii can be easily achieved setting
In this subsection we show that
A to the lattice of all integer points
it is possible to do much better than that.

zn.

THEOREM

ratio r

8.18 For every n, there exist a lattice with packing-covering

< 4.

Proof: We give an iterative procedure that starting from the lattice

zn of all integer points, builds denser and denser lattices such that the

length of the shortest vector in the lattice does not decrease. At every
iteration, either r < 4 and we stop, or we find a new point (not already
in the lattice) that can be added to the current lattice without increasing
the length of the shortest nonzero lattice vector. So, all lattices in the
sequence have first minimum ).1 = 1. Notice that each time a lattice
gets bigger, its determinant decreases (at least) by a factor 2. The
determinant of the first lattice in the sequence is Do = det(Zn) = 1. So,
after k iteration the determinant is (at most) Dk = 2- k . By Minkowski's
theorem, the determinant Dk of any of these lattices satisfies 1 = ).1 ~
ViiD!/n, i.e., Dk 2 1/n(n/2). Using Dk ~ 2- k , we get that the number
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of iteration is at most k S (1/2)nlogn, i.e., after at most O{nlogn)
iteration the packing-covering ratio of the lattice must satisfy T < 4.
Now we describe the iterative step. Let B be a lattice with packingcovering ratio at least 4, i.e., p{B) ~ 2>'1{B). We claim that there exists
a lattice point v E C{B) such that the distance of b = (1/2)v from the
lattice is at least >'1 (A). Since 2b belongs to the lattice, the length of
the shortest vector in the lattice generated by [Bib] is
>'d[Blb])

= min{>'dB),dist(b,C{B))} = >'l{B).

So, let us prove the existence of such a v. Let v E C{B) be a lattice
point such that b = (1/2)v is as far from C(B) as possible:
dist(b, C{B))

= vE.c(B)
max dist{ v /2, C{B))

and let d be the distance of b from C(B). It follows that all points in
(1/2)C(B) are within distance d from C(B), i.e.,
1
2'C{B)

c

U

B{v, d)

= C{B) + B(O, d).

vE.C(B)

By induction, it follows that

(~) k+I C(B)

C

~ (C(B) + B(O, 2(1 -

C

~C(B) + B(O, (1 -

2- k )d))

Tk)d)

c C(B) + B(O, 2(1 - 2-(k+l»)d)

U B(v, 2(1 - 2-(k+1»)d).

vE.C(B)

This proves that for every k, 2- k C(B) is contained in UVE.c(B) B(v, 2d).
Since Uk2-k C{B) is dense in span(B), this shows that span(B) is contained in UvE.C(B) B(v, 2d), i.e., the covering radius of C(B) is at most
p(B) S 2d, and dist(b,C(B)) = d ~ p(B)/2 ~ >'l(B). 0
The proof of the theorem also gives an algorithmic procedure to find
such almost perfect lattices An with constant T. However, the simplest
way to build these lattices and solve the corresponding closest vector
problem requires time exponential in the dimension n. Still, these lattices can be used to improve the approximation factor in the construction
of cryptographic hash functions as follows: divide all the coordinates into
n/ logn equal blocks, and set An to the direct sum of (n/ logn) 4-perfect
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(log n )-dimensional lattices. These lattices can be constructed in time
exponential in logn, and therefore polynomial in n. Moreover, the closest vector problem in An can also be solved in polynomial time, decoding
each block of coordinates independently. This shows that lattices with
can be efficiently
packing-covering radius asymptotically less than
constructed and decoded in polynomial time, improving the connection
factor in the construction of lattice based hash functions by a factor
v'log n. Finding efficient decoding algorithms for almost perfect lattices
would allow to reduce this factor even further, resulting in hash functions that are as hard to break as approximating the covering radius of
any lattice within a factor 'Y = w(n 2 10g n). (See Section 4 for further
discussion. )

..;n

3.

Encryption Functions

In this section we present a brief overview of various public key encryption schemes based on lattices. Public key encryption is one of the most
important cryptographic primitives. The difference between symmetric
encryption, as described in the introduction of this chapter, and public
key encryption is that in the latter the key used to encrypt and the one
used to decrypt are different. Moreover, the encryption key can be published without compromising the security of the scheme. This allows to
securely communicate over public networks without agreeing beforehand
on a common shared key for every pair of communicating parties: each
user can generate a pair of matching encryption and decryption keys.
The decryption key is kept secret and used by the recipient to decode
messages. The encryption key is published on a directory, so that anybody can access it. When one wants to send a message to some other
party, one retrieves the recipient public key from the directory, and use
it to encrypt the message. The recipient uses the matching secret key to
decrypt the ciphertext. Clearly, recovering the secret key from the corresponding public key must be computationally hard, as well as recovering
(any partial information about) the clear text given the ciphertext and
the public key without knowing the matching secret key.
Several public key encryption schemes whose security is based on lattices were proposed in the last few years. Some of them are mostly
theoretical, with rigorous proofs of security based on worst case computational assumptions similar to the one used in the construction of
collision resistant hash functions. Others are concrete proposals, without a proof of security, that have been suggested as practical alternatives
to commonly used cryptosystems. The main lattice based public key encryption schemes were all suggested independently and essentially at the
same time. So, there is not a clear chronological order to follow in the
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presentation. Here, we have chosen to present the various schemes in an
order that helps getting a better understanding of the similarities and
differences among them. A concrete analysis of the practical security
offered by these schemes is beyond the scope of this book. Some of the
schemes presented here have been subject to more or less serious cryptanalytic attacks, but no asymptotic attack that runs in polynomial time
is known for any of them. So, in the following subsections we concentrate
on the ideas underlying the design of the schemes, instead of attempting a careful analysis of the practical value of any of them, occasionally
giving some pointers to relevant cryptanalytic literature.
The standard notion of security for encryption schemes is that not
only it is hard to recover the plaintext from the ciphertext, but also
gaining partial information about the plaintext is computationally infeasible. Such encryption schemes can be constructed using standard techniques starting from schemes meeting a weaker notion of security (Yao,
1982; Goldwasser and Micali, 1984; Goldreich and Levin, 1989; Bellare
and Rogaway, 1993). These weaker schemes are called trapdoor functions: functions that are easy to compute, but hard to invert unless
some trapdoor information is known. For simplicity, in the following
subsections, we concentrate on the trapdoor functions underlying the
schemes, whenever possible.

3.1

The GGH scheme

The GGH cryptosystem (Goldreich et al., 1997b) was proposed by
Goldreich, Goldwasser and Halevi, and it is probably the most intuitive
method of using lattices to devise a public key encryption scheme. The
idea underlying the construction is t.hat, given any basis for a lattice, it is
easy to generate a vector which is close to a lattice point (Le., by taking
a lattice point and adding a small perturbation vector to it). However,
it seems hard to return from this "close-to-Iattice" vector to the original
lattice point (given an arbitrary lattice basis.) Thus, the operation of
adding a small perturbation vector to a lattice point can be thought of
as a one-way computation.
To introduce a trapdoor mechanism into this one-way computation
and allow efficient decryption when the trapdoor is known, (Goldreich
et al., 1997b) uses the fact that different bases of the same lattice seem
to yield a difference in the ability to find close lattice points to arbitrary
vectors in Ql. Therefore, the trapdoor information may be a basis of a
lattice which allows very good approximation of the closest vector problem (CVP). Then the public basis is derived from it using a randomized
unimodular transformation. Details follow.
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Private key. Two methods for generating the private key are suggested in (Goldreich et al., 1997b). The first method is to set R to an
n x n matrix with entries chosen independently and uniformly at random
from an interval { -i, ... ,+i}. The second method is to set R = kI + R'
to an orthogonal matrix kI (where k is a parameter, e.g., k = ,;iii), and
then add a perturbation matrix R' with entries chosen independently
and uniformly at random in {-i, ... , +i}. The second method has the
advantage of giving private bases R that can recover from longer perturbation vectors, but it might also help an adversary to recover the private
basis from the public basis.
Public key. Once the private basis R is chosen, the public basis should
be selected according to some probability distribution over all possible
bases for C(B). Two methods for generating the public basis B from R
are considered. In the first method R is transformed into B applying a
sequence of elementary column operations, i.e., at every step one add to
a column a random integer combination of the other columns. The coefficients in the integer combination are chosen at random in {-1,0,+1}.
In the second method, B is obtained multiplying R by a small number of
random unimodular matrices. The unimodular matrices are generated
multiplying together a lower triangular matrix L and an upper triangular matrix U, with ±1 on the diagonal, and the other elements chosen at
random in {-I, 0, + 1}. We do not go into more details here as we will
see in Subsection 3.2 that there are provably better ways of generating
B.
Encryption. As outlined before, the trapdoor function takes as input
an integer vector x, and a small perturbation vector r, and outputs
t = Bx + r. Vector r should be short enough to allow the recovery
of Bx from t using the private basis R. The maximum length allowed
for the perturbation vector 6 is included in the public basis. (See next
paragraph for details about the value of 6.) Vector x is chosen in a
sufficiently large region of space so that Bx looks like a "random" lattice
point. As for the public basis, we will see in Subsection 3.2 that there
are provably better ways of choosing x, so we do not elaborate about
this choice any further.
Decryption. Also for the decryption process, two different methods
are considered. Both methods are based on the CVP approximation
algorithms of (Babai, 1986). One method is to use the nearest plane
algorithm (see Chapter 2) with basis R. Using this algorithm one
can efficiently find the (unique) lattice point Bx within distance 6 =
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(1/2) mini IIri II from t, and recover the input (x, t - Bx). The other
method is simply to compute R-1t, round each coordinate of this vector to the closest integer, and multiply the result by R. Bounds on the
maximum and average length of the errors that can be corrected using
this method are given in (Goldreich et al., 1997b).

Analysis. Notice that in order to avoid attacks based on exhaustive
search, the sequence of operations applied to R to obtain the public basis, and the region of space from which the lattice vector Bx is chosen
must be sufficiently large. Since the lattice repeats identically if translated by det(R) along any of the main axes, we can always assume that
the entries of B and x are reduced modulo det(R) without decreasing
the security of the scheme. We can use this observation to estimate
the proper size of the public key B and the ciphertext c = Bx + r as
O(n2 .lg(det(R))) and O(n·lg(det(R))). Applying Hadamard's bound to
the private basis, and assuming 1 = poly(n), one can estimate the determinant det(R) ~ 20 (n 19n). This results in public keys and ciphertexts
of size O(n 3 Ign) and O(n 2 Ign). Although polynomial in the security
parameters, these sizes grow pretty fast, and in (Nguyen, 1999) it is
shown that in order to provide a reasonable level of security the size of
the keys in the GGH cryptosystem has to be so large that the system
would be impractical. However, it is important to realize that the attacks described in (Nguyen, 1999) are not asymptotic: they only prove
that the system can be efficiently broken for specific values of the security parameter and increasing the security parameter avoids the attacks.
The problem pointed out by (Nguyen, 1999) is mainly an efficiency issue:
in order to provide a concrete alternative to commonly used cryptosysterns, it is necessary to make the GGH cryptosystem more efficient, so
that larger values of the security parameters can be used.

3.2

The HNF technique

This scheme, proposed in (Micciancio, 2001c), is more a general technique than a full fledged encryption scheme, and it can be used to improve the efficiency and better understand the security of most lattice
based encryption functions, including the GGH cryptosystem, one of the
cryptosystems proposed by Ajtai and Dwork, and NTRU. The private
key R and the corresponding decryption algorithm are not specified, and
the technique can be applied to all schemes where the public key is a
lattice basis B, the ciphertext is a vector t close to the lattice, and the
decryption process involves finding a lattice vector in C(B) close to t
(or, in some cases, determining if t is close to the lattice or not). The
questions addressed in (Micciancio, 2001c) are the following:

188

COMPLEXITY OF LATTICE PROBLEMS

• What is the best way to select the public basis B?
• Given a lattice basis B and a short perturbation vector r, what is
the best way to generate a hard CVP instance (B, t) whose solution
is t - r?
In both cases, we are interested in schemes that are best from a security point of view: solving CVP instance (B, t) should be as hard as
possible, unless some trapdoor information R is known. Interestingly,
(Micciancio, 2001c) shows that there is an optimal way to choose Band
t that also leads to considerable efficiency improvements with respect to
GGH and similar schemes.
The technique is the following. Assume that a private basis R has
been chosen that allows to solve the CVP problem whenever the target t
is within distance 6 from C(R). Let r be a perturbation vector of length
at most 6. We want to define a basis B for C(R) and a target vector
t = Bx+r such that CVP instance (B, t) is as hard as possible, in some
technical sense. Micciancio proposes to use the Hermite normal form
(HNF) of R as the public basis. This public basis is the worst possible
one from a computational point of view, because it can be efficiently
computed from any other basis. Technically, any attack that works given
a public basis in HNF can be transformed into an equally efficient attacks
that receives as input an arbitrary basis (e.g., a random basis) for the
lattice: given a "random basis" B, one first computes the HNF of B, and
then applies the HNF based attack. Similarly, the encryption function
takes as input an error vector r, and outputs vector r reduced modulo
the public basis, i.e., t = r mod B. Again, this is at least as secure as
adding r to a "random" lattice vector Bx, because given Bx + r one can
efficiently compute t = (Bx + r) mod B = r mod B.
One interesting way to look at HNF cryptosystems is to consider the
encryption function as a function from a set of short vectors to the
group G =
C(R) studied in Subsection 1.1. If perturbation vectors
are short enough, then any two perturbations correspond to different
group elements, and the function can be inverted using the private basis
R. The public key and the encryption procedure correspond to choosing
some standard way to represent group G, and its elements. As described
in Subsection 1.1, using the HNF technique has the advantage that both
the group and the group elements have space efficient representations:
the HNF public basis has size O(n 2 Iogn) instead of O{n 3 Iogn) as in
the original GGH cryptosystem. Similarly, the size of the ciphertext
is O{n log n) instead of o{n 2 log n). For typical values of the security
parameters (e.g., n = 400) this is a huge improvement with respect to
using random public bases and random lattice vectors in the encryption
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function. The resulting cryptosystem can outperform commonly used
encryption functions based on number theory, as far as the encryption
time is concerned. Still, in order to be really competitive in terms of public key size, further efficiency improvements are needed. In (Micciancio,
2001c), it is pointed out that the Hermite normal form representation is
essentially optimal: the bit-size of a matrix in HNF is roughly equal to
the logarithm of the number of lattices with the same determinant. So,
in order to reduce the size of the public key below O(n2 10g n), one has to
restrict the choice of £(R) to special classes of lattices. One such class
that results in public keys of size O(nlogn) is the one used by NTRU.

3.3

The Ajtai-Dwork cryptosystem

In (Ajtai and Dwork, 1997) two related cryptosystems based on lattices are proposed. The first one fits our general framework, and can be
improved using the HNF technique described in Subsection 3.2. The second cryptosystem is interesting because it exhibits a worst-case/averagecase connection similar to the one studied for hash function in Section 2.
This is essentially the only known cryptosystem which is as hard to break
as the worst case instance of the underlying mathematical problem. Unfortunately, the system (as described in (Ajtai and Dwork, 1997)) does
not seem efficient enough to represent a practical alternative to commonly used encryption schemes. (Both the key size and running time
grow as O(n 4 ), where n is the rank of the lattice.) The fact that the
Ajtai-Dwork cryptosystem is not efficient enough to be practical and
secure at the same time was experimentally confirmed by (Nguyen and
Stern, 1998). Still this cryptosystem remains one of the major breakthroughs in theoretical cryptography and is an important step in the
design of provably secure cryptosystems. Below, we describe the ideas
underlying the two cryptosystems.
Private key. The main difference between the Ajtai-Dwork and GGH
cryptosystem is in the choice of the secret key. Instead of choosing a
lattice basis that allows to solve CVP for all target points sufficiently
close to the lattice, (Ajtai and Dwork, 1997) suggests to pick the private
basis as follows. Let M and d be two parameters, with d ~ n C M for
some sufficiently large polynomial function of the lattice rank. Then,
pick n -1 (linearly independent) random vectors rl, ... , rn-l, and let 1£
be the hyperplane spanned by them. The last basis vector rn is chosen
as a random vector whose distance from 1£ is approximately equal to
d. (Say between d and 2d.) Notice that all lattice points belong to a
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collection of hyperplanes 1ik = kr~ +1i. Only the orthogonalized vector
needs to be stored as part of the secret key, as the other basis vectors
are not used by the decryption algorithm.

r~

Public key. In (Ajtai and Dwork, 1997) it is suggested to set the
public key to a random basis B of C(R). As discussed in Subsection 3.2,
a better choice (both from the efficiency and security point of view) is
to set B to the HNF of R.
Encryption. The Ajtai-Dwork cryptosystem is not based on a trapdoor function, meaning that even using the decryption key it is not clear
how to fully recover the input to the encryption function. The encryption algorithm takes as input a single message bit b and a random string
r. Only the bit b is recovered by the decryption algorithm. The idea is
to encode 0 as points that are close to the lattice and 1 as points that are
far from the lattice. So, if b = 0 one selects a random lattice point and
adds a small random perturbation to it. (Alternatively, using the HNF
improvement, one only chooses the small perturbation at random and
reduces it modulo the public basis.) The perturbation vector is chosen
as the sum of O(n) vectors independently and uniformly distributed in
the sphere of radius n 3 M. If b = 1, one simply selects a random point
in space (possibly reduced modulo the public basis), which will be far
away from the lattice with high probability.
Decryption. Parameters are chosen in such a way that the perturbation vector is always much shorter than the distance d between hyperplanes 1ik' Therefore, given a target vector t, one can simply compute
the distance from the closest hyperplane (e.g., evaluating the (r~, t) and
comparing it to the closest multiple of "r~ II) and use this distance to
decide whether t is close to the lattice or not. (Remember, all lattice
points belong to the hyperplanes.) It should be noted that decryption errors can occur with small, but nonnegligible, probability: when sending
message b = 1, the random point t selected by the encryption algorithm
might be close to one of the hyperplanes just by chance. If this happens,
the ciphertext would be decrypted as O. A technique to eliminate these
decryption errors is described in (Goldreich et al., 1997a).
Analysis. The Ajtai-Dwork cryptosystem, as described above, has the
property that breaking the scheme is equivalent to recovering the secret
key. The idea is the following. Assume that we can tell the difference
between encryptions of 0 (i.e., points close to the hyperplanes 1ik) and
encryptions of 1 (i.e., points far from the same hyperplanes). We can
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use this ability to find n - 1 linearly independent long vectors very close
to 1£ = 1£0 as follows: we start from the origin and we keep moving
at random, using the decryption oracle to check that we are staying
close to the plane. After n - 1 long linearly independent vectors close
to 1£ are found, one can compute (a multiple of) r~ using standard
lattice approximation algorithms. (The actual procedure involves the
dual lattice and it is not described here.) Once we have found a multiple
of r~, we can also find the exact length of r~ by projecting the lattice
orthogonally to the line IR . r~, and compute the length of the shortest
nonzero vector in this one-dimensional lattice.
Ajtai and Dwork also propose a variant of this cryptosystem which is
provably as hard to break as the worst case instance of a certain lattice
problem. The problem is the hidden hyperplane problem: given a random
basis B for C{R), find the hyperplane 1£ = span{rl' ... ,rn-t}, i.e., find
a long orthogonalized vector r~. (This problem can be equivalently
formulated as finding a short vector in the dual lattice, for lattices in
which this short vector is unique in some technical sense. This is the
unique shortest vector problem also studied in (Ajtai, 1996) in connection
with the construction of one-way functions with worst-case/average-case
equivalence.) The idea is that instead of publishing a basis for lattice
C(R), one can simply publish a collection of polynomially many (e.g.,
n 3 ) points close to the lattice. Then, in order to send b = 0, one selects
a random subset of these points and add a small perturbation vector,
while to send b = 1 one sends a random point in space as usual. Here we
are omitting several important technical details, but the basic idea is the
following: since the sublattice generated by rl, ... ,rn-l is very dense in
1£, the perturbed lattice points can be selected as random points close
to the collection of hyperplanes 1£k, independently from the particular
basis rl, ... ,rn-l. So, a decryption algorithm for this cryptosystem can
be used to find the hidden hyperplane in any underlying lattice R. The
reader is referred to (Ajtai and Dwork, 1997) for further details.

3.4

NTRU

NTRU is a public key encryption scheme based on arithmetic in polynomial rings, but it is closely related to lattice problems for a certain
class of lattices. Let p and q be two small, relatively prime integers, e.g.,
p = 3 and q = 128. (In general, we want p very small, and q polynomial
in a security parameter n.) Let R = Z[x]/(xn - 1) be the ring of all
polynomial with integer coefficients modulo xn - 1. Polynomials in R
can be naturally represented as integer vectors in zn. The private key of
the system is a pair of polynomials f, g E R with small coefficients (e.g.,
{a, 1, -I} coefficients) such that f is invertible modulo p and modulo q.
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The public key is given by the polynomial h = pf- 1 . g mod q, where the
inverse and the product are computed in Z~[x]/(xn -1). (In (Hoffstein
et al., 1998), h is defined as f- 1 . g mod q, but the two definitions are
clearly equivalent. Here, we modified the definition slightly, in order
to make the comparison with other lattice based cryptosystems easier.)
The encryption function takes as input two polynomials m and r with
small coefficients (e.g., coefficients in {-1, 0, +1}) and outputs the polynomial t = m + hr mod q. The decryption algorithm, takes t as input,
and computes a = ft mod q (where the coefficients of a are chosen in the
interval {-q/2, ... ,+q/2}) and m' = r- 1a mod p. In (Hoffstein et al.,
1998) it is shown that for an appropriate choice of the parameters, the
decryption procedure recovers the original message m' = m with high
probability. The idea is roughly the following. From the definition of t
and h, we get
a = ft mod q = f( m

+ hr) mod q = fm + pgr mod q.

Since f, m, g, r are all polynomials with small coefficients and p is also
small, the coefficients offm+pgr belongs to the interval {-q/2, ... ,q/2}
with high probability. So, vector a equals fm + pgr over the integers,
and m' = f- 1 (fm + pgr) = m (mod p). It is clear that once m is
recovered, one can also recover r = (t - m)(ph)-1 mod q.
This cryptosystem can be described in terms of lattices as follows.
We consider the class of q-modular, bi-cyclic lattices in dimension 2n.
Here, q-modular means that all lattice vectors qei belong to the lattice,
so the coordinates of the lattice vectors can be defined modulo q. We
say that a lattice is bi-cyclic if the following holds. For any vector x =
[Xl,""X n
define the rotation function rot(x) = [x n,xl, ... ,xn_d T .
Define also the circulant matrix of a vector x as the matrix Mx =
[x, rot(x}, ... ,rot n - 1 (x)] with all possible rotations of x as columns.
The relation between circulant matrices and polynomials is that for any
two polynomials x, y in R, MxMy = M xy , i.e., the product in the
quotient ring R correspond to the standard matrix product. For any
2n-dimensional vector z = [xT, yTV (with x, y E zn), define also the
double rotation rot2(z) = [rot(x)T, rot(y?V. A 2n-dimensionallattice
is bi-cyclic if it is close under double rotations, i.e., if for any vector z
in the lattice, also rot2(z) belongs to the lattice. It is easy to see that
the intersection of q-modular hi-cyclic lattices is also q-modular and bicyclic. So, for any set of vectors S, we can define the smallest q-modular
bi-cyclic lattice containing S. We now give a lattice based description
ofNTRU.

V,
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Private key. The private key is given by a short vector v. The lattice associated to this vector is the smallest bi-cyclic q-modular lattice
containing v. A generating set for this lattice is easily obtained taking
all double rotations of rot~(v) (for k = 0, ... ,n - 1), and all vectors of
the form qek (for k = 0, ... ,2n - 1).
Public key. The public key is set to the HNF basis of the q-modular
bi-cyclic lattice generated by v. Interestingly, if v = [pgT, rTV, then
the public basis is given by

In other words, the lattice can be described as the smallest q-modular
bi-cyclic lattice containing [hT,

eTV.

Encryption. Interestingly, the encryption can also be described as
a special instance of the general HNF framework. Consider the short
perturbation vector [mT, _rT]T. If we reduce this vector modulo the
HNF basis H, we obtain the ciphertext vector [tT,OTV, where t is the
polynomial defined in the NTRU polynomial ring description.
Decryption. The decryption algorithm seems to depend on the specific polynomial ring trapdoor, and it is not clear how to interpret it
from a geometric point of view.
Analysis. The special structure of q-modular bi-cyclic lattices allows
to represent the secret key, the public key and the ciphertext with only
O(nlogn) bits. The culprit is that only one vector needs to be stored
to implicitly represent the entire secret or public basis. This allows to
reduce the storage required by general HNF cryptosystems by a factor
n, although using a special class of lattices .. From the efficiency point of
view, NTRU offers clearly lot of advantages: extremely fast encryption,
decryption and key generation, with public key size comparable to widely
used number theory based cryptosystems. The main questions regarding
NTRU are about security: are lattice problems for the special class of
lattices used by NTRU as hard as the general case? Are these problems
NP-hard to solve exactly? NP-hard to approximate? Is it possible to
prove an worst-case/average-case connection for these lattices similar
to the one proved by Ajtai for general lattices? There is still very little
known about NTRU from a theoretical point of view, but the practicality
of the system definitely makes further investigations worthwhile.
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Notes

Most of the techniques described in Section 1 are folklore. Algorithms
to compute the HNF and SNF of integer matrices can be found in (Cahen, 1996). A new, space efficient algorithm to compute the HNF has
recently been proposed in (Micciancio and Warinschi, 2001).
One-way functions which are as hard to break as the worst case instance of some lattice approximation problem were first discovered by
(Ajtai, 1996). The approximation factor in (Ajtai, 1996) is a rather large
polynomial: n C for c > 8. The factor was subsequently improved by (Cai
and Nerurkar, 1997), who showed that inverting the one-way function is
at least as hard as solving GAPSVP within n Ht , or GAPSIVP within
n3+ E • In Section 2 we presented an improved construction recently discovered by (Micciancio, 2001b). Following (Goldreich et al., 1996), Micciancio shows that the the function is not simply one-way: it is collision
resistant. Moreover, breaking the hash functions is at least as hard as
approximating GAPSVP within n 3 .5 logn or GAPCRP within n 2.5 Iogn,
improving (Ajtai, 1996) and (Cai and Nerurkar, 1997). Factors can be
further reduced by
if CVP can be efficiently solved for certain almost perfect lattices. (See (Micciancio, 2001b) for the description of
weaker requirement on the decoding algorithm that still allow to build
improved hash functions.)
The GGH, Ajtai-Dwork and NTRU cryptosystems were all discovered
independently at about the same time around 1996. The cryptosysterns are fully described in (Goldreich et al., 1997b; Ajtai and Dwork,
1997; Hoffstein et al., 1998). The HNF technique was suggested later
by (Micciancio, 200ld) as a method to improve or better understand
lattice based cryptosystems. Various other cryptosystems based on lattices have been proposed, usually variants of those described in Section 3. For example, (Fischlin and Seifert, 1999) suggests a variant of
the GGH cryptosystem where the trapdoor is based on the tensor product of lattices. The HNF technique of (Micciancio, 2001d) applies to
these cryptosystems as well. The construction of cryptosystems based
on lattices is still subject to investigations. (Micciancio, 2001d) points
out that basing cryptosystems on restricted class of lattices seems crucial to obtain encryption functions with public keys of sub quadratic size.
The NTRU cryptosystem of (Hoffstein et al., 1998) seems an interesting
proposal from this point of view. Still, very little is known about the
computational complexity of specific classes of lattices, as those used by
NTRU.

..;n

Chapter 9

INTERACTIVE PROOF SYSTEMS

A natural question associated with the SVP and the CVP search
problems is whether one can recognize the optimality of solutions once
they are found.
SVP. In the case of SVP, this may correspond in its most ambitious
form, to given a lattice and a length d (presumably the length of the
shortest vector in a lattice) to be able to efficiently verify that (1) there
exists a short vector of length d and (2) no other vector in the lattice is
shorter than d.
A more modest goal, is to ask whether there even exists a "short and
easy to verify" proof of properties (1) and (2). Clearly, a vector v in the
lattice of length d, is in itself a short and easy to verify proof for (1).
Whether there exist short and easy to verify proofs that v is shortest
(namely property (2)) is a more challenging question. In this chapter we
formulate and address it for approximation versions of SVP and CVP.
Recall the promise problem GAPSVP..,.. YES instances of GAPSVP..,.
are pairs (B, d) where B is a basis for a lattice in Q1, and d E Q such
that there exist vectors in the lattice of length d. No instances are
pairs (B, d) where Band d are as above, but the shortest vector in the
lattice is of size greater than 'Y(n) . d . Pairs (B, d) where B is a basis
for a lattice whose shortest vector is between d and 'Y(n)d are not in
the promise, and thus are invalid instances. GAPSVPl is the straight
forward decision problem for SVP.
For any 'Y(n) ~ 1, GAPSVP ..,.(n) is clearly in NP (or, more precisely,
the the extension of NP to promise problems). The NP-witness for (B, d)
being a YES instance is merely a vector v E £(B) of length less than d.
But, what about the complement of GAPSVP..,.? For which l' is there a
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short and easily verifiable proof that all vectors in (B, d) are "long", and
what would such proof look like? Intuitively, the bigger the gap, is,
the easier this problem becomes (i.e., it should be easier to distinguish
between lattices with "really long" shortest vectors and lattices with
"short" shortest vectors).
Partial answers exist. In a sequence of results, (Lagarias et al., 1990),
(Hastad, 1988) and (Banaszczyk, 1993) showed that the complement of
GAPSVP n is in NP. Namely, there exists an NP witness for those (B,d)
for which the shortest vector is long enough, at least of length nd. (Goldreich and Goldwasser, 2000) improved on this factor, and showed that
the complement of GAPSVP'Y(n) is in AM for ,(n) = yIn/O(logn) =
o( fo). (AM is the class of languages recognized by a constant round
interactive proof system.) For brevity, in the rest of this chapter we
will write o( yin) to denote approximation factor yIn/ o (log n). They
do this, by exhibiting a constant-round interactive proof system for the
complement of GAPSVP o(y'n)' Namely, instances (B, d) for which the
shortest vector is "long" (greater than d . o( yin)) are always accepted,
and the instances for which the shortest vector is of length d (or less)
are rejected with all but negligible probability. This result places a potentially harder problem (referring to smaller gaps) in a larger class (as
coNP c coAM). Unlike the proofs of (Lagarias et al., 1990; Hastad,
1988; Banaszczyk, 1993) which rely on deep duality results regarding
lattices, the interactive proof is elementary and we shall present it fully
in this chapter.
CVP. In the case of CVP, the analogous question is given a lattice, a
length d , and a target vector v, whether there exists a short and easy
to verify proof that (1) there exists a vector u in the lattice at distance
d from v and (2) no other vector in the lattice is closer to v.
In complexity theoretic terms, recall the definition of GAPCVP 'Y' Let
dist(v, u) denote the Euclidean distance between the vectors v, u E IRn ,
and dist(v, C(B)) denote the distance of v from the lattice, C(B) generated by the basis B. Then, YES instances of GAPCVP 'Y(n) are triples
(B, v, d) where B is a basis for a lattice in !Cr, v E !Cr is a vector, and
dE Q is a length where dist(v, C(B)) < d. No instances (i.e., instances
that strongly violate the closeness property) are triples (B, v, d) where
B is a basis for a lattice in !Cr, v E !Cr is a vector, and dE Q a length
where dist(v, C(B) > ,(n) . d.
For any, 2: 1, the promise problem GAPCVP'Y is in NP. The NPwitness for (B, v, d) being a YES instance is merely a vector u E C(B)
satisfying dist(v, u) ~ d. About the complement of GAPCVP'Y less is
known.
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(Lagarias et al., 1990; Hastad, 1988; Banaszczyk, 1993) showed that
GAPCVP n is in NPncoNP. (Goldreich and Goldwasser, 2000) improved
on this factor, and showed that GAPSVP o(vIn) is in NP n coAM. They
present a constant-round interactive proof system for the complement of
the above promise problem with ')'(n) = .fiijO(log n) = o( .fii). That is,
they show a proof system such that very-far instances (No-instances) are
always accepted, whereas close instances (YEs-instances) are accepted
with negligible probability. We shall present this interactive proof fully
in this chapter.
Comment on Zero-Knowledge. The (constant-round) interactive
proofs (for the complement of GAPCVP o(v'n) and GAPSVP o(vn») are
Perfect Zero-Knowledge with respect to the Honest Verifier (HVPZK).
Thus, the complement of GAPCVP o(vIn) (resp., GAPSVP o(vn)) is in the
class HVPZK. The existence of honest verifier statistical zero knowledge
(HVSZK) proofs for the "NP direction" follows by Okamoto's result by
which the class HVSZK is closed under complementation (Okamoto,
1996). (His result does extend to promise problems; cf., (Sahai and
Vadhan, 1997)). Thus, GAPCVP o(vIn) (resp., GAPSVP o(vn») is in the
class HVSZK.
Comment on other norms. The proof systems can be adapted to
any tp norm (and in particular to 11 and too). Specifically, we obtain
constant-round (HVPZK interactive proof systems for gap njO(logn)
(rather than gap njO(logn) as in 12 norm). The result extends to
any computationally tractable norm as defined in Section 3. (Except for
Section 3, the rest of the chapter refers to CVP and SVP in t2 norm.)
Implication on proving non-approximability of CVP and SVP.
Chapters 3 and 4 contain results on the hardness of approximating CVP
and SVP. In particular we have seen that CVP is NP-hard to approximate within nIl o{log/ogn) and SVP problem was shown NP-hard, under
RUR-reductions, to approximate that for any constant factor less than
v'2 . A natural question is what happens to the difficulty of SVP and
CVP for larger factors of approximation. Can these results be improved
or has the limit of inapproximability been reached? For which factor,
do SVP and CVP become tractable?
Resolving this question is of interest also from a cryptographic stand
point. As we have shown in Chapter 8 the conjectured difficulty of
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versions of both GAPCVP and GAPSVP have been suggested as basis
for cryptographic primitives and schemes (Ajtai, 1996j Goldreich et al.,
1997bj Ajtai and Dwork, 1997). In particular, Ajtai's one-way function
assumes that GAPSVPnc is hard (in worst case), where c > 8. (The
constant c has been reduced to c > 4 by (Cai and Nerurkar, 1997), and
in Chapter 8 we have seen that it can be further reduced to c> 3.5, or
even c > 3 if certain "almost perfect" lattices can be efficiently decoded.)
The security of the Ajtai-Dwork public-key encryption scheme is reduced
to a special case of (a search version of) GAPSVPnc (with some big c).
And the trapdoor permutation suggested in (Goldreich et al., 1997b)
relies on the conjectured difficulty of the CVP problem. A possible end
goal toward which one could hope to carry this direction of research, is
to base the existence of a one-way functions (and other cryptographic
primitives) on the hardness of GAPSVP -yen) for 'Y such that we can prove
that GAPSVP-y and GAPCVP-y are NP-hard (or quasi-NP hard).
Placing the complement of promise problem GAPSVP o(Vn") in AM,
and thus GAPSVP o(Vn") E NP n coAM sheds light on this question as
follows ((Goldreich and Goldwasser, 2000j Cai and Nerurkar, 2000)).
Two possibilities exist,

1 Either, GAPSVP o(Vn") is not NP-hard
2 Or, GAPSVP o(Vn") is NP-hard, which implies coNP C AM and the
Polynomial-Time Hierarchy collapses (by a result of (Boppana et al.,
1987)).
Similarly, placing GAPCVP o(Vn") in NP n coAM, implies that either
1 GAPCVP o(Vn") is not NP-hard, or
2 GAPCVP o(Vn") is NP-hard, and then the Polynomial-Time Hierarchy
collapses.
Assuming the polynomial-time hierarchy does not collapse, this can
be viewed as establishing limits on the NP-hardness of approximating
CVP and SVP: Approximations to within a factor of o( yin) are not
NP-hard. In terms of the cryptographic perspective, this seems to mean
that if one attempts to base the security of a cryptosystem on an NPhard version of approximate SVP or CVP, one should at minimum aim
for approximation factors of o( yin j log n).

1.

Closest vector problem

We consider the promise problem GAPCVP -y defined in the introduction, and present a constant-round interactive proof system for the
complement of the above problem for gap -y(n) = .jnjO(logn). Recall
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that the input is a triple (B, v, d), where B is a basis for a lattice, v
is a vector and d E Q a length. We give an interactive proof system
such that No-instances (in which v is at distance greater than ,(n) . d
from the lattice) are always accepted, whereas YES-instances (in which v
is within distance d from .c{B)) are accepted with probability bounded
away from 1.
More precisely, the theorem we prove is,
THEOREM 9.1 GAPCVP vn/O(logn) is in coAM.
The proof system. Consider a "huge" sphere, denoted H. Specifically, we consider a sphere of radius 2n ·II(B, v) II centered at the origin,
where II (B, v) II denotes the length of the largest vector in B U {v}. Let
, = ,(n).
1 The verifier uniformly selects a E {O, I}, a random lattice point in H,
denoted r, and an error vector, t, uniformly distributed in a sphere
of radius ,d/2. The verifier sends x ~ r + av + t to the prover.
2 The prover responses with r
and r = 1 otherwise.

= 0 if dist{x, .c(B)) < dist(x, .c(B) + v)

3 The verifier accepts if and only if r

= a.

Implementation details. Several obvious implementation questions,
arising from the above description, are
• How to uniformly select a lattice point in H? We uniformly select
a point in H, represent this point as a linear combination of the
basis vectors, and obtain a lattice point by rounding. This procedure partitions H into cells, most of them are parallelepipeds which
are isomorphic to the basic cell/parallelepiped defined by the lattice.
The exceptions are the partial parallelepipeds which are divided by
the boundary of the sphere H. All the latter parallelepipeds are
contained between two co-centered spheres, the larger being of radius (2n + n) . L and the smaller being of radius (2n - n) . L, where
L ~ II(B, v)11 :::: IIBII is the radius of H. Thus, the fraction of these
( "partial") parallelepipeds in the total number of parallelepipeds is
bounded above by the volume encompassed between the above two
spheres divided by the volume of the smaller sphere. This relative
volume is at most

(2n

+ n)n -

(2n _ n)n
(2n - n)n

=

( 1 + 2n2n)n
-1
_ n
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<
It follows, that the above procedure generates random lattice points
in a distribution which is at most poly(n)·2- n away from the uniform
distribution over C(B) n H .

• How to uniformly select a point in the unit sphere? One may just
invoke the general algorithm of (Dyer et al., 1991). Using this algorithm, it is possible to select almost uniformly a point in any convex
body (given by a membership oracle). Alternatively, one may select the point by generating n samples from the standard normal
distribution, and normalize the result so that a vector of length r appears with probability proportional to r- n (see, e.g., (Knuth, 1981,
Sec. 3.4.1)) .
• How to deal with finite precision? In the above description, we assume all operations to be done with infinite precision. This is neither
possible nor needed. We assume, instead, that the input entries (in
the vectors), are given in rational representation and let m denote
the number of bits in the largest of the corresponding integers. Then
making all calculations with n 3 • m bits of precision, introduces an
additional stochastic deviation of less than 2- n in our bounds.

Analysis of the protocol. By the above, it should be clear that
the verifier's actions in the protocol can be implemented in probabilistic
polynomial-time. We will show that, for ,(n) = yln/ G(Iog n), the above
protocol constitutes a (honest verifier perfect zero-knowledge) proof system for the promise problem GAPCVP-y, with perfect completeness and
soundness error bounded away from 1.
9.2 (COMPLETENESS) If dist( v, C(B)) > ,(n) . d then the verifier always accepts (when interacting with the prover specified above).
CLAIM

Proof: Under the above hypothesis, for every point x (and in particular the messages sent by verifier in step 1), we have dist(x, C(B)) +
dist(x, C(B) + v) > ,d (or else dist(v, C(B)) = dist(C(B) + v, C(B)) ~
dist(x, C(B) + v) + dist(x, C(B)) ~ d,). Thus, for every message,
x = r + av + t, sent by the verifier we have
dist(x,C(B)+av)
dist(x, C(B) + (1 - a) v)

=

dist(r+t,C(B)) ~ IItll

<

d,

2
d,
> ,d - dist(x, C(B) + av) >
2
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Thus, it is always the case that dist(x, £(B) + av)
(1 - a) v) and the prover responses with r = a. 0

< dist(x, £(B) +

CLAIM 9.3 (ZERO-KNOWLEDGE) The above protocol is a honest-verifier
perfect zero-knowledge interactive proof system for triples (B, v, d) satisfying dist(v, £(B}) > -y{n) . d.

Proof: The simulator just reads the verifier's choice and returns it as
the prover's message. Thus, the simulator's output will consist of coins
for the verifier and the prover's response. By the above proof, this
distribution is identical the verifier's view in the real protocol. 0

9.4 (SOUNDNESS) Let c > 0 be a constant independent of n,
and -y(n} ~ In/(clnn). Ifdist(v,£(B}) ~ d then, no matter what the
prover does, the verifier accepts with probability at most 1 - n- 2c •
CLAIM

The above is slightly inaccurate as the statement holds only for sufficiently large n's (depending on the constant c). For smaller (fixed) dimension, one may replace the protocol by an immediate computation using Lenstra's algorithm (Lenstra, 1983). The same holds for Claim 9.12
below.

1.1

Proof of the soundness claim

Let ~o (resp., 6) a random variable representing the message sent
by the verifier condition on a = 0 (resp., a = 1). We first bound the
statistical distance between the two random variables by (1 - 2n- 2c ).
Given this bound, we have for any prover strategy P'

Pr(P'(~(1) = a} = ~. Pr(P'(~o) = O} + ~. Pr(P'(6) = 1)
1

= 2' (Pr(P'(~o) = O} + 1 -

Pr(P'(6)

= 0))

= ~ + ~ . (Pr(P'(~o) = 0) -

Pr(P'(6)

= 0))

1 + 2'
1 (1- 2n- 2c)
< 2

=

1- n- 2c

Thus, all that remains is to prove the above bound on the statistical
distance between ~o and 6. The statistical distance between the two
random variables is due to two sources:
1 In case a = 1 the point r+v may be out of the sphere H (whereas, by
choice, r is alway in H). However, since H is much bigger than v this
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happens rarely (Le., with probability at most 3n2 . 2- n j see above).
FUrthermore, the statistical difference between uniform distribution
on the lattice point in the sphere H and the same distribution shifted
by adding the vector v is negligible. Specifically, we may bound it by
n- 2c > 3n 2 • 2- n .
2 Let v' be v reduced modulo the basis. For each lattice point, p, we
consider the statistical distance between p + t and p + v' + t, where
t is as above. The main thing is to bound this statistical distance.
The rest of the proof is devoted to this.
Thus, it suffices to consider the statistical distance between t and v' + t,
where t is as above. In the first case the probability mass is uniformly
distributed in a sphere of radius 'Yd/2 centered at 0 whereas in the second
case the probability mass is uniformly distributed in a sphere of radius
'Yd/2 centered at v', where IIv'lI :S d. Without loss of generality, we
consider v' = [d, 0, .... ,
Normalizing things (by division with 'Yd/2),
it suffices to consider the statistical distance between the following two
distributions:

oV.

(D1) Uniform distribution in a unit sphere centered at the origin.
(D2) Uniform distribution in a unit sphere centered at [f, 0, .. , oV where
E

= d/(",(d/2} = 2h.

Observe that the statistical distance between the two distributions equals
half the volume of the symmetric difference of the two spheres divided by
the volume of a sphere. Thus, we are interested in the relative symmetric
difference of the two spheres. Recall two basic facts FACT 9.5 (e.g., (Apostol, 1969, Vol. 2, Sec. 11.33, Ex. 4» The volume
of an n-dimensional sphere of radius r is vn(r) ~f r((~j~)+l) . rn, where
r(x} = (x - 1) . r(x - 1), f(l) = 1, r(0.5) =

.;:rr.

FACT 9.6 (e.g., (Knuth, 1973, Sec. 1.2.11.2, Exer. 6» For every real
+ 1) ~ ";27rx, (x/e)x. Thus, for every integer m ~ 2,

x ~ 2, r(x

r(m + 0.5) ~
f(m}

rm ~

f(m + 1)
f(m + 0.5)

LEMMA 9.7 (SYMMETRIC DIFFERENCE OF SPHERES) Let So (resp. Sf)
be a unit sphere at the origin (resp. at distance

E

from the origin). Then
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relative symmetric difference between the spheres (i. e., the symmetric
difference divided by the volume) is at most
2-E·

(1 _ (;2)(n-l)/2
3

. Vii

Our bound is not tight. Still, we note that the bound cannot be decreased below 2 - (1 - (E/2)2){n-l)/2.
and that both expressions are
equivalent as far as our application goes.

vn,

..

E

.

Figure 9.1. The cylinder encompassed by So and S,. The axis is marked in bold and
its radius x (1 - (2)0.5 is computed from the center of the left sphere.

=

Proof: We bound the volume of the intersection between So and Sf
from below. Specifically, we look at the (n - I)-dimensional cylinder of
height E, which is centered at the axis connecting the centers of So and
Sf and is encompassed by So n Sf. See Figure 9.1. The radius of this
cylinder is v'f=€2. Thus its volume is E· Vn-l (v'f=€2). Using Facts 9.5
and 9.6 we have

vol(So nSf)
vol(So)

>

=

E • Vn-l (v'f=€2)

v n (l)
E· (1 - E2)(n-l)/2 . V n -l(l)

vn (1)

=

E. (1 _ E2){n-l)/2. 7r{n-l)/2/r(((n - 1)/2) + I}
7rn/2/r((n/2} + 1)

=

E. (1 _ E2)(n-l)/2 .

;:::;

E.

(1 _

E2 }(n-l)/2.

r((n/2) + 1)
..Iff. r( (n/2) + 0.5)

Vn / 2
..Iff
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The lemma follows.O
Using Lemma 9.7, with € = 2/g(n) < J4clnn/n, we bound form
above the statistical distance between distributions (DI) and (D2) by
=

1_~.(1_4c~nnr"

< 1_

7 .

(1 _ 2c ~n

n)

n/2

< 1-3·n- 2c
where the last inequality uses .;c In n > 9. Thus, the statistical distance
between ~o and 6 is bounded by n- 2c + 1 - 3 . n- 2c (where the extra

n- 2c term comes from Item I above). The soundness claim follows. 0

1.2

Conclusion

Combining the above protocol with known transformations (Goldwasser and Sipser, 1986; Babai, 1985) we get
THEOREM 9.8 For any approximation factor ,(n) = In/O{logn), the
promise problem GAPCVP /,(n) is in NPncoAM. Furthermore, the complement of GAPCVP -y(n) has a HVPZK constant-round proof system.
The interesting part is the membership of GAPCVP..jii in coAM. This
reduces the gap factor for which "efficient proof systems" exists: (Lagarias et al., 1990), (Hiistad, 1988) and (Banaszczyk, 1993) have previously shown that G APCVP n is in coNP.

2.

Shortest vector problem

Let us slightly modify the definition of GAPS VP /' given in the introduction to the following (equivalent) definition. The YES instances (i.e.,
having short vectors) of GAPSVP -y(n) are pairs (B, d) where B is a basis
for a lattice £(B) in
d E Q and dist(VI, V2) ~ d for some VI =1= V2
in £(B). The NO instances (Le., "strongly violating" short vectors) are
pairs (B,d) where Band d are as above but dist(VI, V2) > ,(n) . d for
all VI =1= V2 in £(B).
We present a constant-round interactive proof system for the complement of the above problem for gap ,(n) = In/O(1og n). Recall that the
input is a pair (B, d), where B is a basis for a lattice and d E Q. That is,
we'll show that No-instances (in which the shortest vector in £(B) has
length greater than ,(n)· d) are always accepted, whereas YES-instances
(in which £(B) has a nonzero vector of length at most d) are accepted
with probability bounded away from 1.

«:r,

205

Interactive Proof Systems

The exact theorem to be proven is
THEOREM

9.9 GAPSVP Vn/O(logn) is in coAM.

The proof system. Consider a huge sphere, denoted H (as in Section 1). Specifically, we consider a sphere of radius 2 n . IIBII centered at
the origin. Let, = ,(n).
1 The verifier uniformly selects a random lattice point, p, in H, and
an error vector, t, uniformly distributed in a sphere of radius ,d/2.
The verifier sends p ~ p

+ t to the prover.

2 The prover sends back the closest lattice point to p.

3 The verifier accepts iff the prover has answered with p.
CLAIM

9.10 (COMPLETENESS) If any two distinct lattice points are at

distance greater than

,d,

then the verifier always accepts.

Proof: Under the above hypothesis, for every point x (and in particular
the message sent by verifier in step 1), we have at most one lattice p so
that dist(x, p) ~ ,d/2 (or else dist(VI, V2) ~ dist(x, vI) + dist(x, V2) ~
,d). Since we have dist(p, p) ~ ,d/2, the prover always returns v. 0
CLAIM

9.11 (ZERO-KNOWLEDGE) The above protocol is honest-verifier

perfect zero-knowledge for pairs (B, d) such that every two distinct points
in C(B) are at distance greater than ,d.

Proof: The simulator just reads the verifier's choice and returns it as
the prover's message. Thus, the simulator's output will consist of coins
for the verifier and the prover's response. By the above proof, this
distribution is identical to the verifier's view in the real protocol. 0
CLAIM 9.12 (SOUNDNESS) Let c > 0 and ,(n) ~ In/(clnn), if for
some VI i- V2 in C(B), dist(VI, V2) ~ d then, no matter what the prover
does, the verifier accepts with probability at most 1 - n- 2c .

Proof: Let pi ~ P + (VI - V2), where p is the lattice point chosen
by the verifier in Step 1. Clearly, dist(p, pi) ::; d. Let ~ be a random
variable representing the message actually sent by the verifier, and let
= ~ + (VI - V2). Using the analysis in the proof of Claim 9.4, we
bound the statistical distance between these two random variables by
(1 - 3n- 2n ). (Note that ~ corresponds to ~o and
corresponds to 6

e

e
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with v

P'

= VI

- V2.)

Pr(P'(~)

Given this bound, we have for any prover strategy

= p) <

(1 - 3n- 2n ) + Pr(P'(e) = p)
< 2 - 3n- 2n - Pr{P'{~') = p')

However, the event p'(e) = p' is almost as probable as P'(~) = p (with
the only difference in probability due to the case where p' is outside the
sphere which happens with probability at most n- 2n ). Thus, we have
2· Pr(P'(~)

= p) <

<

Pr(P'(~) = p)
2 - 2n- 2n

+ Pr(P'(e) = p') + n- 2n

and the claim follows. 0
Conclusion. Combining the above protocol with known transformations (Le., (Goldwasser and Sipser, 1986) and (Babai, 1985)), we get
THEOREM 9.13 For any approximation factor -y{n) = vnj O{logn),
the promise problem GAPSVP -y(n) is in NP n coAM. Furthermore, the
complement of GAPSVP -y(n) has a HVPZK constant-round proof system.
Again, the interesting part is the membership of GAPS VP o( v'n) in coAM.
This reduces the gap factor for which "efficient proof systems" exists: Lagarias et. al. (Lagarias et al., 1990) had previously shown that GAPSVP n
is in coNP.

3.

Treating other norms

The underlying ideas of Theorems 9.8 and 9.13 can be applied to
provide (HVPZK) constant-round proof systems for corresponding gap
problems regarding any "computationally tractable" norm and in particular for all fp-norms (e.g., the £1 and £00 norms). The gap factor is
however larger: njO(logn) rather than Vn/O(logn).
Tractable norms.

Recall the norm axioms (for a generic norm 11·11) -

(Nl) For every v E IRn ,
is the zero vector.

IIvll

~

0, with equality holding if and only if v

v E IRn and any a E lR, lIavll = lal . IIvll.
For every v, u E IRn , IIv + ull = IIvll + lIuli. (Triangle

(N2) For every

(N3)

Inequality).

To allow the verifier to conduct is actions in polynomial-time, we make
the additional two requirements
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(N4) The norm function is polynomial-time computable. That is, there
exist a polynomial-time algorithm that, given a vector v and an accuracy parameter 0, outputs a number in the interval [lIvll ± 0]. We
stress that the algorithm is uniform over all dimensions.

(NS) The unit sphere defined by the norm contains a ball of radius
2- poly(n) centered at the origin, and is contained in a ball of radius
2poly (n) centered at the origin. That is, there exists a polynomial p
so that for all n's

{v E IRn : IIvll2 ~ 2- p (n)} C {v E IRn : IIvll ~ I}
~ {v E IRn : IIvll2 ~ 2P(n)}
where IIvll2 is the Euclidean (£2) norm of v.
Note that axioms (N4) and (NS) are satisfied by all (the standard) £pnorms. 1 On the other hand, by (Dyer et al., 1991), axioms (N4) and (NS)
suffice for constructing a probabilistic algorithm which given n, generates
in time poly(n) a vector which is almost uniformly distributed in the ndimensional unit sphere w.r.t the norm. Specifically, by axioms (N2)
and (N3), the unit sphere is a convex body, and axioms (N4) and (N5)
imply the existence of a so-called "well-guaranteed weak membership
oracle" (cr., (Grotschel et al., 1993» as required by the convex body
algorithm of Dyer et. al. (Dyer et al., 1991) (and its improvements e.g., (Kannan et al., 1997».
Our protocols can be adapted to any norm satisfying the additional
axioms (N4) and (NS). We modify the protocols of the previous sections
so that the error vector, t, is chosen uniformly among the vectors of
norm less than 'Y{n)d/2 (rather than being chosen uniformly in a sphere
of radius 'Y(n)d/2). Here we use 'Y(n) ~ n/O(1ogn). Clearly the completeness and zero-knowledge claims continue to hold as they merely
relied on the triangle inequality (i.e., Norm axiom (N3». In the proof
of the soundness claim, we replace Lemma 9.7 by the following lemma
in which distance refers to the above norm (rather than to Euclidean
norm):
9.14 For every c > 0, let p be a point at distance € < 1 from the
origin. Then the relative symmetric difference between the set of points

LEMMA

Actually, for any i,,-norm, there is a simple algorithm for uniformly selecting a point,
in the corresponding unit sphere: Generate n independent samples, XI, ... ,Xn ,
each with density function e-:X P , and normalize the result so that a vector of norm r appears
with probability proportional to r- n .
I

(XI, ... , Xn),
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of distance 1 from the origin and the set of points of distance 1 from p
is at most 2· (1 - (1 _ €)n).

We comment that the bound is quite tight for both the II and the loo
norm. That is, in both cases the relative symmetric difference is at least
2 - (1 - (€/2))n.2
Proof: Let 8(0, r) (resp., 8(p, r)) denote the set of points within
distance r from the origin (resp., from p). The symmetric difference
between 8(0,1) and 8(p, 1) equals twice the volume of 8(p, 1) \ 8(0,1).
This volume is clearly bounded above by 8(p, 1) \ 8(p, 1 - f). By the
norm axioms (Nl) and (N2), we have
vol(8(p, 1) \ 8(p, 1 - f)) == 1 _ (1 _ €)n,
vol(8(p, 1))
and the lemma follows. 0
Using € = 2/,{n) and ,(n) == n/O(1ogn), we conclude that the proof
system has soundness error bounded above by

1_(I_o(1ogn))n=l_
1
.
n
poly(n)
Repeating it polynomially many times in parallel we get
THEOREM 9.15 Both GAPCVP and GAPSVP defined for any norm
and gap factor ,(n) = n/O(1ogn) are in NP n coAM. Furthermore,
the complement promise problems have HVPZK constant-round proof
systems.

4.

What does it mean?

Let 11 = (11YES,11NO) be a promise problem for which 11MAYBE denotes the instances which are neither YES nor NO instances of 11. Thus,
the entire set of instances is 11YESu11NOU11MAYBE' The complement of
a promise problem 11 is simply (lIND, IIYES). To say that a language L is
reducible
to
a
promise
problem
II
means
that:
There exists a polynomial time procedure that on input x E L,
• computes instances

Xl, ... , Xk

(possibly adaptively), such that

=
=

2To verify the above claim for 1. 00 , consider the point p (f, f, ... , f). Clearly, the intersection
of the unit sphere centered at the origin and the unit sphere centered at p is (2 - f)n , whereas
each sphere has volume 2n. For 1.1, consider the point p (f, 0, ... ,0). Again, the intersection
is a sphere of radius I - (f/2) (according to the norm in consideration).
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• given bi such that bi = YES for all Xi E IIyes and
Xi E IINO, cann compute whether X E L or not.

bi

= NO

for all

Note that in the above definition, we do not care about the value of
when Xi does not satisfy the promise. Recall that II is NP-hard if
for all languages L in NP, L reduces to II. We are now ready to show
the following theorem (which will be used to interpret the significance
of the interactive proofs we showed for CVP and SVP in the previous
sections).
bi

THEOREM 9.16 Let II = (II YES, IINO) be a promise problem. Suppose
there exists a polynomial-time recognizable relation R so that
• For every X E IIYES U IIMAYBE, there exists ayE {0,1}* such that
(x, y) E R (and Iyl = poly(lxl)) and
• For every x E IINO, for all y E {O, 1}*, (x, y) is not in R.
• The complement of II is in AM.
Then: II is NP-hard implies coNP

~

AM.

Proof: Let L E coNP, and II be NP-hard. By the NP-hardness
of II, and thus corresponding coNP-hardness of II complement, L is
reducible to II complement (itself a promise problem). We shall use this
latter reduction to construct an AM-proof system for L and conclude
our proof.
Let us denote from here on II complement as (II yES , II NO )' On input
x, the prover first sends to the verifier a transcript of the reduction
(from L to II complement) applied to x. This transcript consists of
instances Xl, ... ,Xk, and corresponding b1, ... ,bk such that bi = YES for
all Xi E II yES and bi = NO for all Xi E II NO ' For all those Xi which are
outside of the promise, and are in IIMAYBE - the prover sends bi = NO.
Next, the prover proves each of the answers it gave as follows: for
x E II NO = IIYEs, the prover sends the verifier y such that (x, y) in R,
for x E II yES = IINO, the prover and verifier run the AM-proof system
for II complement. And, for all those queries x in IIMAYBE, the prover
shows again a y such that (x', y) E R. The main observation is that a
yes instance can not turn into a no instance and vice versa, which is true
by the soundness of the AM procedure for II complement and condition
(2) in the theorem statement. The fact that prover claimed that maybe
instances are no instances are of no concern by the definition of a reduction to a promise problem. All these AM-proofs are run in parallel,
and so the result is an MAM-proof system (which can be converted into
an AM-proof system (Babai, 1985)). In case of a randomized (smart)
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reduction, we let the verifier select the random input (to the reduction)
and continue as above. 0
We can finally get our implications.
COROLLARY 9.17 For any ,(n) = O( y'n/logn), if either GAPCVP1'
or GAPSVP1' is NP-hard then coNP ~ AM.
An older result of (Boppana et al., 1987) showed that if coNP c AM
then the Polynomial-Time Hierarchy collapses. Thus (if one does not
believe the collapse of the polynomial time hierarchy) we can take the
corollary as evidence of the impossibility of proving NP-Hardness result
for approximation factor below y'n for CVP or SVP.

5.

Notes

The techniques described in Subsection 1.1 of Chapter 8 can be used
to somehow simplify the proof systems presented in this chapter. (See
(Goldreich and Goldwasser, 2000, Section 8) for details.) The proof systems presented in this chapter can be easily adapted to other lattice
problems. For example, a proof system for GAPCRP o(v'n) is the following: the prover guesses a deep hole in the lattice, and then uses the proof
system of (Goldreich and Goldwasser, 2000) to prove that this point is
far from the lattice. Together with Theorem 7.10, this puts GAPCRP v'n
in NP n coAM, showing that the covering radius problem is not likely to
be NP-hard to approximate within factors, = y'n. Interestingly, when
the factor, is less than y'n, GAPCRP1' is not even known to be in NP.
Proof systems for SIVP l' and SBP'Y were given in (Blamer and Seifert,
1999), but only for approximation factors ,(n) = n/logn. It is not clear
if those results can be improved to ,(n) = y'n/ log n as for the other
lattice problems.
-4Ckj6UjgE2iN1+kY-
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