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SecureComputation
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Hospitals and Insurances

i - A Problem:Sick people forget
Sygemlster millioner af kroner to claim compensations from

Offentliggjort 19.02.09 k. 02:39 H
Insurance

Danskerne gar arligt glip af 80 mio. kr., fordi de ikke aner, at de er forsikret

ved kritisk sygdom.

Hundredvis af alvorligt syge danskere gar )
hvert ar glip af millioner af kroner, fordi de A SOIUUOn InsuranC%nd
i ikke har overblik over deres . . .
A forsikringsdazkning. hOSp'taIS COUId pe”Od'Ca”y
R Derfor kontakter de ikke deres pensions- Compare thelr data 1{0) flnd
Brystundersegelse. Foto: Colourbox eller forsikringsselskab, nar de bliver ramt
af kra=ft, blodpropper eller anden kritisk and h6|p these people
Relaterede artikler sygdom. Og 52 far de aldrig den check pa
Myt systemn sikrer syge 80 mio. | typisk mellem 50.000 og 200.000 kr., som
kr. de har ret til, lyder det fra forsikrings- og
| A Privacy Issueinsurance and

medical records are sensitive
data! No other information

ikke far andre oplysninger om kundeme, end de ber fa_ For det enkelte individ ma than what is Stl’lCﬂy necessary
ikke miste kontrollen over egne helbredsoplysninger,« siger jurist Lars Kofod. must be diSCIOSGd'

sForudsastningen er, at systemet skrues sammen pa en made, sa selskabemne




MPC Goes Live (2008)
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Last decade: commercial interest
and social value of MPC

A Estonian study on
student dropout

A Boston women
workforce councile,
study on wage gap
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Figure 1: Illustration of a deployment of the protocol implementation for two participants.




Secure Computation
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Part 1: Correlated Randomness and
Arithmetic Circuits

A Warmup OneTimeTruth Tables

A Arithmetic Black Box anBvaluatingCircuits
with B e a vteck ' s

A SimpleUnconditionallySecure Protocols
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“The siI mplest 2PC
(Preprocessing phase)

1) Write the truth table of the function F
you want to compute
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“The sI mplest 2PC

(Preprocessing phase)
2) Pick random (r, s), rotate rows and colu

s=3

. >

O 1 2 3

O (1 4 4 i1

1 112 2 2 3
2 |10 i0 4 i3

3 |10 0 4 i1
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“The sI mplest 2PC
(Preprocessing phase)

3) Secret share the truth table i.e.,

11

Pick at random, and let
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“The “Privacy”:

inputs masked w/uniform
random values

Correctness:
by construction

output fKy) = T1u\M + z,
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“The

Simulated view, given x and
f(x,y) (but not y)

11

U=X-+r

v (random) ’

<€

2, =f(xy) - T1p

output fKy) = T1u\M + z,
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What about active securify

output fk,y) = T1ju,\v + z,
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What about active securify
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Isthis cheatind@

Av=y+s+el=(y+el)+s=y &5
I Input substitutionpt cheatin@ccording
to the definition!

AM2[u\ + e2
I Changes output to 8 f(Xx,y) + e2
I Example: &,y)=1 Iff x=y (e.g.pwdcheck)

I e2=1 the output iId whp (login withoupwd)
AClearly breach of security!



Force Bob to send the right value

A Problem: Bob can send the wrong shares

A Solution: use MACs
I e.g. mrax+b with (a,b)a F (e.g., F=¥, with p>2* prime)

m=ax+b
)

o
i (x 66 )m

Abortifmd |l ax & +b




OTTT+MAC

T2u.\, M[u,\

<€

If (M[u, =AU NM*TZu+Bu,v) o .
output fi,y) = T1u,\ + T2[u,V Statlstlc_al_ security
else vs. malicious Bob

abort w.p. 1-2°K




“The siI mplest 2PC

A Optimal communication complexity J
A Storage exponential in input size L

C Represent function using circuit
instead of truth table!
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Part 1: Correlated Randomness and
Arithmetic Circuits

- heTime:

ruuth T
I ARLILI

[ables

A Arithmetic Black Box anBvaluatingCircuits

with B e a vteck ’

S

A SimpleUnconditionallySecure Protocols



Circuitbasedcomputation

X, Y1
X, Y
X3 Y3
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Whatkind ofcirculit?

A Boolean
I Addition &Multiplication modulo2 (XOR, AND)

A Arithmetic: which modulo?
I In afield (¢,, GF(®)?
I Determinedby PublicKey(e.qg, Pailley L WE,
i Arbitrary? €.g, modulo 232



TheArithmeticBlack Box (ABB)

A A reactive functionality which allows to
manipulate secret values

A Often a good abstraction:

I If youwant to implementsomealgorithmin MPC,
you might not caretoo muchabouthow
operatlonarelmplemented justwhat the
"I nterface” 1 s.



ABB: Basic Commands

A [x]1a Input(P, x)

I Party Pinputs asecretvaluex, allother partiesgeta
"handl e/ pointer” to [ Xx]

A x3a Open(P;, [x])

i It all partiesagree party Plearnsthe secretvalue
containedin [X]

A [2]& Add([x],[y]) // or [z]=[x]+[y]

I If all partiesagree a new handle [z] isreatedsuchthat
Z=X+Yy

i [z]a Add(c,[Xx]), [z& Mul(c,[x])easyfrom Add
A [2]& Mul([x],ly]) // or [z]=[x]*[y]

A If all partiesagree a new handle isreatedsuchthat z=x*y



ABB: Advancedfficien) Commands

A [r1& Rand()
I Generate aandomhandle for r
I Couldhavebeenimplementedby [r]a Input(P,r;) and
[rla [rad + .tk [
A b & Iszero([x])

I Couldbe implementedby [z]=[x]*[r] forrandomr, then open z and
check if = 0.

A [x],...,[x,] & BitsOf([x])
I Usefulandtypicallyexpensive

A Exercise: howwould youimplementthese?
I [b]la IsZero([x]) I/ b=1 iff x=0
I ba Equality([x],[y]) [/ b=1 iff x=y
i b& IsBit([x]) /I b=1 iff xO {0,1}



“ B e avrandoms

' triples trick

[z]a Mul([x],[y]):
1. ([a]l,[b]l,[c]a RandMu()

Creates random tuple such that c=a*b
2. e=Open([a]+[x]) _
Is this secure?
3. d=Open([b]+[y]) i edare fimepad” en %r ‘
of x and y using a and b

4. Compute [z] = [c] + e]y] + d[x¢d
ab+ @y+xy) + (Ox#xy) - (@bray+nitxy)




Preprocessing
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Beaverand Preprocessing

A Independent o,y

A Tipicallyonly depends

A AN

onsizeof f
A Usespublickeycrypto
technology(slower)

A Usesonly information

theoretictools

(order of magn. faster)
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Implementingthe ArithmeticBlack Box

A How toimplementthe basiccommand®
I Input, Add, Mul/RandMul

A In theremainingtime:

| Additive Secret Sharing

A Passive Security
A Active Security

I ReplicatedSecretSharing
I ShamirSecretSharing



Invariant

A For eachwire xin the circuit we have
T [X] == &, %) /l read “x in a box”
I WhereAlice holds x
I Bob holds x
I Such thatx,+x,=x

A Notation overload:
I X is both ther-valueand the tvalue of x
I use n(x) for name of x and v(x) for value of x when in doubt.
I Then [n(x)] = x,) such that y+x=v(x)



PN

Circuit Evaluation

1) [x]& Input(A,x):
I choosegandomx, and send it to Bob
I setx;=x#,mod M

Aliceonly sendsarandomvalud Cléarly secure

2)za Open(A,[z]):
I Bob sends,
I Alice outputs zz+z,

Aliceshouldlearnzanyway Cléarly secure



PN

Circuit Evaluation

2) [z]la Add([x],[y])
I Alicecomputes z,=x+V
I Bobcomputes z,=x+V,

Nointeraction Cléarly secure

“ f foee” onlyalocaladdition!



PN

'v',\ Circuit Evaluation

2a) [z]a Mul(c,[x])
I Alicecomputes z,=c*,
I Bobcomputes z,=c*,

2c) [z]a Add(c,[x])
I Alicecomputes z = c#,
I  Bobcomputes z,=x



£ Circuit Evaluation
W (Onlinephaség
3) Multiplication?
How tocompute[z]=[xy] ?

How do we compute this?

Alice, Bob should compute
Z)+7, = (o) (Y1)

Alice can compute
this

Bob can compute this




RandMu(f) with TrustedDealer

Pick random
a,,a,,0,,0,,C,
and

/ i@ﬁaz) (b,+h.)- ¢,
a,,b,,c,

8,,0,,C,




Implementingthe ArithmeticBlack Box

A How toimplementthe basiccommand®
I Input, Add, Mul/RandMul

A In theremainingtime:

| Additive Secret Sharing
APassive Security
A Active Security

I ReplicatedSecretSharing
I ShamirSecretSharing



SecureComputation

[x;] [y,]
[x,] [y,
[x;]  [ys]
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Active Security?

A “Privacy?”
I even a malicious Bob does not learn anything

A “Correctness?”

| a corrupted Bob can change his share during any
“Open” (both fiInal res
leading the final output to be incorrett



Problem

2) za Open(A,[z]):
I Bob sends,
I Alice outputs zz+z,



Authenticated Shares

A Passive share: [x] means
I Alice has¢;, Bob hasc,

XX = X
A MAC on Share oxa (BeDOZaTinyOT  ...) :
I [X] plus:
I Bob has a MAC kexx (<), Alice has a MAU , :
M =4, %, +

I (Symmetric for Bob)



Authenticated Shares

A Is the representation axdstill linear?
Yes,if A\ Avar e " @eysobal ”

oxa = (x], (A, My(x)), @, My(x))
aya= (], @, Mi(y), @, M,(y)
ozo =(| X+,
(A, My(x)+ My(y)),
(A% My(X)+ My(y)))




Better MACs for MPC

A sPDz:

I Problem: with MAC on Share you need to store a MAC for every
other party!

I Solution: MAC value directly instead
i oxa= (x|, [M()], [A])  withM(x)=Ax (A is global)
A MiniMAC:

I Problem: MAC must be large for unpredictability. If working in
small field, need to have multiple MACs per value.

I Solution: Compute MAC on vector of bits instead

A SPDZ2K:
T Problem: MACs don'’ t wor k modul o
i Solution: compute MAC modulok®

A ..



Implementingthe ArithmeticBlack Box

A How toimplementthe basiccommand®
I Input, Add, Mul/RandMul

A In theremainingtime:

| Additive Secret Sharing
APassive Security
A Active Security

I ReplicatedSecretSharing
I ShamirSecretSharing



Implementingthe ArithmeticBlack Box

A How toimplementthe basiccommand®
I Input, Add, Mul/RandMul

A In theremainingtime:

I Additive SecretSharing
APassive Security
A Active Security

| Replicated Secret Sharing
I ShamirSecretSharing



n=3 parties
t <cbrruptions

ReplicatedSecretSharing

A [x] means A[x]a Input(P,x)
I X =X+ where I P, picksrandomshares
i P, kKnows(x,,x,) anddistributesthem.
I P, knows(x,,x,) A xa Open(R[X])
I P; knows(x;,X,) I Everyonesendstheir

shareso P who
reconstructs

Alx]a Add(x],ly])

No party alone can I Everyondocallyadds
reconstruct the secret their shares




n=3 parties

t <cbrruptions Repllcated Secret Sharlng

A [z]=Mul([x],[y])

Goal computerandomsuchthat




n=3 parties

t <cbrruptions Repllcated Secret Sharlng

Alz

[=Mul([x].[y])

P, computesz; = x;Y; + Xy, + XY,
ASymmetricfor P, P,

i [z]a Input(P,z,)

ASymmetricfor P, P,

I [z]=[z ]+ [z]+[Z]



Implementingthe ArithmeticBlack Box

A How toimplementthe basiccommand®
I Input, Add, Mul/RandMul

A In theremainingtime:

I Additive SecretSharing
APassive Security
A Active Security

I ReplicatedSecretSharing
I Shamir Secret Sharing



Shamir vsReplicatedsecretSharing

A Share size:
I Shamir is optimalsjzeof share=sizeof secre)
I RSScaledorribly with the numberof parties

A Generality:
I Shamimworksonlyin fields
I RSSvorksin anyring



n=3 parties

t <cbrruptions Shamn’secretSharlng

Computationdn field

A [x] means ?
I x=p(0)where
T p()=%+tx%
I P, knowsp(1)
I P, knowsp(2)
I Py knowsp(3)




n=3 parties

zamptons ol ShamirSecretSharing

A [x] means 4
I x=p(0)where
T p()=%+x

I P, knowsp(1)
I P, knowsp(2)
I P; knowsp(3)

No party alone can

reconstruct the secret




n=3 parties

zamptons ol ShamirSecretSharing

A [x] means 4
I x=p(0)where
T p()=%tx%

I P, knowsp(1)
I P, knowsp(2)
I P; knowsp(3)

Any two parties can : : —
reconstruct X 1 2 3




Reconstructionrr Detalls

A Givenp(1), p(2)onecan A Inourcase
reconstructp(x) as ()=( -2)(2-2)*t

)= ( -1)(21)
p( ) 50)PF 5 Ip(2) i

A ()is apolys.t A Toreconstructsecret

N enoughto compute

| 0= p ( O4H0R(LF AOP(2)
O for all | In the

— I(J) reconstrujcnonset A (Genel’alize$0 anyOther

(excepti) degreq



n=3 parties

sampions | SPamirSecretSharing

Computationdn field

A [z]=Add([x],[y]) means 4
1 x=p(0), y=q(0)

T p()=%+x ,

T a()=%ty \\\\'\\\'\\\‘\\
y

I P, computesp(1)+q(1)

I P, computesp(2)+q(2)

I P; computesp(3)+q(3) X




n=3 parties

sampions | SPamirSecretSharing

Computationdn field

A [Z] Mul([x],[y]) (part 1): A
x=p(0), y=q(0) ‘

'l' P( ) =%*X%

T g()=%twn

I P, computest(1)=p(1yq(1) q
I P, computest(2)=p(2yq(2) y ®
I P, computest(3)=p(3/q(3)

A t(0)=xy (asdesired .
A But t has theavrongdegred

At( )=+t +1t 2



n=3 parties

t <cbrruptions Shamn’secretSharlng

Computationdn field

A [z]=Mul([x],[y]) (part 2):
I [z]a Input(P,t(1))
I Symmetridor P,, P,

I Thenreconstructi.e.

[t QL] [H(2)] +[t(3)]

I Butt(0)=z, sove ’dore!

A Exercisefind the thevalues ,, ,, , >
(Hint, thedegreeis different this time!) 1 5 3




Recap

A Simpleprotocolswith
trusted dealer
i OTTT

T Circuitevaluationwith
randomtriples

I Activesecurityvia
Informationtheoretic MACs
A Simpleprotocolsfor 3
parties, 1corruption
I ReplicatedSecretSharing
I ShamirSecretSharing

Tomorrow:

A How togetrid of the
trusted dealer?

Protocols forsecure
multiplication

OT and O&xtension

A Efficiencyof 2PChasedon
garbledcircuits

Garblingtechniques
Techniquedor Active Security

A If time (andpatience allows

Anonymityin
Cryptocurrencies
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