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We’rehiring!

ÅPhD students, postdocs, assistant professors 
(tenure track), associate professors

ÅTopics: blockchain, differentialprivacy, zero-
knowledgeproofs, securemultiparty 
computation, formal verification, languagedesign 
and semanticsfor smart contracts, …

ÅMore info at https://iacr.org/jobs/

https://iacr.org/jobs/


Online Poker
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2ǂ, 5ǂ,2Ǆ,5 Ǆ,Jǅ

Qǂ,Qǃ,7ǃ,3Ǆ,2ǅ

10 ǂ,9ǃ, 8ǃ,7ǅ,6ǅ

3ǂ, 4ǂ,7Ǆ,Q ǅ,10ǅ



Poker with Pirates
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2ǂ, 5ǂ,2Ǆ,5 Ǆ,Jǅ

Qǂ,Qǃ,7ǃ,3Ǆ,2ǅ,

10 ǂ,9ǃ, 8ǃ,7ǅ,6ǅ

Aǂ,Aǃ,AǄ,Aǅ,Kǅ



Secure Computation
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Qǂ,Qǃ,7ǃ,3Ǆ,2ǅ,

2ǂ, 5ǂ,2Ǆ,5 Ǆ,Jǅ

3ǂ, 4ǂ,7Ǆ,Q ǅ,10ǅ

10 ǂ,9ǃ, 8ǃ,7ǅ,6ǅ



Hospitals and Insurances
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Ã Problem:Sick people forget 
to claim compensations from  
insurance

Ã Solution:Insurancesand 
hospitals could periodically 
compare their data to find 
and help these people

Ã Privacy Issue: insurance and 
medical records are sensitive 
data! No other information 
than what is strictly necessary 
must be disclosed!



MPC Goes Live (2008)

Bogetoft et al. 
άaǳƭǘƛǇŀǊǘȅ /ƻƳǇǳǘŀǘƛƻƴ DƻŜǎ [ƛǾŜέ

ÅJanuary 2008

ÅProblem: determine market price 
of sugar beets contracts

Å1200 farmers

ÅComputation: 30 minutes
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Last decade: commercial interest 
and social value of MPC

ÅEstonian study on 
student dropout

ÅBoston women
workforce councile, 
study on wage gap
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Secure Computation

ÅPrivacy

ÅCorrectness

ÅInput independence

Å…
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Part 1: Correlated Randomness and 
Arithmetic Circuits

ÅWarmup: One-Time TruthTables

ÅArithmeticBlack Box and EvaluatingCircuits 
with Beaver’strick 

ÅSimple UnconditionallySecure Protocols
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“The simplest 2PC protocol ever”
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“The simplest 2PC protocol ever” OTTT
(Preprocessing phase)

1) Write the truth table of the function F 
you want to compute

0 1 2 3

0 3 2 2 2

1 3 0 0 4

2 1 0 0 4

3 1 1 4 4

y

x
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“The simplest 2PC protocol ever” OTTT
(Preprocessing phase)

2) Pick random (r, s), rotate rows and columns

0 1 2 3

0 1 4 4 1

1 2 2 2 3

2 0 0 4 3

3 0 0 4 1

s=3

r=1
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“The simplest 2PC protocol ever” OTTT
(Preprocessing phase)

3) Secret share the truth table i.e.,

Pick                          at random, and let  

1 4 4 1

2 2 2 3

0 0 4 3

0 0 4 1

= -

T1

T1T2
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“The simplest 2PC protocol ever” OTTT
(Online phase)

u = x + r

v = y + s

, r T2 , s

z2=T2[u,v]

output f(x,y) = T1[u,v] + z2

“Privacy”: 
inputs masked w/uniform 

random values

18

Correctness:
by construction

T1



“The simplest 2PC protocol ever” OTTT
(Online phase)

u = x + r

v

, r T2

z2

Simulated view, given x and 
f(x,y) (but not y)

19

T1

output f(x,y) = T1[u,v] + z2

(random)

= f(x,y) - T1[u,v]



What about active security?

u = x + r

v = y + s

, r T2 , s

z2 = T2[u,v]

output f(x,y) = T1[u,v] + z2
20

T1



What about active security?

u = x + r

v = y + s + e1

, r T2 , s

T2[u,v] + e2

21

T1



Is this cheating?

Åv = y + s + e1 = (y+e1) + s = yõ + s 

ïInput substitution, not cheating according 

to the definition!

ÅM2[u,v] + e2

ïChanges output to zõ= f(x,y) + e2

ïExample: f(x,y)=1 iff x=y          (e.g. pwdcheck)

ïe2=1 the output is 1 whp (login without pwd!)

ÅClearly breach of security!



Force Bob to send the right value
ÅProblem: Bob can send the wrong shares

ÅSolution: use MACs 
ïe.g. m=ax+b with (a,b)ă F (e.g., F=ᴚp with p≥2k prime)

(m,x)

(xõ,mõ)

(a,b)

Abort if mõÍaxõ+b

m=ax+b



OTTT+MAC

u = x + r

v = y + s

T1, r T2 , s

M[u,v]

If (M[u,v]=A[u,v]*T2[u,v]+B[u,v])

output f(x,y) = T1[u,v] + T2[u,v]

else 

abort
24

MA B

Statistical security 
vs. malicious Bob 

w.p. 1-2-k

T2[u,v], 



“The simplest 2PC protocol ever” OTTT

ÅOptimal communication complexity J

ÅStorage exponential in input size L

ČRepresent function using circuit 
instead of truth table!
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Part 1: Correlated Randomness and 
Arithmetic Circuits

ÅWarmup: One-Time TruthTables

ÅArithmeticBlack Box and EvaluatingCircuits 
with Beaver’strick 

ÅSimple UnconditionallySecure Protocols



Circuit basedcomputation
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Whatkind of circuit?

ÅBoolean

ïAddition & Multiplication modulo2 (XOR, AND)

ÅArithmetic: which modulo?

ïIn a field (ᴚp, GF(2k))?

ïDeterminedby Public Key(e.g., Paillier, LWE, …)

ïArbitrary? (e.g., modulo232)



The ArithmeticBlack Box (ABB)

ÅA reactive functionality which allows to 
manipulate secret values

ÅOften a good abstraction: 

ïif youwant to implementsomealgorithmin MPC, 
youmight not caretoo muchabouthow
operation are implemented, just what the 
”interface” is.



ABB: Basic Commands

Å[x] ă Input(Pi, x)
ïParty Pi inputs a secretvaluex, all other parties geta 
”handle/pointer” to [x]

Åx ă Open(Pj, [x])
ïIf all parties agree, party Pj learnsthe secretvalue

containedin [x]

Å[z]ăAdd([x],[y]) // or [z]=[x]+[y]
ïIf all parties agree, a new handle [z] is createdsuchthat

z=x+y
ï[z]ăAdd(c,[x]), [z]ăMul(c,[x]) easyfrom Add

Å[z]ăMul([x],[y]) // or [z]=[x]*[y]
ÅIf all parties agree, a new handle is createdsuchthat z=x*y



ABB: Advanced (Efficient) Commands

Å [r] ă Rand()
ïGenerate a randomhandle for r 
ïCouldhave beenimplementedby [ri]ăInput(Pi,ri) and 

[r] ă [r1]+…+[rn]

Å b ă IsZero([x])
ïCouldbe implementedby [z]=[x]*[r] for randomr, then open z and 

check if = 0.

Å [x1],...,[xn] ă BitsOf([x])
ïUsefuland typicallyexpensive

Å Exercise: how would you implementthese?
ï [b] ă IsZero([x]) // b=1 iff x=0
ïb ă Equality([x],[y]) // b=1 iff x=y
ïb ă IsBit([x]) // b=1 iff xʘ{0,1}



Beaver’srandom
triples trick

[z]ăMul([x],[y]):

1. ([a],[b],[c])ăRandMul()
Creates random tuple such that c=a*b

2. e=Open([a]+[x])

3. d=Open([b]+[y])

4. Compute [z] = [c] + e[y] + d[x] - ed

ab + (ay+xy) + (bx+xy) - (ab+ay+bx+xy)

Is this secure?
e,dare “one-time-pad” encryptions 

of x and y using a and b
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Å Independent of x,y
Å Tipicallyonlydepends

on sizeof f
Å Usespublic keycrypto

technology(slower)

Å Usesonly information 
theoretic tools
(order of magn. faster)
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Beaverand Preprocessing



Implementingthe ArithmeticBlack Box

ÅHow to implementthe basic commands?
ïInput, Add, Mul/RandMul

ÅIn the remainingtime:
ïAdditive Secret Sharing
ÅPassive Security

ÅActive Security

ïReplicatedSecretSharing

ïShamir SecretSharing



Invariant

ÅFor each wire x in the circuit we have 
ï[x] := (x1, x2)                              // read “x in a box”

ïWhere Alice holds x1
ïBob holds x2
ïSuch that x1+x2=x

Å Notation overload:
ï x is both the r-valueand the l-value of x

ï use n(x) for name of x and v(x) for value of x when in doubt. 

ï Then [n(x)] = (x1,x2) such that x1+x2=v(x)



Circuit Evaluation

1) [x] ă Input(A,x) : 
ï choosesrandomx2 and send it to Bob
ï set x1=x+x2 mod M // symmetricfor Bob

// mod omitted from now on

Alice onlysendsa randomvalue! “Clearly” secure

2) z ă Open(A,[z]):
ï Bob sends z2

ï Alice outputs z=z1+z2                         // symmetricfor Bob

Alice shouldlearnz anyway! “Clearly” secure



Circuit Evaluation

2)  [z]ă Add([x],[y])               // at the end z=x+y

ï Alice computes z1 = x1 + y1

ï Bob computes z2 = x2 + y2

No interaction! “Clearly” secure

“for free” : onlya localaddition!



Circuit Evaluation

2a)  [z]ăMul(c,[x])               // at the end z=c*x

ï Alice computes z1 = c*x1

ï Bob computes z2 = c*x2

2c)  [z]ă Add(c,[x])               // at the end z=c+x

ï Alice computes z1 = c+x1

ï Bob computes z2 = x2



Circuit Evaluation
(Online phase)

3) Multiplication?  

How to compute[z]=[xy] ?

Alice, Bob should compute 
z1 + z2 = (x1+x2)(y1+y2)

= x1y1 + x2y1 + x1y2 + x2y2

Alice can compute 
this

Bob can compute this

How do we compute this?



RandMul() with TrustedDealer

a1,b1,c1

Pick random 
a1,a2,b1,b2,c1

and
c2 = (a1+a2)(b1+b2)- c1

a2,b2,c2



Implementingthe ArithmeticBlack Box

ÅHow to implementthe basic commands?
ïInput, Add, Mul/RandMul

ÅIn the remainingtime:
ïAdditive Secret Sharing
ÅPassive Security

ÅActive Security

ïReplicatedSecretSharing

ïShamir SecretSharing



Secure Computation
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Active Security?

Å“Privacy?”

ïeven a malicious Bob does not learn anything J

Å“Correctness?”

ïa corrupted Bob can change his share during any 
“Open” (both final result or during multiplication) 
leading the final output to be incorrect L



Problem
2) z ă Open(A,[z]):

ï Bob sends z2 +e

ï Alice outputs z=z1+z2 +e // error changeoutput 
distribution in waythat
cannotbesimulatedby 
input substition



Authenticated Shares

ÅPassive share: [x] means

ïAlice has x1, Bob has x2, 
x1+x2 = x

ÅMAC on Share ἀxἁ(BeDOZa, TinyOT, …):

ï[x] plus:

ïBob has a MAC key (∆2,K2), Alice has a MAC M1 :
M1= ∆2 x1 + K2

ï(Symmetric for Bob)

45



Authenticated Shares

ÅIs the representation ἀxἁstill linear? 
Yes, if ∆1, ∆2are “global”keys

ἀxἁ= ([x], (∆1, K1(x), M1(x)), (∆2, K2(x), M2(x)))

ἀyἁ= ([y], (∆1, K1(y), M1(y)), (∆2, K2(y), M2(y)))

ἀzἁ=([x+y], 
(∆1, K1(x)+K1(y), M1(x)+ M1(y)), 

(∆2, K2(x)+K2(y), M2(x)+ M2(y)))

46



Better MACs for MPC

ÅSPDZ: 
ïProblem: with MAC on Share you need to store a MAC for every 

other party!
ïSolution: MAC value directly instead
ïἀxἁ= ([x], [M(x)], [∆])   with M(x)= ∆x (∆ is global)

ÅMiniMAC:
ïProblem: MAC must be large for unpredictability. If working in 

small field, need to have multiple MACs per value.
ïSolution: Compute MAC on vector of bits instead

ÅSPDZ2K:
ïProblem: MACs don’t work modulo power of 2’s (not a field).
ïSolution: compute MAC modulo 2k+s

Å…

47



Implementingthe ArithmeticBlack Box

ÅHow to implementthe basic commands?
ïInput, Add, Mul/RandMul

ÅIn the remainingtime:
ïAdditive Secret Sharing
ÅPassive Security

ÅActive Security

ïReplicatedSecretSharing

ïShamir SecretSharing



Implementingthe ArithmeticBlack Box

ÅHow to implementthe basic commands?
ïInput, Add, Mul/RandMul

ÅIn the remainingtime:
ïAdditiveSecretSharing
ÅPassive Security

ÅActive Security

ïReplicated Secret Sharing

ïShamir SecretSharing



ReplicatedSecretSharing

Å[x] means:

ïx = x1+x2+x3 where

ïP1 knows(x1,x2)

ïP2 knows(x2,x3)

ïP3 knows(x3,x1)

Å[x] ă Input(Pi,x)

ïPi picksrandomshares
and distributesthem.

Åx ăOpen(Pi,[x])

ïEveryonesendstheir
sharesto Pi  who
reconstructs.

Å[x] ă Add([x],[y])

ïEveryonelocallyadds
their shares.

n=3 parties 
t≤1 corruptions

No party alone can 
reconstruct the secret



Å[z]=Mul([x],[y])

Goal, computerandomsuchthat

z= (x1+x2+x3)(y1+y2+x3)

= x1y1 + x2y1 + x3y1 + 
x1y2 + x2y2 + x3y2 +

x1y3 + x2y3 + x3y3

Replicated Secret Sharing
n=3 parties 
t≤1 corruptions

P1 P2

P3



Å[z]=Mul([x],[y])

ïP1 computesz1 = x1y1 + x2y1 + x1y2

ÅSymmetricfor P2, P3, …

ï[z1]ă Input(P1,z1) // Why resharing?

ÅSymmetricfor P2, P3, …

ï[z]=[z1]+[z2]+[z3]

Replicated Secret Sharing
n=3 parties 
t≤1 corruptions



Implementingthe ArithmeticBlack Box

ÅHow to implementthe basic commands?
ïInput, Add, Mul/RandMul

ÅIn the remainingtime:
ïAdditiveSecretSharing
ÅPassive Security

ÅActive Security

ïReplicatedSecretSharing

ïShamir Secret Sharing



Shamir vs. ReplicatedSecretSharing

ÅShare size:

ïShamir is optimal (sizeof share= sizeof secret)

ïRSS scaleshorribly with the numberof parties

ÅGenerality:

ïShamir worksonly in fields

ïRSS worksin anyring



Shamir SecretSharing

Å[x] means:

ïx=p(0) where

ïp( ) = x0 + x1
ïP1 knowsp(1)

ïP2 knowsp(2)

ïP3 knowsp(3)

n=3 parties 
t≤1 corruptions
Computationsin field

1 2 3

x



Shamir SecretSharing

Å[x] means:

ïx=p(0) where

ïp( ) = x0 + x1
ïP1 knowsp(1)

ïP2 knowsp(2)

ïP3 knowsp(3)

No party alone can 
reconstruct the secret 1 2 3

x

x’

x’’

n=3 parties 
t≤1 corruptions
Computationsin field



Shamir SecretSharing

Å[x] means:

ïx=p(0) where

ïp( ) = x0 + x1
ïP1 knowsp(1)

ïP2 knowsp(2)

ïP3 knowsp(3)

Any two parties can 
reconstruct x 1 2 3

x

n=3 parties 
t≤1 corruptions
Computationsin field



Reconstruction- Details

ÅGiven p(1), p(2)onecan
reconstructp(x) as

p( )=ẟ1( )p(1)+ẟ2( )p(2)

Åẟi( ) is a polys.t.

ẟi(i)=1

ẟi(j)=0 for all j in the 
reconstructionset 
(excepti)

ÅIn our case
ẟ1( )= ( -2)(1-2)-1

ẟ2( )= ( -1)(2-1)-1

ÅTo reconstructsecret
enoughto compute
p(0)=ẟ1(0)p(1)+ẟ2(0)p(2)

Å(Generalizesto anyother
degree)



Shamir SecretSharing

Å[z]=Add([x],[y]) means:

ïx=p(0), y=q(0)

ïp( ) = x0 + x1
ïq( ) = y0 + y1

ïP1 computesp(1)+q(1)

ïP2 computesp(2)+q(2)

ïP3 computesp(3)+q(3)

1 2 3

x

z

y

n=3 parties 
t≤1 corruptions
Computationsin field



Shamir SecretSharing

Å[z]=Mul([x],[y]) (part 1):
ïx=p(0), y=q(0)
ïp( ) = x0 + x1
ïq( ) = y0+ y1

ïP1 computest(1)=p(1)*q(1)
ïP2 computest(2)=p(2)*q(2)
ïP3 computest(3)=p(3)*q(3)

Åt(0)=xy(as desired)
ÅBut t has the wrongdegree!
Åt( ) = t0 + t1 + t2

2
1 2 3

x

z

y

n=3 parties 
t≤1 corruptions
Computationsin field



Shamir SecretSharing

Å [z]=Mul([x],[y]) (part 2):

ï[z1]ă Input(P1,t(1))

ïSymmetricfor P2, P3

ïThenreconstructi.e.

[t(0)]=ẟ1[t(1)]+ẟ2[t(2)]+ ẟ2[t(3)]
ïBut t(0)=z, so we’redone!

Å Exercise: find the the valuesẟ1,ẟ2,ẟ3
(Hint, the degreeis different this time!) 1 2 3

z

n=3 parties 
t≤1 corruptions
Computationsin field



Recap

ÅSimple protocolswith 
trusteddealer
ïOTTT

ïCircuit evaluationwith 
randomtriples

ïActive securityvia 
information theoreticMACs

ÅSimple protocolsfor 3 
parties, 1 corruption
ïReplicatedSecretSharing

ïShamir SecretSharing

Tomorrow:

ÅHow to get rid of the 
trusteddealer?
ïProtocols for secure

multiplication

ïOT and OT extension

ÅEfficiencyof 2PC basedon 
garbledcircuits
ïGarblingtechniques

ïTechniquesfor Active Security

Å If time (and patience) allows
ïAnonymityin 

Cryptocurrencies



PrimaryReferences

ÅCryptographicComputing, lecturenotes, 
http://orlandi.dk/crycom(with theoryand programming
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ÅOn the Power of CorrelatedRandomnessin Secure 
Computation(Ishaiet al.)

ÅSemi-homomorphicEncryptionand Multiparty 
Computation(Bendlinet al.)

ÅSecure multi-party computationmade simple (Maurer)
ÅA Full Proofof the BGW Protocol for Perfectly-Secure 

Multiparty Computation(Asharov et al.)
ÅA Framework for ConstructingFast MPC over Arithmetic

Circuits with MaliciousAdversariesand an Honest-Majority
(Lindell et al.)

http://orlandi.dk/crycom
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